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ulation. But the journey for many

rs has been ongoing and is one that

H

upport them with so that we don't
lete imbalance between the regulated

regulator.

if course, as all of you will be

this call, cyber security scales

brt supply globally. And so it can

de to attract and maintain the right

organizations to drive this level

think I'll conclude with my remarks

I slide. And I'll take questions at

lhe panel session. Thank vyou very

ntion. I'm now going to hand over,

ined, to Justin. Thank you.

TGETICH: Good morning, everyone.
take the opportunity to thank you,
brtunity to speak today at this
nk this is an excellent opportunity

ire our experience from Canada with
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me 1s Justin Sigetich, I'm the

N\

Slystems Engineering Division at the

Safety Commission, the CNSC. And

th you this morning about the CNSC's

r security at nuclear power plants.

q
q

s1ide, please. This slide provides

the subjects I'll cover in this

it instead of reviewing this, I'll

slide, please. Here's an overview

h

g of the Canadian Nuclear Safety

se of you who are not familiar with

D

lve into any detail here other than
CNSC is Canada's nuclear regulator.

le use of nuclear energy and nuclear

da .

slide, please. The CNSC has a
work that provides us the legal
brm our regulatory work. The CNSC's
brk consists of acts, regulations,
egulatory documents. Acts and

Hssed by the Canadian Parliament and

y requirements for the CNSC and for
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security. First
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Next,
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security. These
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The
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try.

ses and regulatory documents are
NSC and specify requirements and
e industry and requirements and

iific licensees. Please note that we

ganizations that operate licensed

ensees.

lide, please. This slide outlines,

relevant sections of the CNSC's

jork that are applicable to cyber
the general nuclear safety and
ns require these licensees to take
tions to maintain the security of

|

¢ and of nuclear substances.

the nuclear security regulations

Ants

that are mostly specific to
bn but have applicability to cyber
regulations are currently in the
updated to include specific cyber
ents.

S

CNSC regulatory document,

M

h is entitled the Design of Reactor

1]

r Power Plants, includes high level

juidance for cyber security for the
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The 1
for cyber securit
It reads

broad.

and maintain a s

the phrase securit
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that interpretat
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So we can go onto

The

cyber security in

a letter to all ni

=

25

r power plants. This document

reactor facilities, and it also

for existing nuclear power plants.

y, licenses and License Condition

We call LCHs, provide the most site-

ents and guidance to each licensee.

e of these LCHs is for each licensed

D|

license to clarify the regulatory

documenting specific compliance

Ance.

icense condition that's applicable

vy for nuclear power plants is quite

that the licensee ghall implement

And we interpret

curity program.

vy program to include both a physical

and a cyber security program. And

on 1is clarified in each of the

mt's License Commission Handbook.

=

next slide, I'll talk about the

ISC's regulation of cyber security.

the next slide, please.
CNSC officially Dbegan regulating
2008. At that time, the CNSC sent

llclear power plant licensees stating
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a comprehensive
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that were availg
documents from
Agency, the IAEA,
the US Nuclear Regq
The CNSC inspecti
will be discussed
Next
Group was asked
security on behal
Representatives f
plant licensees
participated in
entitled Cyber Se
Small Reactor

published in 2015

The

cyber security dt

a
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position and outlining our

guidance for their cyber security

"NSC required all 1licensees to

.

=

essment, then develop and implement

cyber security program. The

h

based on international documents

ble at that time. For example,

the International Atomic Energy

the Nuclear Energy Institute, and

yjulatory Commission were referenced.

ns of these cyber security programs

in a future slide.

slide, please. In 2012, the CsA

to develop a standard on cyber

il of the nuclear industry in Canada.

rom the CNSC, from the nuclear power

and from other stakeholders

developing CSA N290.7-14 which is

curity for Nuclear Power Plants and

acilities. This document was

yvber security standard covers the

new and existing nuclear power
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reactor facilities. This document

ing the <created approach, the

| be applied to other nuclear

our reference, the use of a created

isically that the scope of actions

with the requirements are

mply
the relative risks and particular

f the nuclear facility.

CSA standard also specifies that

ntrols are to be selected based on

n of each cyber-essential asset in

Her assessing the asset's safety
1ts vulnerability.

that's another buzz word, so a
dsset is defined as basically an

that has an impact on the functions

iclear safety, nuclear security,

dness, or safeguards functions.

NSC incorporated the CSA N290.7-14

regulatory framework and provided

licensees with time to

HX

plant

ns 1n accordance with this new

the end of 2020, all nuclear power
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d informed the CNSC that their cyber

are 1n accordance with their

\Y

slide, please. As for our future

oup is in the process of updating
ate the lessons learned by the CNSC
ees over the past five years. The
will also take into consideration

I~

5 as suggested by recent documents
AEA and other international bodies.
rr, the title of the standard may be
rct an  increased scope for the
nd of referring to nuclear power
eactor facilities, the new standard
r Security for Nuclear Power Plants
ities.

hange in scope could help apply the

rurity requirements and guidance to

-

P

that do not house reactors. The
publish a new version of the cyber
in March of 2022.

I will now talk

slide, please.

tions. To conduct inspections at

, the CNSC uses approved inspection
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consistent with 1

of the guides ar

conduct the 1in|d

consistent manner

Next
security, prior
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nuclear power pla
out by reviewing (
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these inspections
nuclear power plam
the regulatory req
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plant licensees hg

N

implemented the
starting inspect]
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Next
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pection guides detail the specific
bf checks that inspectors are going

y the inspection to ensure that the

N

requirements, it meets licensee's

ents, and that the program is

dustry best practices. The purpose

e to ensure that CNSC inspectors

spection in  a  transparent and

for all licensees.
slide,

please. Specific to cyber

to 2021 the CNSC  performed
the cyber security programs at all
ts. These inspections were carried
locuments at our head office and by
verification activities. Based on
the CNSC staff concluded that all
t licensees were in compliance with
juirements in force at that time.
entioned earlier, all nuclear power
ve informed us that they have fully
SA N290.7-14 standard and will be
ons to their

verify compliance

slide, please. In addition to the
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N290.7 standard, and starting our

we're also working on a number of

ty projects. First, as I mentioned

lear security regulations are being

de specific requirements for cyber

rform periodic updates to design

Nsis to reflect changes to the threat

he research front, the CNSC

program called the Federal Nuclear

M

hnology Program which conducts

lear science and technology. For

esearch is being conducted in areas

lain protection, remote monitoring,

q

ictor systems.

NSC also meets with regulators and

her governments to discuss cyber

research, lessons learned, and best

)]

have found that these discussions

helpful to ensure that Dbest

rating experience is effective and
s1lide, the

please. In conclusion,

Power Plants have all implemented
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rograms. The CNSC has conducted

each nuclear power plant and

the nuclear power plants met the

ements that were in place at the

pections.

gulatory requirements have now been

rate the CSA standard and 290.7-14,

informed that the licensee programs
to implement this new standard.
ompliance verification inspections

standard will start in the coming

his year. In addition, we continue

julatory framework, be involved in

5, and engage with government

I
N

lanada and outside of Canada, all

prove the safety of cyber assets.

slide, please. That concludes my

you have any questions, please feel

lem through the Q&A feature for the

ion, please feel free to visit the

displayed on this page for any

additional inforn
MR. BH

Barry Kuehnle

fn

tion. Thank you very much.

q

EARDSLEY : And now I'll introduce

om the Federal Energy Regulatory
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MR.
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Energy Regulator

Electrical Relia
Security, DCS.
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standard disclaim

Commission, and m
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FERC. I'm going t

jurisdiction, spe
is within the Unit
and Hawaii. 1It's
above, and we d
includes about
jurisdiction, aga

Where
get our authority
Power Act. And it
an electric relial

NERC,
Reliability Corpd

is a non-governme

K

1

I am Bar

32

United States.

UEHNLE: Thank you, Jim. Good

ry Kuehnle. I work for the Federal

y Commission 1in the Office of

bility in the Division of Cyber

B

e I get started, I have to give our

er to staff. I do not speak for the

¥ opinions are my own.

a little bit of background about

o talk about our jurisdiction. Our

H
I

ifically for the bulk power system,

s States. And that excludes Alaska

approximately covering 100 kv and
3 not regulate nuclear. It also
1,400 entities across the

in in the continental United States.

we get our authority at FERC, we

through Section 215 of the Federal

gives FERC the authority to certify

ility organization, called the ERO.

the North American Electric

ration, has been named the ERO and

mtal organization that is chartered
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enforce mandatory reliability

to Commission review and approval.
note that the standards that the
for is

ble actually written

by
mentioned, I work for the Division
DCS. DCS is on a full life cycle
structure protection standards from
o the compliance aspect of those
icture and protection standards.

rrsee all aspects of cyber security
ntters that affect the bulk power
and in the

tor, we participate

he review of these standards, we

liance and enforcement with the

-)

standards. We observe and we

lated to the CIP standards, and we
dvise whether new standards should
rmanded. Currently, there are 12
rds .

ittle bit more detail, the critical
ptection standards are required and
ulk power system. They are very

T standards, but they're written in
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security threats
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looking at the c}
to resources, and|
based on what's K
them.

What

November of 2019

introduced five

-

standards are

environments. A
topics at a high
rest open for the
So th
insider threat,
We looked at that

typical cyber se

perimeter securit
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4 to be applied specifically to the

tem. But if you were to match the

if you're familiar with the NIST

h

e very similar.

D

also recognize the fact that cyber

jre evolving, and they change really

more quickly than standards could

® as a result, we are continually

langes to threats, to technologies,

how these CIP standards may change

lappening in the environment around

needs to be done? As an example, in

Chairman Chatterjee at the time
ocus areas to ensure that the CIP

leeping pace with the changing

md I'm going to cover those five

level. And then we'll leave the

panel discussion.

D

@ first one would be supply chain,

nd third-party authorized access.

particular topic in the sense that

urity defenses are wrapped around

Y -
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looking at supply chain, insider

hird-party authorized access which

4 such as a wvendor

a trusted partner,

my that you have a connection with,

rou potentially have the ability to

4

bse perimeter securities. So we're

enhance the CIP standards to ensure

f threat factors, if you will, are

he second one would be

industry

mely information on threats and

And that would be information

only within the electric sector but

brs as well, such as partners with

information with and so on, and vice

ample of that would be one of the

CIP-00806 1s required to report

ty and events to FERC through the
lhe Department of Homeland Security.
ilon is shared in an anonymous way to

timely information is disseminated

fhird one would be Cloud and its
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security service
that Cloud is a te
can be done secut
with economies of
And we're looking
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Cloud.

And 4
security controlf
currently the CIH
facilities based
medium, low impa
medium, as you coy
well,
has minimal secur

SO we
those low impact
medium, but spe
security controls
risk.

And
network monitorir
the CIP

earlier,

are very similary
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a
M

roviders. So we recognize the fact

rhnology that, if utilized properly,

ely and efficiently. And it helps
scale by the way it's implemented.

at ways that possibly the electric

I

dvantage of those controls in the

=

he fourth one would be adequacy of

And what we mean by that is

Dl o

standards, specifically, are rank

on risk. And it would be high,

t ratings where the high and the

Lld expect, would probably have more,

e security controls, where the low

1ty controls, in my opinion.

re looking at ways to ensure that

facilities do include also high and

¢ifically low have the adequate

that would be justified for that

the last one would be internal

g and detection. As I mentioned

standards are very, in my opinion,

to the NIST standards. If you
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efficiently to ¢

activity is detec
That'
the things we'rs

there's a lot moy

questions that m
very much.

MR.
this point, we'll
submitted so far.
and any other
interested in ask

So
presentation wher
of Inspector Geng
Cyber Security Ij

findings as a res

what were the fin
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controls are very similar.
we have concern about i1s internal

trust zone, so just lateral movement

compromised. So we're looking
ncing or ways that the internal
ng and detection <can be done

nsure that any type of malicious

ed.

5 a very quick overview of some of
doing here in DCS. Obviously,

But I'm looking forward to any

2

ny have in the panel. Thank vyou

EARDSLEY : Thank vyou, Barry. At

go to the questions that have been

We look forward to answering these

questions that the audience 1is
ing us.
he first gquestion goes to my

h

@ I mentioned that the NRC's Office

ral had conducted an audit of our

lspection Program. There were two

1t of that audit. The gquestion was

I

dings.
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inspection and re
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Also
ensure repeatab
process? Paul?

MR. S
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answer is there were two findings.
ro do with staff, level of knowledge
ure we had enough staff so that we
retirements in staff. And the NRC
n that process through our internal
rtivities.

to do with

second finding had

ble performance measures into our
rsight program. And as part of our
cedure that we've drafted and we're
enting, we are looking at ways to
e metrics and possibly performance
s to the staff's evaluation of a
mance. That's the answer to the
ccond question was for Paul. And
1d then we'll give Paul a chance to
UK's new approach, what are some of
to ensure the consistency of
julatory processes?
low does the outcome-driven approach
and scrutable

lity regulatory

HANES : Thanks, Jim. And that's a
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suite of document
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the fundamental ¢
in common with al
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that we do is, wlh
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bnn actually, and one that's been a

ation about conflict regulation, I

bm a consistency perspective. And

ssment really provide the backbone

egulatory methodology that enables

latory judgements. So our

q

ywrticulated within that document.

nderneath those, I think I briefly

I

e a number of technical inspection

-

Hjessment guides. And really, they

he backbone of the consistency from

nspective. They articulate the sort

h

¢ inspector should consider.

bm a consistency perspective, that

Htion, which we make fully available

really provide that level of

1rms of repeatable processes, one of

rinciples that we have within ONR,
1l regulators within the UK, is the

ortionality. And one of the things

iilst we wish to have a repeatable,
which may be evidence process for
it is

| we regulate the industry,
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proportionate.
identification of
up front.

So we

same schedule of 1

holders. We h

levels. And tf

intervention acti
there is consisten
the proportionalilf

So imn
will also do ths

take a particulal

governance and 1§

example, we may,

qd
with government,

across the se

intervention actif
But

our approach in o

as a thematic area,
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And it is based upon that

appropriate protection mechanisms

don't necessarily follow the exact

nterventions across all of our duty

ive varying regulatory attention
1at really guides the level of
vity that we undertake. However,

cy throughout, and that is based on
'y aspect that I mentioned there.

addition to that, occasionally we
matic inspections whereby we will

topic. If we wish to 1look at

radership, or cyber security, for
in consultation

look at doing that thematically

tor and conducting consistent
rity.
rdinarily, it 1s more targeted in

rder to achieve that preference for
I hope that answers the question.
PARDSLEY :

Thank you, Paul.

pxt question, let me make sure I've

NEAL R. GROSS

proportionality.
Thank you.
MR. BH
The nl
COUR

(202) 234-4433

WASHINGTON, D.C. 20005-3701

T REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433



got it right here

-

I think it's a qus
all of our panel [

So 1¢
NRC distinguish K
If so

security?

security approac]

OCTAVE, or otherg|!
So th
view, starts our

rule. The rule

rule which laid [

develop and implef

R

The d
of structure that

Institute Standaxy

standards. And

Ul

have to implems

manifestation of

o

use to secure thdg

their cyber secur|i

And tH

they use to de

determine which 4

41

was actually asked of the NRC, but

stion that all of the licensees, or
hembers could speak to.
r me read the gquestion. Does the

etween cyber security and physical
does the NRC view cyber/physical
es such as

STPA, STPA Security,

-y

NRC, from a regulatory point of
oversight with our cyber security
then, we develop guidance for the
but the process for a licensee to

hent a cyber security plan.

yber security plans included a 1lot

was related back to the National

ds that Barry mentioned, the NIST

o the controls that the licensees

nt on their, not only in the

heir program, but also in what they
ir digital assets, are laid out in
Lty plans relatively explicitly.

len they have industry guidance that
internal to

relop procedures

go

ssets have to be protected and the
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level of protecti
no other tools or
systems or the otl
with the exceptio
them to address ¢
and emergency pre

And
determine which &
subsequently what
assets.

So I
I'll turn it over
have any thoughts

MR. S
from an Ol

that

hinges around a

plan or an equiy

provider, for exa

plan, would come
we're really look
which, you know, d

So ddg
physical?

Yes,

graded approach
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bn for those assets. So there are

models being used to break down the

ler areas that have to be protected,

»

of the fact that the rule requires

vber security for safety, security,
paredness systems.
then within those systems they

ssets have to be protected and then

v

protections are appropriate for the

lope that answers the question. And

to the other panel members if they

MANES: So, Jim, just to complement

[R perspective, everything really

uty holder having a site security

alent if they're a transportation

mple. And within that site security

all the facets of security. And

ing for an integrated model and one

pvers all aspects of security.

we distinguish between cyber and
do.

e But we very much follow a

and a defense in depth principle

NEAL R. GROSS

Cou

(202) 234-4433

RT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.

WASHINGTON, D.C. 20005-3701 (202) 234-4433



whereby actually,
between all of th

And w
manage security
mitigation measurf
the board rather t
cyber security
1

completely alone

MR. BH

MR. K

So from a physid
i

include both phys

14, one of th

specifically addrq
physical security
standards as well
data centers and
of thing.

g

3

MR.

I would echo wha

said already. I
perspective we're
security aspect

security plus cybg

S

§

[UEHNLE :

43

you know, we see the intrinsic link

D

different facets of security.

)

expect our duty holders really to

holistically and to consider

ts and security arrangements across
han just focus purely on a dedicated
plan that, for example, stood
from other security expectations.
PARDSLEY: Thank you, Paul.

This 1is Barry with FERC.
nl perspective, the CIP standards
cal and cyber. So specifically CIP

standards within this suite,

rsses physical security. And also,
is kind of sprinkled throughout the
you know, such as protection of the
the control systems, and that type
[GETICH: From a CNSC perspective,
my colleagues on this panel have
t's really that from a holistic
looking at both the integration of
and cyber

security, the physical

br security.
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So

b

licensees have ap
all of the systen
the type of mod;s
overarching requi
to come up with 1
a cyber security
propose the diffe
meet the requirem

MR.

the next question

plants are subjs
nuclear, electric
Do yo

level expectationg

to implement an e
separate cyber
specific regulatg

body?

MR.

o

guestion and some
heart of the impl]
one of the reques

community during
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eally, we're looking to have

| integrated approach to looking at

$ together. And we don't prescribe
Hls that they're wusing. We have
rements for their -- that they need

lethods to have a security plan and

program. And they're the ones who

rent methodologies that they use to

ents. Thank you.
EARDSLEY : Thank you, Justin. So
was for Paul in particular. Power

tt to a range of cyber regimes,

reliability, et cetera.

W feel the approach in the UK, high

5, allows entities

in parentheses,

mterprise-wide cyber program versus

programs designated to be very

ry requirements by each regulatory

HANES : Yes, another really good

thing that has actually been at the

ementation at CyOps again. Because

ts that we had from our duty holder

H

xtensive consultation was really to
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empower them to n
security, or secuj
them to offer up

be from other expq

or certification

cetera.

And t
regulated in
organizations as

responsibility fr
clearly there arg
around data prote

We
constabulary, and
a policing organi
in terms of road,
maritime, air, oj
way in which they]

So,

Y

actually the oug

empower duty hol

evidence which m
regulatory expect

And p

45

t have a mandated approach to cyber

ity more widely, but rather to allow

evidence of arrangements that could

»)

ctations, whether that's regulatory

expectations from other bodies, et

he duty holders that we regulate are

rthe round numerous other

by

well. But we have the sole

om a nuclear perspective. You know,

a)

expectations of our duty holders

ction arrangements.

regulate the civil nuclear

they have expectations on them as
And likewise our carriers,

ration.

rail, and air, are often subject to

1 road regulations in terms of the
operate.
ou know, I'm a firm believer that

rome-focused approach really does

ders to put forward a suite of

]

ly come from satisfying any other

ytion.

rovided that, you know, it justifies
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g

the claims that 4

we are open to rf

strongly encourad

cost benefit to th

re-utilize evider

business operatiof

MR. H

anyone else on tH

o

guestion? Or we

g

(.

MR.
perspective from
has always been t

d

opposed to very sjf

We do have some 1

but we do not sp
methods that licef

We
overarching requi
in the way that th
as they can provid
to detail exactly
if it doesn't mee

So weg

regulatory flexib

T
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re being made by our duty holders,

ceiving that. And so we actually

=)

that. And we see it as a huge

ose that we regulate, that they can

lce from other aspects of their
1. Thank you.
EARDSLEY : Thank vyou, Paul. Does

e panel have any thoughts on that
an move onto the next.

[GETICH: Looking ahead, a bit of
the CNSC that the CNSC's approach
b create higher level objectives as
pecific, prescriptive requirements.
evel of prescriptive requirements,
cify in detail exactly all of the
\sees are required to follow.

them with the

nstead provide

rements, and they have flexibility

ey meet those requirements, as long

-)

us with documented safety analysis
why what they're proposing to do,
our guidance, is acceptable.

have valued this approach of some

lity, since it allows our licensees
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to be able to co
been thought.
approach.

But f
have found that w|
to have compreher
they are require
their facility.

a

having compr

encompasses all ¢
including, like,
program as well.

So w
comprehensive sy¢d
system, for them
all of the requirg
governance.

MR.
let me move on
question for all
operators oOr reg
potential for blg
layer for securin

And 1]
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e up with better methods than had

o anyway, this has been the CNSC

br us in this particular area, we

D

¢ have specified that licensees are

lsive cyber security programs, that

to come up with one program for
ind that is to ensure that they are

hensive that

management system

df the various program systems and

a comprehensive c¢yber security
g're looking at them to have a
tem, as part of our comprehensive

to be able to ensure that they have

-

ments they need and well documented

EARDSLEY : Thank you, Justin. So

Ho the next gquestion. This 1is a

the panel members. Are there any

gulators that are studying the

¢kchain technology as an integrated
¢ records management?

'11l take the first crack at this
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one, and then weg

monitored the potf

in multiple diffep

the licensees how

q

or how they maint

We ung

could be used f

different elemen

understand the tfg

But it's really

implement that tyj

And then they woul

would observe hoW
that it meets the
And T

rest of the panel

IGETICH:

IGETICH:
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can move on. The NRC staff has

rntial use of blockchain technology

ent areas. But we don't mandate to

they maintain their record systems
1in their supply chain.

lerstand that blockchain technology
r managing and securing multiple

s of the supply chain. So we

rchnology, and we're watching it.

up to our licensees to elect to

be of technology or any technology.

d basically, through inspection, we
it is implemented and make sure

regulatory regquirements.

'll turn the question over to the

From the CNSC perspective

IANES: Go ahead, please, Justin.

Oh, okay. From the CNSC

11ld echo what, Jim, you just said,

heard of any specific use of

=)

would not be prescriptive in the
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-- oh, sorry, Pau

MR. SH

MR. S

perspective, I wd

that I have nof
blockchain.

But wg
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methods that 1licg
systems other ths
they need to ensuj

and especially w

information that'ls

to ensure that th
potential cyber r

MR. S
UK's perspective,
that we would ma
sector as a whole
research and deve

We su
in order to unde
the sector obvio
of

uses technol

specifically tha

immediate view on

MR.

b

FERC. I would e
the protection ol
Obviously, we do
of technology tha

mitigated.
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D

nsees use to protect their record

n our high level requirements that

e that their records are protected,

ith any, what we call prescribed

~

held digitally. They would need

it information is protected from any

sk.

HANES: And quite similarly from the

you know, again it's not something

mdate in one way or another. The

commissions a reasonable amount of

lopment on an ongoing basis.

pport quite a bit of that, Yyou know,

rstand the regulatory aspects, and

usly, to look at potential future
llogy . But it's not something
t we would necessarily have an

without a duty holder proposing it.

(UEHNLE : And this is Barry with

ho the same thing. We do require

documentation in a supply chain.

mot specifically recommend any type

t would ensure that those risks are
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MR. B
guestion is actug
on the screen heg
directed at CIP 1

MR. K
anything that's h
How

right now.

released the C
specifically for
opportunity for a
cyber security cd

e

the low impact,
that.

I kno
teams, low impact
the security cont

low impact. But

out, I can't sps
Thank you.

MR. B
guestion 1is for
guantitative ris

establish cyber s{

are used to asses

¢

{
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EARDSLEY: Thanks, Barry. The next

lly for you. So we'll keep you up

re. Are additional CIP standards

bw impact site controls coming out?

JEHNLE: Obviously, I can't speak to

g

sppening internal to the Commission

dver, the Commission has recently
yber Security Incentive Program
transmission where there is the

transmission owner to enhance their
nhtrols, and many of those would be
ind have financial benefit by doing
w that, within the standard drafting
is routinely discussed because of
rols that are wrapped around those

as far as anything specific coming

hk to anything along those lines.

EARDSLEY: Thanks, Barry. The next
all the panel members. Is a
k assessment approach wused to

H

curity defenses, and what documents

fe

]

5 cyber security risk?
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So fr
has an approved g
cyber security pl
systems they havg
which digital as
protected. And t
that have to be ag
included.

Beyon
t

the licensees

figuring out, we
those assets have
for those assets.

The o
use a number of
struct

provide a

levels of asset

g
=

agreeing with a
we placed on thos

But ¢
been used to datqg
or assets and the

be appropriate fo

And
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m a US point of view, each licensee

I

And within the

R

yber security plan.

n, they have elements that may have

B

to analyze. They have to decide

q

Iy

sets in those systems have to be

hen there's a series of protections

sessed for each digital asset that's

d that structure, it's really up to

® determine the assessments and

1, in the level of protection of

to, Youknow, have to be put in place

raff has reviewed and accepted for
industry guidance documents that

ure for risk assessing different

1T

in different systems and then

omewhat lower set of controls that

e assets.

here is no particular model that's

for assessing the risk of systems

m what systems, what controls would

1 those.

with that, I'll turn the next
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guestion over to

MR. S}
a similar answer,
the CyOps, You kngQ
of go as far as

classification of
results from that

Withip
affected informat

H

there. And, Yyou

for our duty holde
a particular appqy

q

holders to put f£f{
effectively ident

risks that result

q

(=

MR.
approach, that wqg
that they would nf
risk of their cyl
different methods
any particular melf
MR.

the

perspective, (

B

a method to detd

52

baul.

ANES: Yes. So as you might expect,
I think in terms of mandates within
W, the closest thing we would kind
mandating the categorization and

assets and associated postulate
. our security delivery principles,
ion in cyber risk management is up
KNOW, we set out some expectations
rs but didn't go as far as mandating
pbach. And so really it is for duty
prward to us how they're going to
fy, categorize, and then manage any
[GETICH: Similar for the Canadian
do not specify a particular model
red to use to be able to assess the
er essential assets. So they have

that they use, but we do not specify

rhod that they use.

KUEHNLE : And from a FERC
'IP standards in CIP-002, they have
rmine your high, medium, and low
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impact. And you

medium, and low 1

MR. B
question is for J
let me just take {

of Homeland Secur

and electric sect

The q

included supply
electric requirem
partner access, a
a good question.
MR. K
speak specificall
standards. So
background checks
training. They i
personnel that ar
will, from the C

addresses your 1
awareness of just

From
looking at techn

technical control
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could wrap risk around those high,
mpact.
HARDSLEY: Thank you. The very next

fjou again. So let's see, DHS did,

pout the acronym, the U.S. Department

ity did a cross-walk of the NIST 2.0

Odr requirements a year ago.

lestioner says, "I think." And 2.0

chain, but how do the NIST and

nts address insider threat, trusted

1d third party authorizations? It's

WEHNLE: Excellent. So I'm going to

r to the CIP standards, not the NIST

}

the CIP standards, they include

I

they include security awareness

nclude controls wrapped around the

)

¢ in those high trust zones, if you

1P standards perspective. So that

nsider threats and your security

personnel in general.

trusted partner perspective, we're

=

ilcal controls as well. There are

right now within the CIP standards

-
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that require,

Y@

services and,

Yy

monitoring of tho

CIP standards to
But

SolarWinds is a

recently happened

kind of highlight

this type of secur
supply chain and
the two together.

It sk
they are robust e
of event like a
not saying we're
earlier detectiog
Thank you.

MR. H
and just give som
view on supply
insider threat.

From

have high level

licensees have cd

1

54

I Know, justification reports and

ou know, controls wrapped around

H

e connections that exist within the

1

q

iddress those requirements.

think we all know, and I think

really good example, of what Jjust

specifically with supply chain that
s the need to ensure that we need
ity controls that are wrapped around

insiders, because I kind of lumped

jould be reviewed and ensure that

mough to at least mitigate any type

q

M

olarWinds in the future. And I'm

going to be able to prevent it, but

y is obviously better than later.

EARDSLEY : I can actually jump in

»Y

¢ perspective from the NRC point of

chain in particular and then the

y supply chain point of view, we do
upply chain requirements that the

mmitted to on their cyber security
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plans. There's
process for the sy
acquisition which
titled.
The U/
U.S. government w
and Department of
the electrical an
chain. That's a
most people would
a lot of work.
But ¢
for their purchag
testing of thei
requirements for

instance, a systes

17}

that had some levq

in it, that they

part of their o

actions. So that
The
insiders. The U.({

regulations and ¥

Those are inspe

55

not a specific or prescriptive
pply controls or system and services

is what the section is actually

S. NRC is working within the larger
ith Department of Homeland Security
Energy looking at methods to secure
d subsequently the nuclear supply
And I think that

large problem.

recognize that it's going to take

ur licensees do have requirements

ing. They do have requirements for
systems. And they also have
defense in depth so that if, for

n or a component did get installed
1 of malware or something like that
should be able to identify that as

erall system and take mitigative

s sort of the high level.

bther question had to do with

NRC does have insider mitigation
equirements for all the licensees.

ted as a separate part of our
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regulatory oversi

But we do rely on
security insider
That'
know if Justin or
MR. S
off. So again|
expectations. We
or effective
contract security]
Our
chain perspectivg
expectations whic
you know, assets aj
the life cycle of
In tqg
you know,
wouldn't necessar
security team, bs
trust

workforce

assessment of {f

organization as w
security that we

MR. S

q

SUH

we woul

56

ght, not part of cyber security.

that to manage any potential cyber

ictivity.

2y
£3

s the U.S. I don't

point of view,
Paul have any thoughts.

HANES: Yes, I'll be happy to kick

qgquite similar in terms of the

do set out high level expectations
effective

chain management,

Pply
and contract monitoring.

from a supply

[08]

afety colleagues,

B

also look at quality assurance

I

, as you know, are making sure that,

2

e appropriately governed throughout
the development and into operation.
rms of insider threat once again,

d again pick that up. Again it

ily be specifically within the cyber

rause that probably is part of our

worthiness measures, and perhaps

he cultural aspects within the

e€ll, so a kind of broader aspect of

do set high expectations with.

IGETICH: I don't have much to add.
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Everyone has real
that Canada has i

So fo
very interested
any 1issues in th
ongoing in this a
is protected. A1
one of the thres

analyses that are

MR.

==

question was actuy
will answer it.
So th
force on force exsg
as part of their
In th
force testing pro
licensees. At
licensees implems
the primary focus
We h
include cyber sec

program and have

There's a couple

1
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lly addressed many of the same points

m its programs.

i the supply chain, we are certainly

n ensuring that we are addressing

¢ supply chain. We have research

rea to ensure that the supply chain

1d certainly the insider threat 1is

lts that's assessed in any of the

part of any security plan.

BEARDSLEY : Thank vyou. The next

ally targeted towards the NRC, so I

\nd then we can move on.

=)

guestion is are we going to see
rcise start to look at cyber attacks

exercises?

D

¢ US, we do have a robust force on

gram at all of our commercial power

his time, we have focused on the

nting their programs. That's been

of our inspection and oversight.

ave evaluated the potential to

writy as part of the force on force

1

lected not to do that at this time.

bf reasons for that. One, based on
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the successful

programs, we beli]
of a cyber attadg
programs and thuj
force test.

And ¢
we're looking at
within the
conduct their owr]
security response
the same type of
force on force ex
that there woul
information we wo

The 1
panel, so let me
starting to run
enough time for t

There
question of retis
demand. What are
planning to do to

issue of cyber se

I'll

cybexn
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implementation of the 1licensee's

ceve there would be limited ability
]

k to impact the physical security

>

be an active part of a force on

he other side of it is, Yyou know,
overall 1licensee programs. And
security program, licensee's do

| internal exercises of their cyber
which we believe adequately covers

information you would gain from a

Hm. So we don't know, at this time,
ld be a significant amount of
wld gain.

ext question is for everyone on the

just read it out. And I know we're

put of time, but I think we have

his one.

seems to be a pattern on the

ement or low staff supply to meet
the individual regulators doing and
sort out new talent and address the
rurity professionals?
first from the NRC

take that
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perspective. We
security knowledqd
United States,
government does
direct-hire authgd
directly hire cy
having to go thro
We ev
at how we maint
staffing tools in
look at our over
future. So we'reg
future, trying to
for the staff.
At th
cyber security ej
then we consult ag
with their cyber
doing that we c4d
other assets we
knowledge base.
I'll
answer from a Can

MR.

o

ig
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recognize that the level of cyber

je worldwide, if not Jjust in the

The U.S.

=

extremely competitive.

have, actually, has implemented

rity for a number of agencies to

der security professionals without

wgh a competitive process.

@luate the use of that, and we look

ain our We also have

g

staffing.

| our human resources programs that

411 staffing, what we need for the

B

looking five to ten years in the

factor in retirements and training

=)

¢ NRC, we maintain the majority of

Wpertise at our headquarters. And

1d assist the inspectors in the field

security inspections. And then by

n centralize our training and the

se to maintain our cyber security

turn the question over to Justin to

q

ydian point of view.

IGETICH: Yes, from the Canadian
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perspective, I
certainly one of
that the aging wqg
certainly one asp
And j
say that the CN
directly across t
for succession,
like, a five-yearq
the road.
We h3
have training prog
training programs
be able to take o
and come in to ug
be open when peop
next few years.

We're

current coaching

conducting target

know we'll have sd

who have been in t

60

ould say that cyber security is

the areas. But I think I would say

rkforce in the nuclear industry is
rct overall that is a concern.

§

st to answer that in general, I'd

yp]

C has the ability to hire staff

>

lhe board. So what we have is plans

H

»

ome succession plans looking for,

and a ten-year plan, looking down

ive talent management programs, we

grams, and we're coming up with new

to ensure that any new hires would

their roles for the next few years

=)
=

some of the new roles that would

le are looking at retirement in the

also developing and improving the
and mentoring programs. And we're
ed hiring for the areas where we

ne weaknesses. When we have experts

he industry for decades, when those

etire, we know that we need to make

hiring people with significant
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of replacing that
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MR. B
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challenge. And
picked up in the j

then retain apprd

staff is a real c
And

regulator, are gsi

actually. There

the UK, led in pa
National Technic
Security Centre,
cyber security.
that is happening
And a
of a new Cyber Se

dedicated to cybs
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ackground, and trying to find ways

kind of experience.

here are certainly challenges, but

place programs to be able to make

maintain the knowledge and skill to

tively regulate the industry.

EARDSLEY: Paul?

HANES: Thanks, Jim. So I think in

lves, we identify this as a real

t's certainly one of the things I

H
®

resentation. Trying to recruit and

priately qualified and experienced

hallenge.

t's not something that we, as a

if fering alone, nor as an industry
is a huge amount of effort across

t by government and in part by the

51 Authority, our National Cyber

to encourage and promote careers in

So I guess on a national footing,

lso within the UK is the formation

c¢urity Council, a professional body

r, which is undergoing work at the
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people. We're
formation of thei
the sector.

And g
skills is featur
around how that mi
government, indy
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N

the graduates a
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a lot of effort, I know, that's

onally to encourage people to get

doesn't necessarily immediately

within the nuclear sector. We do

iny sectors, to attract and retain

And we're really using a whole

fe

]

sms to address that.

working really closely with

ot to ensure that both we, as the

ilso duty holders have the right

working with government on the

r next cyber security strategy for

ertainly training and retention of

ing heavily in those conversations

ght be taken forward jointly between

stry, and the regulator. Because

2

interests to get the right people.

tly close to time, within the

embarked on cyber security graduate

led forces with industry to attract

ector without routinely sponsoring

D|

tr that

apprenticeship placements
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sector to bring in the next cadre

PrsS.

)]

blend that with cross-training and

rnally so that we work closely with

ciplines that are linked in places

D

mergency preparedness and response,

umentation expertise, for example.

h

e work closely to cross-skill where

and to work jointly to really pass

Hperience on. But it is something

y a challenge. And I think it will

4

D

for a while and one, I think, that

iing alone. So all ideas welcome,

EARDSLEY: Barry?

(UEHNLE :

Yes, thank vyou. So I'm

10 what Jim said earlier related to

rnment. FERC pretty much follows

'd like to add from a wutility

mow the utilities really struggle

to find qualified staff in a cyber

ive that not only understand cyber

H

understands the control systems,
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that cyber securi
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the things that w

what they do is th
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that we're on a
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environment to begin with, and how
y relates to the need for real time
thin that industrial control system
om a utility perspective, some of
e're hearing from the utilities is
ey train within, they go to recruit
y do as much as they can to try to
he ground up to get into that cyber
tnt since it is so unique.

from

re having a lot of success,

and what I'm seeing from the audits

well, that people actually are
organization that may have a desire
kind of £filling those roles in

I0W, your standard pathways of going

and recruiting, and community
and so on. Thank you.
FARDSLEY: Thank you, Barry. Well,

pretty much the end of our session.

we're going to have time to answer

I'd like to thank all of

think we covered a lot of ground

NEAL R. GROSS

COUR

(202) 234-4433

WASHINGTON, D.C. 20005-3701

T REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433



today, a lot of
what you might £
different persps

taking are relat]

very interested

licensees have
controls in place
Again

like to thank the

of running this R

but I think they
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helped us organiz
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understood what
get ready for the
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different perspectives. Although

nd is, although we are coming from

ctives and regulating different

ies, I think the approaches we're

vely similar. And we're all very,

n making sure that our respective

the appropriate cyber security

thank you to the panelists. I'd

RIC support staff. The background

TC digitally has been a challenge,
1id a great job.

T'd also like to thank Yuris

1c) and Dan Warner of my staff who

e the questions, reached out to the

1,000 times to make sure everyone
e were doing to get logged in and
RIC.

you very much. And I hope you enjoy
rogram.
eupon, the above-entitled matter

brd at 11:59 a.m.)
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