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CHAIRMAN October26,2020

TheHonorableRussell T.Vought
Director,OfficeofManagement andBudget
72517thStreet,NW
Washington,DC 20503

DearMr.Vought:

OnbehalfoftheU.S.Nuclear Regulatory Commission(NRC),Iampleasedtoreport
thattheFederalInformationSecurityModernization Act(FISMA)andPrivacyManagement
Programdocumentsforfiscalyear(FY)2020 havebeensubmittedthroughCyberScopein
accordancewiththeNovember19,2019,Office ofManagement andBudget(OMB)
MemorandumM-20-04,"FiscalYear2019-2020 Guidance onFederalinformationSecurityand
PrivacyManagementRequirements."TheNRC's submittal includedthefollowingeight
documents:

(1) ChiefInformationOfficer/2020Quarter4AnnualFISMA Report

(2) SeniorAgencyOfficialforPrivacy/2020AnnualFISMA Report

(3) AgencyPrivacyProgramChanges
(4) AgencyPrivacyProgramPlan
(5) AgencyBreachResponsePlan
(6) AgencyPrivacyContinuousMonitoringStrategy
(7) AgencyPrivacyProgram- UniformResourceLocator
(8) SocialSecurityNumberCollectionPolicyand/orProcedures

TheNRC'sOfficeoftheInspectorGeneralwillseparatelysubmittheInspector General
SectionReport/2020AnnualFISMAReportthroughCyberScope.

TheNRCcontinuesitseffortstowardsfullcompliancewithFISMAtargetsandwith the
agency'sPrivacyManagementProgram.Todate,theNRChasreduceditsnumberof
reportablesystemsto17.DuringFY2020,theagencycompletedsecurityassessmentsand
approvedchangeauthorizationsforeachsystem.

TheNRChadnomajorsecurityincidentsduringFY2020.TheNRChadatotalof
10confirmedincidents.TheNRC'sComputerSecurityIncidentResponseTeamreportedsix
incidentstotheU.S.DepartmentofHomelandSecurity(DHS)UnitedStatesComputer
EmergencyReadinessTeam(US-CERT):fiveimproperusageeventsandoneattempted
accessevent.US-CERTreportedfourincidentstotheNRC.TheNRCinvestigated,mitigated,
andremediatedall10incidents.

Asinprioryears,theNRCparticipatedinthehigh-valueassetriskandvulnerability
assessmentsledbyDHSandhascompletedmitigationandremediationactivities.In
accordancewithcurrentDHSguidance,theNRCreassesseditshigh-valueassetsandreduced
thenumberfromninetofive.TheNRCwillcontinuetocollaboratewithDHSinfutureeffortsto
assesstheNRC'sprotectionofhigh-valueassets.
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TheNRCcontinuestomakeprogresstowardmeetingthecybersecuritycross-agency
priority (CAP) goals,asdemonstratedbytheagency's100-percentachievementoftheFY2020
metric targets. The"CAPGoalEvaluations"tableinAppendixAtotheNRC'sChiefInformation
Officer/2020 Quarter 4AnnualFISMAReportdetailstheagency'scurrentprogress.

Inthe upcoming fiscalyear,theNRCwillcontinuetomakeprogressinupdatingthe
ongoingauthorization program, deployingencryptionatrest,implementingadditionalpersonal
identityverification, reducing theriskofunauthorizedsoftware,andaddressingauditfindings.

Inaccordancewith theinstructions issuedbyOMBandDHS,theagencywillcontinueto
updateyourstaffonitsprogress ontheseinitiatives.

Ifyouhaveanyquestions about theFY2020NRCFISMAandPrivacyManagement
Programdocuments,pleasecontact meorhaveyourstaffcontactMr.DavidJ.Nelson,Chief
InformationOfficer,at(301)415-8700.

Sincerely,

KristineL. Svinicki
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Washington,DC 20528




