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U.S. NUCLEAR REGULATORY COMMISSION

STANDARD REVIEW
PLAN

7.9 DATA COMMUNICATION SYSTEMS

REVIEW RESPONSIBILITIES

Primary —  Organization responsible for the review of instrumentation and controls
Secondary —- None
I

Review Note: The revision numbers of Regulatory Guides (RG) and the years of endorsed
industry standards referenced in this Standard Review Plan (SRP) section are centrally
maintained in SRP Section 7.1-T (Table 7-1). Therefore, the individual revision numbers of RGs
(except RG 1.97) and years of endorsed industry standards are not shown in this section.
References to industry standards incorporated by reference into regulation (IEEE Std 279-1971
and IEEE Std 603-1991) and industry standards that are not endorsed by the agency do include
the associated year in this section. See Table 7-1 to ensure that the appropriate RGs and
endorsed industry standards are used for the review.

l. AREAS OF REVIEW

Draft Revision 6 — August 2015

USNRC STANDARD REVIEW PLAN

This Standard Review Plan (SRP), NUREG-0800, has been prepared to establish criteria that the U.S. Nuclear Regulatory
Commission (NRC) staff responsible for the review of applications to construct and operate nuclear power plants intends to use in
evaluating whether an applicant or licensee meets the NRC regulations. The SRP is not a substitute for the NRC regulations, and
compliance with it is not required. However, an applicant is required to identify differences between the design features, analytical
techniques, and procedural measures proposed for its facility and the SRP acceptance criteria and evaluate how the proposed
alternatives to the SRP acceptance criteria provide an acceptable method of complying with the NRC regulations.

The SRP sections are numbered in accordance with corresponding sections in Regulatory Guide (RG) 1.70, "Standard Format and
Content of Safety Analysis Reports for Nuclear Power Plants (LWR Edition)." Not all sections of RG 1.70 have a corresponding
review plan section. The SRP sections applicable to a combined license application for a new light-water reactor (LWR) are based
on RG 1.206, "Combined License Applications for Nuclear Power Plants (LWR Edition)."

These documents are made available to the public as part of the NRC policy to inform the nuclear industry and the general public of
regulatory procedures and policies. Individual sections of NUREG-0800 will be revised periodically, as appropriate, to
accommodate comments and to reflect new information and experience. Comments may be submitted electronically by email to

NRO_SRP@nrc.gov.

Requests for single copies of SRP sections (which may be reproduced) should be made to the U.S. Nuclear Regulatory
Commission, Washington, DC 20555, Attention: Reproduction and Distribution Services Section by fax to (301) 415 2289; or by
email to DISTRIBUTION@nrc.gov. Electronic copies of this section are available through the NRC public Web site at
http://www.nrc.gov/reading rm/doc collections/nuregs/staff/sr0800/, or in the NRC Agencywide Documents Access and
Management System (ADAMS), at http://www.nrc.gov/reading rm/adams.html under ADAMS Accession No. ML15159B177.




The objectives of the review are to confirm that data communication systems (DCSs)): (1)
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conform to applicable acceptance criteria and guidelines, (2) will perform the safety
functions assigned to them, (3) will meet the reliability and availability goals assumed for
the system, and (4) will tolerate the effects of random transmission failures. A particular
concern is that the
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scope and depth of the review and the acceptance criteria will vary according to the importance
to safety of the system that the DCS is supporting.

I

1. This

A

DCSs may include multiplexers and more general communication systems. The
distinction between multiplexers and more general data communication systems
is often blurred. For purposes of this SRP section, a multiplexer is defined as
equipment- that transmits, receives, or connects in turn several different signals

Internal computer buses are specifically excluded from the definition of DCSs
used in this SRP section.
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Multiplexers may be analog or digital., More generally, a DCS transmits one or more <

Communications via media other than electrical conductors or optical fiber are not
addressed by this SRP section.

The review described in this SRP section includes communication between systems and « |
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SRP Acceptance Criteria,

techniques, and procedural measures proposed for its facility and the SRP acceptance criteria
and evaluate how the proposed alternatives to the SRP acceptance criteria provide acceptable
methods of compliance with the NRC regulations.

2.1. SRP Appendix 7.1-B provides SRP-acee «
i i - -guidance for evaluating conformance to the A
requirements of IEEE Std 2791971,

2. SRP Appendix 7.1-C provides guidance for evaluating conformance to IEEE

Std 603-1991.

iaguidance for digitaH&G

3.

Iy

{EEE-Std-evaluating conformance to the acceptance criteria contained in RG 1.152,
“Criteria for Use of Computers in Safety Systems of Nuclear Power Plants,” which
endorses |IEEE Std, 7-4.3.2-2003, “IEEE Standard Criteria for Dig

Safety Systems of Nuclear

Power Generating Stations;—as-endeorsed-by-Regulatory

Guide+1452Revisien2..,

i N
. REVIEWPROCEDURES
The reviewer will select material from the procedures described below, as may be
appropriate for a particular case. Typical reasons for a non-uniform placementof
emphasis are the introduction of new designsdesign features or the use in the design of
features previously reviewed and found acceptable.

These review procedures are based on the identified SRP acceptance criteria. For deviations
from these acceptance criteria, the staff should review the applicant’s evaluation of how the
proposed alternatives provide an acceptable method of complying with the relevant NRC
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identifying critical technical features. This part of SRP Section 7.9 highlights specific topics that
should be emphasized in the DCS review. ,

The review should include an evaluation of the DCS against the guidance of IEEE Std-
-1991 or IEEE Std; 279-1971, depending on the applicantfapplicant’s or licensee’s commitment
regarding these design criteria, and IEEE Std- -7-4.3.2 as endorsed by Regulatory-Guide

RG 1.152Revision-2-., Procedures for these reviews are detailed in SRP Appendix 7.1-B for
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should be reviewed. Error detection should be at least as good as four byte

should be designed to support self-testing and surveillance testing (refer to SRP
BTP 7-17).

e Jime coherency of data -, Methods to assureensure, the correct sequence of <«

data packets at receiving DCS nodes should be reviewed.

. Control of access -- The review should confirm that the DCS does not =~~~
present an electronic path by which unauthorized personnel can change
plant software or display erroneous plant status information to the
operators. Computers or equipment outside the control of the plant staff
may be connected to nen-safetynonsafety DCS (e.g., connections to
remote data displays off site)., In such cases, the connections should be /

through gateways that prevent unauthorized transactions originating from off site, ,
Remote access to safety systems should not be implemented.
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systems are identified below:
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that each safety system will perform its safety function with no input or influence
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o
-~

|- - { Formatted:
A
1

- {Formatted:

Header

Formatted:

Font:

11 pt, Font color:

Black

Formatted:

Font

: 11 pt, Font color:

Black

Font:

11 pt, Font color:

Black

Formatted:

Font:

11 pt, Font color:

Black

Formatted:

Font:

11 pt, Font color:

Black

_ - { Formatted:

Font:

11 pt, Font color:

Black

o { Formatted:

Font:

11 pt, Font color:

Black

) J o J U J U

- { Formatted:

Font:

11 pt, Font color:

Black

-

< { Formatted
NS

g

... [87

AN { Formatted:
N

Font:

11 pt, Font color:

Black

{ Formatted:

Font:

11 pt, Font color:

Black

o { Formatted:

Font:

11 pt, Font color:

Black

/{ Formatted:

Font:

11 pt, Font color:

Black

//{ Formatted:

Font:

11 pt, Font color:

Black

/
| v {Formatted:
/

Font:

11 pt, Font color:

Black

o A JC U

7/
//{ Formatted

d

... [88

7 { Formatted:
¥

Font:

11 pt, Font color:

Black

J

d { Formatted
3

—
%./
©
=

p "/{ Formatted:

Font:

11 pt, Font color:

Black

b P { Formatted:

Font:

11 pt, Font color:

Black

7/
/.’ . { Formatted:

Font:

11 pt, Font color:

Black

{/// { Formatted:

Font:

11 pt, Font color:

Black

o { Formatted:

Font:

11 pt, Font color:

Black

|-~ { Formatted:

Font:

11 pt, Font color:

Black

P { Formatted:

Font:

11 pt, Font color:

Black

— : , { Formatted:

Font:

11 pt, Font color:

Black

/{ Formatted:

Font:

11 pt, Font color:

Black

A JU U U

. { Formatted

(. o01)

... [90

L
_ - { Formatted:

Font:

11 pt, Font color:

Black

o { Formatted:

Font

: 11 pt, Font color:

Black

o { Formatted:

Font:

11 pt, Font color:

Black

o ‘[ Formatted:

Font:

11 pt, Font color:

Black

- { Formatted:

Font:

11 pt, Font color:

Black

N { Formatted:

Font:

11 pt, Font color:

Black

E { Formatted:

Font:

11 pt, Font color:

Black

h { Formatted:

N
N
\

Font:

11 pt, Font color:

Black

\ { Formatted:

Font:

11 pt, Font color:

Black

{ Formatted:

Font:

11 pt, Font color:

Black

, { Formatted:
/

Font:

11 pt

o A JC U U

7



o d

system, failure of communications from that system or faulty data transmitted by
that system will not prevent or influence that independent safety determination.
The review should confirm that a physical, electrical, logical or software
malfunction in one portion cannot adversely affect the safety functions of the
connected system.
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.The reviewer verifies that the applicant has provided sufficient information and that the review

and calculations (if applicable) support conclusions of the following type to be included in the
staff's safety evaluation report. The reviewer also states the bases for those conclusions.

concluded that the applicant/ or licensee adequately identified the guidelines applicable to these
systems., Based on the review of the system design for conformance to the guidelines, the staff
finds that there is reasonable assurance that the systems fully conform to the guidelines
applicable to these systems. Therefore, the staff finds that the requirements of GDC 1 and 10
CFR 50.55a{a)(454(jj) and 10 CFR 50.55(i) have been met. ,

designed to survive the effects of earthquakes, other natural phenomena, abnormal
environments, and missiles. Based on the review, the staff concludes that the applicant/
or licensee has identified those systems and components consistent with the design
bases for those systems. Sections 3.10 and 3.11 of the SER address the qualification
programs to demonstrate the capability of these systems and components to survive
these events. Therefore, the staff finds that the identification of these systems and
components satisfies the requirements of GBESGeneral Design Criteria 2 and 4.

A _ _ _ _ _ _ _ _ _ _ _ _ ¥ L \

Additional evaluation findings applicable to all DCSs that support protection system functions
(RTS, SRP Section 7.2, or ESFAS, SRP Section 7.3):

Based on the review of system functions, the staff concludes that the DCS conforms to the

design basis requirements of {(IEEE Std- 603-1991 or IEEE Std- 279-1971}) and

10- CFR- 50.34(f)., Setpoint analyses account for measurement inaccuracies attributable to the <«
DCS in accordance with the guidance of Regulatery-GuideRG, 1.105-Revision-3-., The staff
concludes that the DCS adequately supports RTS and ESFAS functions as necessary to sense
accident conditions and anticipated operational occurrences in order to initiate protective actions
consistent with the accident analysis presented in Chapter 15 of the SAR and evaluated in the
SER. Therefore, the staff finds that the DCS appropriately supports RTS and ESFAS compliance
with the requirements of GDC 20.

Testing of Protection System Actuation Functions,” and Regulatery-GuideRG 1.118,

“Periodic Testing of Electric Power and Protection Systems.” The bypassed and inoperable
status indication conforms to the guidelines of Regulatery-GuideRG 1.47, “Bypassed and
Inoperable Status Indication for Nuclear Power Plant Safety Systems.” The DCS conforms to
the guidelines on the application for the single-failure criterion in IEEE Std- 379-2000, “IEEE

Systems,” as supplemented by Regulatory-GuideRG 1.53, “Application of the Single-Failure  «
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Data eemmunicationrcommunications systems have been provided to support
instruments and controls within the control room to allow actions to be taken to maintain
the nuclear power unit in a safe condition during shutdown, including shutdown
following an accident. Equipment at appropriate locations outside the control room is

also supported by the DCS design to achieve: (1) prompt, hot shutdown of the reactor,

DCSs employed by the [safe shutdown system, information systems important to safety,
or interlock systems important to safety] satisfy the requirements of GDC- 19.

<+,
Additional evaluation findings applicable to all DCSs that support control system functions (SRP
Section 7.7):
Based on the staff’s review, the staff concludes that DCSs used in the reactor control system, <,

taken in context with other provisions of the design, transmit the variables and commands
necessary to maintain the fission process, the integrity of the reactor core, the reactor coolant
pressure boundary, and the containment and its associated systems within prescribed operating

control system satisfy the requirements of GDC 13.

DCSs have been provided to support instruments and controls within the control room to allow <«

(SRP Section 7.8):

JBased on the staff's review of DCS

ATWS mitigation functions and DCSs that support RTS functions, the staff finds that the DCS
meets the requirements of 10 CFR 50.62.

taken in context with other provisions of the design, transmit the variables and commands
necessary to maintain the fission process, the integrity of the reactor core, the reactor coolant
pressure boundary, and the containment and its associated systems within prescribed operating

g2 -DCSs have been provided to support instruments and
ontrol room to allow actions to be taken to maintain the nuclear power unit in

a safe condition during shutdown, including shutdown following an accident. Equipment at
appropriate locations outside the control room is also supported by the DCS design to achieve:, /
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SRP Section 7.9
Description of Changes

SRP 7.9 “Data Communication Systems”

Ihis

SRP Section affirms the technical accuracy and adequacy of the guidance previously provided
in SRP 7.9, Revision 5, dated March 2007. See ADAMS Accession Number ML0O70650036.

The main purpose of this update is to incorporate the revised software Regulatory Guides and
the associated endorsed standards. For organizational purposes, the revision number of each
Regulatory Guide and year of each endorsed standard is now listed in one place, Table 7-1. As
a result, revisions of Regulatory Guides and years of endorsed standards were removed from
this section, if applicable. For standards that are incorporated by reference into regulation
(IEEE Std 279-1971 and IEEE Std 603-1991) and standards that have not been endorsed by
the agency, the associated revision number or year is still listed in the discussion.

Existing language under Section I, “ACCEPTANCE CRITERIA,” "Requirements,” for plants not
listed in 10 CFR 50.34(f), “Additional TMI-Related Requirements” was deleted.

Part of 10 CFR was reorganized due to a rulemaking in the fall of 2014. Quality requirement
discussions in the former 10 CFR 50.55a(a)(1) were moved to 10 CFR 50.54(jj) and 10 CFR
50.55(i). The incorporation by reference language in the former 10 CFR 50.55a(h)(1) was
moved to 10 CFR 50.55a(a)(2). There were no changes either to 10 CFR 50.55a(h)(2) or
10 CFR 50.55a(h)(3).

Additional changes were editorial.
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