
 
 
 
 
 

November 7, 2014 
 
MEMORANDUM TO:      Stephen D. Dingbaum 
 Assistant Inspector General for Audits 
 Office of the Inspector General 
 
FROM: Michael R. Johnson /RA/ 

Deputy Executive Director for Reactor 
  and Preparedness Programs 
Office of the Executive Director for Operations  

 
SUBJECT: RESPONSE TO AUDIT OF U.S. NUCLEAR REGULATORY 

COMMISSION’S COMMUNICATIONS SECURITY PROGRAM  
 (OIG-14-A-21) 
 
 
This memorandum is a public response to the actions planned for Recommendations 1 and 2 of 
the Office of the Inspector General’s (OIG) audit report dated September 29, 2014.   
 
The staff responded to the audit recommendations on October 29, 2014.  The staff’s detailed 
response to the audit recommendations is non-publicly available.    
 
Recommendation 1: 
 
OIG recommends that the [Office of the] Executive Director for Operations (EDO):  
  

1.  Develop and maintain current, written Emergency Plans (EP) appropriate for natural 
disasters and hostile actions against their [licensee] facilities in accordance with 
NSA/CSS [National Security Agency/Central Security Service] Policy Manual No. 3-16.                         

             Target Completion Date:  February 27, 2015 
 

2.   Review COMSEC [Communication Security] EPs annually.  
 

3. Include current EP information and COMSEC equipment user duties with     
 COMSEC equipment testing. 
 
 
CONTACT:  Darryl Parsons, NSIR/DSO 

         301-415-7751 
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Response: 
 
Agree.   
 
The U.S. Nuclear Regulatory Commission (NRC) Headquarters and Regional Offices shall 
implement, maintain and review EPs in accordance with NSA/CSS Policy Manual 3-16.  EPs will 
be reviewed annually.  The Standard Operating Procedures directing COMSEC equipment user 
duties and testing have been implemented.   
 
Recommendation 2: 
 
OIG recommends that the EDO: 
 

Procure a secure fax maintenance support contract that specifies maintenance 
performance standards and links these standards to vendor compensation.  

 
Response: 
 
Agree.  
 
The NRC staff will develop a secure fax maintenance contract during fiscal year 2015, with 
specific goal-oriented tasks.  The contract will support the entire secure fax inventory for 
multiple years, beyond the 1-year contract period.     
 
Target Completion Date:  July 31, 2015 
 
For additional information, please contact the individuals listed below:    
 
  Darryl Parsons, Senior Program Manager, Secure Networks 
  (301) 415-7751 
 
  Richard Petrucelli, Contract Officer Representative 
  (301) 415-2100 
 
  Curtis Newkirk, IT Specialist, Information Security  
  (301) 415-0577 
 
 
 
 
 
 
 
 
 



S. Dingbaum -2- 
 
Response: 
 
Agree.   
 
The U.S. Nuclear Regulatory Commission (NRC) Headquarters and Regional Offices shall 
implement, maintain and review EPs in accordance with NSA/CSS Policy Manual 3-16.  EPs will 
be reviewed annually.  The Standard Operating Procedures directing COMSEC equipment user 
duties and testing have been implemented.   
 
Recommendation 2: 
 
OIG recommends that the EDO: 
 

Procure a secure fax maintenance support contract that specifies maintenance 
performance standards and links these standards to vendor compensation.  

 
Response: 
 
Agree.  
 
The NRC staff will develop a secure fax maintenance contract during fiscal year 2015, with 
specific goal-oriented tasks.  The contract will support the entire secure fax inventory for 
multiple years, beyond the 1-year contract period.     
 
Target Completion Date:  July 31, 2015 
 
For additional information, please contact the individuals listed below:    
 
  Darryl Parsons, Senior Program Manager, Secure Networks 
  (301) 415-7751 
 
  Richard Petrucelli, Contract Officer Representative 
  (301) 415-2100 
 
  Curtis Newkirk, IT Specialist, Information Security  
  (301) 415-0577 
 
 
Distribution:  
D. Parsons, NSIR 
RidsNSIRMailCenter Resource, NSIR-14-0407  RidsHrMailCenter Resource 
RidsEdoMailCenter Resource    RidsAdmMailCenter Resource 
 
 
ADAMS Accessions No. ML14303A196 

OFFICE NSIR/DSO NSIR/DSO NSIR/DSO NSIR/DSO NSIR/DSO NSIR/D OEDO:DEDR 
NAME C. Newkirk R. Petrucelli D. Parsons G. West M. Layton J. Wiggins M. Johnson 
DATE 10/30/14 10/30/14 10/30/14 10/30/14 10/31/14 10/31/14 11/ 07 /14 

OFFICIAL RECORD COPY 


