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endorsed industry standards are used for the review.

1. AREAS OF REVIEW

For nuclear power plants with construction permits issued before January 1, 1971,

Title 10 of the Code of Federal Regulations (10 CFR-) 50.55a(h}), “Protection and Safety
Systems,” requires that-protection systems mustto be consistent with their licensing basis or they
may meet the requirements
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Software Development -(IEEE Std 7-4.3.2-2003, Sub-Clause 5.3.1)
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A ______________

Computer system development activities should include the development of computer hardware <

and software. The integration of the computer hardware and software and the integration of the
computer with the safety system should be addressed in the development process.

s0 Concepts

20 Requirements

s0 Design

20 Implementation

0 Test

20 Installation, Checkout and Acceptance Testing

s0 Operation

20 Maintenance

20 Retirement,

The activities during the lifecycle phases are summarized as: follows:

a Ly e g Y Ry Y ey S ey L e e e,

20 Creating the conceptual design of the system, translation of the concepts into
specific system requirements

20 Using the requirements to develop a detailed system design,

s0 Implementing the design into hardware and software functions

20 Testing the functions to assure the requirements have been correctly
implemented

20

20 Retiring the system

ALY HIS 9yotel] A o __________

software development process characteristics. The first set includes those characteristics that
directly relate to the actions that the safety system software should take, while the second
includes those characteristics of the software development process that contribute to assurance
that the software will perform the required actions. Both sets are important in safety system
software. The sets, and the definitions of the characteristics, are listed below.

Functional Characteristics:

a R M e L ___

e couracy — The degree of freedom from error of sensor and operator input, the

degree of exactness exhibited by an approximation or measurement, and the
degree of freedom from error of actuator output.
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Functlons generally transform input information into output information mer—det—to N
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° Security - The establishment of a secure development and operational
environment (SDOE) for digital safety systems (1) to prevent undocumented,
unneeded, and unwanted modifications and (2) to protect against a predictable
set of undesirable acts (e.g., inadvertent operator actions or the undesirable
behavior of connected systems) that could challenge the integrity, reliability, or
functionality of a digital safety system during operations. RG 1.152 provides
guidance on SDOE.

ndustry practice is moving towards the use of software quality metrics to assure/ensure,

Industry practice is moving towards the use of software quality metrics to assure/ensure,

monitor~ and jmprove software quality in addition to the V&V that has traditionally been applied.

dmonttor;- anc _Improve sonware qualily In addiuon o the Vay that has traditionally been applied.

SRP BTP-,7-14 has identified one of the characteristics to be considered during the

A T M Y Ty M Y e oY Y M MR e Y

; : : o o p 5 "
implementation of the software lifeeyelelife-cycle activities as “Measurement”—measurement” -,

a set of indicators used to determine the success or failure of the activities and tasks defined in
the planning document.

.The use of software quality metrics should be considered throughout the software life—cycle to

20 Correctness/Completeness (Requirementsrequirements, phase)
0 Compliance with requirements (Besigndesign phase)

0 Compliance with design (lmplementationimplementation phase)

0 Functional compliance with requirements (Festtest and Integratienintegration,

20 On-site functional compliance with requirements (Iastallatieninstallation and

° Performance history (Operationoperation and Mainteraneemaintenance phase):)

Iy

included in the software development documentation. IEEE Std 1061-1998, “IEEE Standard for

a MY g=mEE T Y

and methods by which various metrics systems can be evaluated-.

A _

Reviewers should be careful when reviewing the results of any software metric to evaluate what
that metric actually measures, and what conclusion can be reached based on these

diminishing returns on continued testing, but unless the quality and thoroughness of the testing
program is evaluated, it may not be sufficient to demonstrate that the software is of high quality.

“{ Formatted ... [185]
"’{ Formatted ... [190
""‘[ Formatted
/”’/ /:{ Formatted
”’/{ Formatted . [188
,‘;/"","///{ Formatted
y,/,;//’////{ Formatted ... [191
! ;;///‘///{ Formatted ... [192]
v’,r// " ///{ Formatted ... [193
‘z;:;///////;//{ Formatted ... [194]
I /,////{ Formatted ... [195

!
S {Formatted
/

... [196

1y,
o //{ Formatted

... [197

_tu

//,/,///{ Formatted

... [198

'/, | Formatted

... [199

V4 /
_' { Formatted

... [200

/
,,/”/{ Formatted

... [201

—

ot { Formatted
/ /

/
< )/ /{ Formatted

/ /// Formatted
/

/ /,///{ Formatted

... [205

/
ot { Formatted
7

... [206

1,
<, /{Formatted
,

... [207

o {Formatted
.

... [208

—

ol P { Formatted

... [209

“1 P { Formatted

... [210

) : B { Formatted

.. [211

g /{ Formatted

.. [212

e { Formatted
s

... [213

- { Formatted

.. [214

. P { Formatted

... [215

z
7

- { Formatted

... [216

) { Formatted

.. [217

- s { Formatted

... [218

. { Formatted

... [219

7 { Formatted
7/ /

... [220

7 /
/, { Formatted

.. [221

i {Formatted
w7/

7, | Formatted
— /

i}

/ /
R /{ Formatted

... [224

/// ’/{ Formatted

/
' { Formatted
/

Y

... [182

i { Formatted
7

... [183

S G

.. [184

e {Formatted
" /
/
/ /

/



5.3.2 Software Tools (I[EEE Std 7-4.3.2-2003, Sub-Clause 5.3.2) .
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w

W

Software tools used to support software development proeesses,and V&V processes should be + ®

T Y e e Y Y e I e M I Y T T D YRR o Y e e T Y N

controlled under eenfiguration-managementzCM, One or both of the following methods should ',
W

be used to confirm that the software tools are suitable for use: '

0
************************************************ ‘\\\ W \\{ Formatted
"

\

. A test tool validation program should be developed to provide confidence that the \w\

necessary features of the software tool function as required. ‘K

A

0 The software tool should be used in a manner such that defects not detected by \\

the software tool will be detected by V&V activities. If, however, it eannetcannot i
be proven that defects not detected by software tools or introduced by software

\
N

\
«\

\
\
\
\
\
\

tool, particularly when evaluating the potential for undetected defects.

SRP BTP 7-14 states that the resource characteristics that the software development plan
should exhibit include methods/tools and standards. Methods/ and tools regiresrequire a \
description of the software development methods, techniques and tools to be used. The approach
to be followed for reusing software should be described. The plan should identify suitable
facilities, tools and aids to facilitate the production, management and publication of appropriate
and consistent documentation and for the development of the software. It should describe the
software development environment, including software design aids, compilers, loaders, and
subroutine libraries. The plan should require that tools be qualified with a degree of rigor and
level of detail appropriate to the safety significance of the software whiehthat is to be developed
using the tools. Methods, techniques and tools that produce results that cannot be verified to an

acceptable degree or that are not compatible with safety requirements should be prohibited,
unless an analysis shows that the alternative would be less safe. ]

Reviewers should thoroughly evaluate tool usage. Tools used for software development may <
reduce or eliminate the ability for the vendor to evaluate the output of those tools, and therefore
rely on the tool, or on subsequent testing to show the software will perform as intended. [Testing o

alone can only show that those items tested ferwill operate as intended, and eansetit cannot be J/

relied upon to show that no unintended functions exist, or that the software will function in
conditions other that those specifically tested. The use of software tools should be evaluated in

the overall context of the quality control and V&V process, and there should be a method of /

evaluating the output of the tool.
1y
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and quality improvgmgnts regarding the expected operating conditions across the full spectrum /{ Formatted 2751
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The V&V processes provide an objective assessment of software products and processes </ /| Formatted = [277]
throughout the software life--cycle. This assessment demonstrates whether the system N/ 5 { Formatted ... [278]
requirements and software requirements (i.e., those allotted to software viathrough software - " { Formatted ... [279]
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goals as the sole means of meeting the NRC'’s regulations for reliability of digital computers in
safety systems. Quantitative reliability determination, using a combination of analysis, testing,
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implementation of the requirements of IEEE Std 603-1991.
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9. SECURE DEVELOPMENT AND OPERATIONAL ENVIRONMENT FOR THE
PROTECTION OF DIGITAL SAFETY SYSTEMS

Regulatory Guide 1.152 describes digital safety system guidance for the establishment of an
SDOE.
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APPENDIX 7.1-D
Description of Changes

APPENDIX 7.1-D, “Guidance for Evaluation of the
Application of IEEE Std 7-4.3.2

This Appendix 7.1-D Section affirms the technical accuracy and adequacy of the guidance
previously provided in Appendix 7.1-D, Revision 5, dated March 2007. See ADAMS Accession
Number MLO70660327.

The main purpose of this update is to incorporate the revised software Regulatory Guides and
the associated endorsed standards. For organizational purposes, the revision number of each
Regulatory Guide and year of each endorsed standard is now listed in one place, Table 7-1. As
a result, revisions of Regulatory Guides and years of endorsed standards were removed from
this section, if applicable. For standards that are incorporated by reference into regulation
(IEEE Std 279-1971 and IEEE Std 603-1991) and standards that have not been endorsed by
the agency, the associated revision number or year is still listed in the discussion.

To be consistent with 10 CFR 73.54 (2009) and Regulatory Guide 1.152 (2011), cyber-security
discussions in this section were deleted and discussions of the Secure Development and
Operational Environment were added.

Part of 10 CFR was reorganized due to a rulemaking in the fall of 2014. Quality requirement
discussions in the former 10 CFR 50.55a(a)(1) were moved to 10 CFR 50.54(jj) and 10 CFR
50.55(i). The incorporation by reference language in the former 10 CFR 50.55a(h)(1) was
moved to 10 CFR 50.55a(a)(2). There were no changes either to 10 CFR 50.55a(h)(2) or 10
CFR 50.55a(h)(3).

Additional changes were editorial.
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