December 31, 2015
MEMORANDUM TO: Those on the Attached List

FROM: Darren B. Ash /RA/
Chief Information Officer

SUBJECT: UNITED STATES NUCLEAR REGULATORY COMMISSION USE
OF LICENSEE WIRELESS TECHNOLOGY

At the request of the regions and in light of improvements to wireless networks at licensee
facilities, the U.S. Nuclear Regulatory Commission (NRC) developed policy on the use of
licensee wireless network technologies by NRC employees. This policy is codified in the
Enterprise Security Architecture (ESA) Standard CSO-STD-4000, “Network Infrastructure
Standard,” page 18, §2.15.1.6 [ML14192B317]. The standard applies to all NRC employees
and is currently in effect.

If granted access by the licensee, NRC employees may use the licensee’s wireless network
technologies when conducting official duties on licensee premises. This will affect primarily
resident inspectors, but also any other NRC employee visiting a licensee facility for official
business. If permitted by the licensee, visiting NRC employees may contact licensee staff to
coordinate wireless network access.

The following conditions apply:

1. To access the licensee wireless network technologies, NRC employees must use only
NRC-issued hardware and software, or personal hardware that is covered by NRC’s
Bring Your Own Device (BYOD) program.

2. NRC-issued hardware and software must meet current NRC requirements for
configuration control, security scans, and patches.

3. Employees are not authorized to use licensee-furnished information technology
hardware or software, except for licensee wired workstations where previously provided
for walk-up workstations for NRC official business.
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4. NRC employees are not authorized to use licensee wireless networks for personal use,
even if accessed with an NRC BYOD-approved device. NRC employees’ access to
licensee wireless network technologies is for NRC-authorized and official purposes only.

5. NRC employees using licensee wireless networks are not authorized to request or
receive additional access privileges or specialized technical support not related to
accessing the wireless network.

6. NRC employees using licensee wireless networks are not authorized to connect external
storage, removable media devices, cellular devices, or personal wireless hotspots to the
licensee wireless network.
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Edwin M. Hackett, Executive Director, Advisory Committee
on Reactor Safeguards

E. Roy Hawkens, Chief Administrative Judge, Atomic Safety
and Licensing Board Panel

Margaret M. Doane, General Counsel

Brooke P. Clark, Director, Office of Commission Appellate Adjudication

Maureen E. Wylie, Chief Financial Officer

Hubert T. Bell, Inspector General

Nader L. Mamish, Director, Office of International Programs
Eugene Dacus, Director, Office of Congressional Affairs
Eliot B. Brenner, Director, Office of Public Affairs

Annette Vietti-Cook, Secretary of the Commission

Victor M. McCree, Executive Director for Operations

Glenn M. Tracy, Deputy Executive Director for Materials, Waste,
Research, State, Tribal, Compliance, Administration, and Human
Capital Programs, OEDO

Michael R. Johnson, Deputy Executive Director for Reactor
and Preparedness Programs, OEDO

Frederick D. Brown, Assistant for Operations, OEDO

Cynthia A. Carpenter, Director, Office of Administration

Darren B. Ash, Chief Information Officer

Patricia K. Holahan, Director, Office of Enforcement

Cheryl L. McCrary, Director, Office of Investigations

Miriam L. Cohen, Chief Human Capital Officer

Jennifer Uhle, Director, Office of New Reactors

Scott W. Moore, Acting Director, Office of Nuclear Material Safety
and Safeguards
William M. Dean, Director, Office of Nuclear Reactor Regulation

Michael F. Weber, Director, Office of Nuclear Regulatory Research

Vonna L. Ordaz, Director, Office of Small Business and Civil
and Rights
Brian E. Holian, Director, Office of Nuclear Security
and Incident Response
Daniel H. Dorman, Regional Administrator, Region |
Len D. Wert, Regional Administrator (Acting), Region Il
Cynthia D. Pederson, Regional Administrator, Region Ill
Marc L. Dapas, Regional Administrator, Region IV
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