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Risk Informing Security Workshop 
 
The staff conducted a workshop on risk-informing security as a follow-on to the September 2010 
workshop conducted at Sandia National Laboratories. 
Risk Basis: Several areas were analyzed to identify possibilities to better risk inform security, to 
include comparing risk implementation across disciplines, evaluating the likelihood of initiating 
events, and using risk to grade security based on the attractiveness of special nuclear material 
to the adversary. 
 
Objective: 
In coordination with the Department of Energy (DOE) and the Institute of Nuclear Materials 
Management (INMM), the staff conducted a workshop on risk-informing security in February 
2014. This workshop was a follow-on to the September 2010 workshop conducted at Sandia 
National Laboratories. This workshop focused on the recommendations of the Sandia Workshop 
and provided additional insights to the areas of security that might benefit from developing and 
implementing improved risk-informed approaches. 
 
Applications: 
Topics for the workshop included: examination of initiating events, simulation tools, safety and 
security collaboration (to include assessment of similarities and differences between 
vulnerability assessments and probabilistic risk assessments), cyber security, and material 
attractiveness. These topics covered a wide range of security topics and the outcome identified 
approaches to better risk inform them. This has led to the conduct of three new workshops for 
FY 2015 
 
Approach: 
NRC staff is worked with DOE staff and the INMM to organize and conduct this workshop. The 
attendees included government, industry, software vendors, universities, and nongovernmental 
organizations (NGOs). The results of the workshop will assist NRC staff in further defining future 
research activities to better risk-inform security. 
 
Progress: 
The discussions for the workshop were initiated in FY12 between NRC, DOE and INMM. The 
INMM conducted the workshop in February 2014 in Stone Mountain, GA. The National Security 
Staff used the workshop to fulfill a P-3 (US, UK, France) commitment from the Seoul Nuclear 
Security Summit to conduct an international workshop on material attractiveness. Three 
additional workshops are being planned for FY 2015 
 

More Risk Informing Security Workshops 
 
The staff conducted three workshops on risk-informing security as a follow-on to the previous 
two workshops, to move deeper into the areas discussed in the earlier workshops. 



Risk Basis: Several areas will be analyzed to identify possibilities to better risk inform security, 
to include comparing risk implementation across disciplines, the use of vulnerability assessment 
tools, insider mitigation, and employing risk in cyber security. 
 
Objective: 
In coordination with the Department of Energy (DOE), the American Nuclear Society (ANS), 
George Washington University (GWU), and the Institute of Nuclear Materials Management 
(INMM), the staff will conduct three workshops on risk-informing security during FY 2015. The 
first workshop will be part of a series of INMM workshops on reducing risk that will be 
cosponsored by GWU during March 2015. The workshop will focus on cyber security and 
insider mitigation. The second workshop will be conducted by the ANS and the INMM in April 
2014 and will bring safety and security risk professionals together to discuss the similarities and 
differences in their approaches to risk. The third workshop will be conducted by the INMM in 
September 2015 and will focus on vulnerability assessment tools. 
 
Applications: 
Topics for the workshop included: simulation tools, safety and security collaboration (to include 
assessment of similarities and differences between vulnerability assessments and probabilistic 
risk assessments), cyber security, and insider mitigation. These topics cover a wide range of 
security topics and the outcome will identify approaches to better risk inform them. The 
workshop on vulnerability assessment tools will also address what is necessary to make the 
tools a part of the regulatory process. 
 
Approach: 
NRC staff is working with DOE staff, ANS, GWU, and the INMM to organize and conduct the 
workshops. The attendees will include government, industry, software vendors, universities, and 
nongovernmental organizations (NGOs). The results of the workshop will assist NRC staff in 
further defining future research activities to better risk-inform security. 
 
Progress: 
The discussions for the workshop were initiated in FY13 between NRC, DOE, ANS, GWU, and 
INMM. The workshops will be conducted in March 2015 in Washington, DC, April 2015 in Sun 
Valley ID and September 2015 in Boston, MA.  
 


