
a. Information Security 

The NRC is proposing to revise Section 6.13, “Information Security” of the Policy.  

This revision will replace the current examples, which are based on the 

classification levels of the information, with a risk-informed approach.  This risk-

informed process is based on the actual and/or potential significance of the 

information security violation and will more accurately reflect the severity of these 

types of violations and improve regulatory consistency. 

This proposed process is the result of lessons learned from a number of 

violations that the NRC has processed over the last few years based on varying 

significance levels.  This process will use a flow chart and table approach, along 

with specific terms, which will be defined in Section 7 “Glossary” of the Policy. 

Once a noncompliance is identified, a four step approach will be applied to 

determine the significance level.  The four steps are: 1) determine the 

significance of the information (i.e., High, Moderate, or Low), 2) determine the 

extent of disclosure (i.e., individual deem trustworthy and reliable, unknown 

disclosure, or confirmed to an unauthorized individual), 3) the accessibility of the 

information (i.e., how limited was access to the information), and 4) determine 

the duration of the non-compliance (i.e., how long was the information available). 

Once all steps are completed, the user will obtain a recommended severity level 

associated with the violation.  The NRC recognizes this approach as a change 

from the traditional violation examples; however, this new process will be risk-

informed and will consider the significance of the information as it relates to 

public health and safety or the common defense and security regardless of the 

classification level.   



 
 

A B C D A B C D A B C D

High SL III SL III SL III SL II SL III SL II SL II SL II SL II SL II SL II SL II

Moderate SL IV SL III SL III SL III SL IV SL III SL III SL III SL III SL III SL III SL III

Low SL IV SL IV SL IV SL III SL IV SL IV SL IV SL III SL III SL III SL III SL III
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Step 2 
Disclosure

Confirmed to an Unauthorized IndividualUnknown Disclosure
Disclosed to an individual deemed 

Trustworthy and Reliable



SECTION 6.13, INFORMATION SECURITY GLOSSARY 

Significance 
High Significance:  The totality of information that could reasonably cause an adverse impact 
on national security and provide a significant amount of information about a technology (i.e. key 
elements of a technology or system) or combinations of the following elements related to 
protective strategies:  Response Strategy, Target Sets, Physical Security Plan, Contingency 
Plan or Integrated Response Plan.  The information can be either SECRET or CONFIDENTIAL 
(National Security or Restricted Data) or Safeguards. 

Moderate Significance:  The totality of information provides limited information within its 
classification that maybe useful for an adversary about technology information or physical 
security plan of a facility.  The information can be either SECRET or CONFIDENTIAL (National 
Security or Restricted Data), Safeguards or information requiring protection pursuant to 10 CFR 
Part 37.  

Low Significance:  The totality of information was not particularly sensitive within its 
classification in that, taken by itself, the information would not aid an adversary in gaining 
information about a technology or physical security plan of a facility.  The information can be 
either SECRET or CONFIDENTIAL (National Security or Restricted Data), Safeguards, 
information requiring protection pursuant to 10 CFR Part 37. 

Disclosure 
Trustworthy and reliable:  An individual considered dependable in judgment, character, and 
performance, such that disclosure of Information to that individual does not constitute an 
unreasonable risk to the public health and safety or common defense and security. 

Unknown Disclosure:  Instances when controlled information has been secured, protected, or 
marked improperly but there is no evidence that anyone has accessed the information while it 
was improperly handled. 

Confirmed:  Instances where a person who does not have authorization to access controlled 
information gains access to the information. 

Electronic Media/Confirmed:  For electronic media it is considered confirmed once the 
information is no longer on an approved network for that type of information. 

Unauthorized Individual:  A person who does not possess a trustworthiness and reliability 
determination and a need-to-know. 

Limited Access 
Hard Copy Format:  The licensee has the ability to restrict access to the area where the 
information is stored and has some type of control system in place on who accesses the area. 

Electronic Media:  The information is stored in a location that is still within the licensee’s 
computer network’s firewall and the licensee has some type of control system in place on who 
can access the information. 

Duration 
Long: Greater than or equal to 14 days from the date of infraction to discovery of the non-
compliance. 

Short:  Less than 14 days from the date of infraction to discovery of the non-compliance.   


