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% o November 14, 1995

CHARMAN

The Honorable Mark W. Neumann
United States House of Representatives
Washington, D.C. 20515

Dear Congressman Neumann:

When we met on November 9, 1995, I indicated
steps to confirm that security provisions at
are adequate. This letter is to provide you
effort and our responses to the two specific
staff on November 8 (Enclosure).

that the NRC will take several
the Zion Nuclear Power Station
with a status report on this
questions you posed to the NRC

An NRC security manager, stationed in our Region III office, visited the Zion
site on November 10, 1995. He observed activities in the access control area,
toured the protected area perimeter, observed performance testing of search
equipment, and interviewed several Zion security officers and supervisors
regarding their knowledge and performance of duties. He concluded that these
basic elements of the security system were operable and effective. Two
surveillance devices had become partially inoperable the previous night but
appropriate compensatory measures had been put in place. The NRC security
manager also confirmed that NRC resident inspectors observe routine search
activities as they enter and leave the facility.

The NRC on November 13, 1995, initiated a previously planned, week-long
security inspection. I directed that the staff significantly augment this
inspection with additional NRC Region and Headquarters security personnel to
ensure that Zion security is thoroughly examined. We will inform you of the
results of this inspection.

Members of the NRC staff also met recently with Mr. Pohlman of WTMJ television
in Milwaukee for the purpose of viewing tapes and obtaining the security
concerns of Mr. Pohlman and his sources. Mr. Pohlman's sources were not made
available to discuss their concerns and Mr. Pohlman declined to reveal the
names of his sources. He indicated that some of these will be revealed when
the program is aired. Mr. Pohlman also indicated that he was not now
questioning whether NRC security regulations were being met, but rather
whether the regulations were adequate and whether additional security measures
should be taken. Mr. Pohlman stated that he did not gain access to the
Protected Area of the plant, and the tapes which the NRC staff viewed did not
indicate that he did.

The NRC staff will evaluate the concerns raised by Mr. Pohlman and his sources
to date as well as any additional concerns aired in the planned November 14
television program and will respond in writing to Mr. Pohlman within the next
few weeks. We welcome any information from plant personnel or the public that
identifies potential vulnerabilities in safety or security.
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The Honorable Mark W. Neumann - 2 -

The staff, however, has written to Mr. Pohlman reminding him that any
information considered safeguards information is protected and may not be
further disseminated if obtained. A copy of the letter is enclosed.

If I can be of any further assistance, please do not hesitate to contact me.

Sincerely,

Shirley Ann Jackson

Enclosures:
As stated



RESPONSE TO QUESTIONS POSED BY
CONGRESSMAN NEUMANN ON NOVEMBER 8. 1995

Question 1. Would the Zion nuclear power plant be capable of surviving a

car/truck type bomb explosion similar to that used in the

Oklahoma City attack wi~hout causing a major nuclear

accident involving wide scale nuclear contamination?

Answer.

Based upon the analyses performed by the licensee and the NRC staff we believe

that the Zion nuclear facility would sustain an attack with a bomb of the type

described in your question without causing a major nuclear accident.

Question 2. Is the fuel handling building located between the Zion units

constructed of reinforced concrete?

Answer

The Zion fuel handling building is constructed of reinforced concrete.

Enclosure 1



Mr. D. Pohlman -2-

* arrangements for state or local police forces to response to safeguards
emergencies;

(2) details of the intrusion alarm system, including:

* the number and type of intrusion detection systems,

* location and types of alarm devices,

* alarm system schematics,

* alarm system emergency power location and capability,

* required guard response to security events,

• and compensatory actions for system failure;

(3) details of the Design Basis Vehicle including the speed, weight and kinetic energy
of the vehicle (See discussion in NUREG/CR-6190, supplied on
November 10, 1995); and

(4) details of the Design Basis Bomb, including the size of the bomb (See discussion
in NUREG/CR-6190).

The release of Safeguards Information to unauthorized individuals is a violation of NRC
requirements. 10 C.F.R. § 73.21(c)(2). Persons authorized to have access to Safeguards
information are specified at 10 C.F.R. § 73.21(c)(1). These regulations were issued under
the authority of Section 147a of the Atomic Energy Act of 1954, as amended, 42 U.S.C. §
2167. It is not a violatioa of NRC requirements to air opinions about or to discuss nuclear
plant security. It is, however, a violation of NRC requirements and detrimental to public
health and safety to release Safeguards Information to unauthorized persons which could be
used to gain unauthorized access to a nuclear power plant or to breach security of vital
equipment.

For your convenience, we have enclosed a copy of 10 C.F.R. § 73.21, a copy of the
definition of Safeguards Information at 10 C.F.R. § 73.2(a), a copy of Section 147 of the
Atomic Energy Act, and a copy of NUREG-0794, "Protection of Unclassified Safeguards
Information" (October 1981).



Mr. D. Pohlman -3-

In addition to sending this letter and its attachments by overnight service, we are sending a
copy of this letter and its attachments by facsimile transmission today.

If you have any questions as to what information constitutes Safeguards Information, please
contact myself at (301) 415-1163 or LeMoine Cunningham at (301) 415-2933.

Sincerely,

Brian Grimes, Deputy Director
Division of Reactor Program Management
Office of Nuclear Reactor Regulation

Enclosures: As stated



§73.2

Lion. trust, estate, public or private in-
stitution. group. government agency
other than the Commission or the De-
partment of Energy (DOE). (except
that the DOE shall be considered a per-
son to the extent that it. facilities are
subject to the licensing and related
regulatory authority of the Commis-
sion pursuant to section 202 of the En-
ergy Reorganization Act of 1974 and
sections 104. 105. and 202 of the Ura-
nium Mill Tailings Radiation Control
Act of 1978). any state or political sub-
division of a state, or any political sub-
division of any government or nation.
or other entity; and (2) any legal suc-
cessor. representative, agent, or agency
of the foregoing.

physical barrier means:
(1) Fences constructed of No. I1

American wire gauge, or heavier wire
fabric. topped by three strands or more
of barbed wire or similar material on
brackets angled Inward or outward be-
tween 30W and 45 from the vertical.
with an overall height of not less than
eight feet. including the harbed top-
ping;

(2) Building walls, ceiling@ and floors
constructed of -stone. brick, cinder
block, concrete, steel or comparable
materials (openings In which are se-
cured by grates, doors, or covers of
construction and fastening of sufficient
strength such that the integrity of the
wall to not lessened by any opening), or
walls of similar construction. not part
of a building, provided with a barbed
topping described in paragraph (1) of
this definition of a height of not less
than S feet; or

(3) Any other physical obstruction
constructed in & manner and of mate-
rials suitable for the purpose for which
the obstruction is Intended.

protected area means an area encom-
passed by physical barriers and to
which acceM Is controlled.

RadiologilCa sabotage means any de-
liberate act directed against a plant or
transport in which an activity licensed
pursuant to the regulations in thia
chapter is conducted, or against a com-
ponent of such a plant or transport
which could directly or indirectly en.
'danger the public health and safety b)
exposure to radiation.

Safeguards Informatlion means Infor
htiori not otherwise classilled "s Na,

Nuclear Regulatory Commission10 CFR Ch. I (I-1-95 Editinnm
10 CF. ....... 1 1 19 on

tional Security Information or Re-
stricted Data which specifically identl.
flee a licensee's or applicant's detailed.
(1) security measures for the physical
protection of special nuclear material.
or (2) security measures for the phys-
ical protection and location of certain
plant equipment vital' to the safety of
production or utilization facilities.

Security management means persons
responsible for security at the policy
and general management level.

Security Storage Container includes
any of the following repositories: (1)
For storage In a building located with-
in a protected or controlled access
are&. a steel filing cabinet equipped
with a steel locking bar and a three po-
sition, changeable combination. GSA
approved Padlock; (2) A security filing
cabinet that bears a Test Certification
Label on the side of the locking draw-
er, or interior plate. and is marked.
General Services Administration Approved
Security Container on the exterior of the
top drawer or door; (3) A bank safe-de-
posit box; and (4) Other repositories
which in the judgement of the NRC.
would provide comparable physical
protection.

Security supervision means persons,
not necessarily uniformed or armed.
whose primary duties are supervision
and direction of security at the day-to-
day operating level.

Special nuclear material o/ low strategic
significance means:

(1) Less than an amount of special
nuclear material of moderate strategic
significance as defined in paragraph (1)
of the definition of strategic nuclear
material of moderate strategic signifi-
cance in this section. but more than 15
grams of uranium-ZIS (contained in
uranium enriched to 20 percent or more
in U-235 isotope) or 15 grams of ura-
nlum-233 or 15 grams of plutonium or
the combination of 15 grams when corm-

* puted by the equation, grams = (grams
contained U-235) + (grams plutonium) +
(grams U-233); or

. (2) Less than 10.000 grams but more
than 1,000 grams of uranium-235 (con-

raied In uranium enriched to 10 per-
cent or more but less than 20 percent In
the U-235 isotope); or

- (3) 10,000 grams or more of uranium-
S•35 (contained In uranium enriched

I

I

above natural but less than 10 percentin the U-235 isotope).

This class of material is sometimes re-
ferred to as a Category III quantity of
material.

Special nuclear material of moderate
strategic significance means:

(1) Less than a formula quantity of
strategic special nuclear material but
more than 1,000 grams of uranium-235

(contained in uranium enriched to 20
percent or more in the U-235 isotope) or
more than 500 grams of uranium-233 or
plutonium, or in a combined quantity
of more than 1.000 grams when com-
puted by the equation, grams = (grams
contained U-235) + 2 (grams U-233 4

grams plutonium); or
(2) 10.000 grams or more of uranium-

235 (contained In uranium enriched to
10 percent or more but less than 20 per-
cent in the U-235 isotope).
This class of material is sometimes re-
ferred to as a Category II quantity of
material.

Stealth means methods used to at-
tempt to gain unauthorized access, in-
troduce unauthorized materials, or re-
move strategic special nuclear mate-
rial, where the fact of such attempt Is
concealed or an attempt is made to
conceal it.

Strategic special nuclear material
means uranium-235 (contained in ura-
nium enriched to 20 percent or more In
the U-235 Isotope). uranium-233. or plu-
tonium.

Tactical Response Team means the pri-
mary response force for each shift
which can be Identified by a distinctive
Item of uniform, armed with specified
weapons, and whose other duties per-
mit immediate response.

Transport means any land. sea. or air
conveyance or modules for these con-
veyances such as rail cars or standard-
ized cargo containers.

(i1) Undergoing processing means per-
forming active operations on material
such as chemical transformation. phys-
ical transformation, or transit between
such operations, to be differentiated
from storage or packaging for ship.
ment.

Vault means a windowless enclosurt
with walls, floor, roof and door(s) de
signed and constructed to delay pene
tration from forced entry.

Vault-type roum means a room
one or more doors. all capable of
locked, protected by an Intr..
alarm which creates an alarm upo
entry of a person anywhere int(
room and upon exit from the ro,'
upon movement of an individual V.;

the room.
Vital area means any area which

tains vital equipment.
Vital equipment means any e

ment. system. device, or material
fallure. destruction, or release of ,
could directly or Indirectly ende
the public health and safety by
sure to radiation- Equipment or
tems which would be required to
tion to protect public health and b.
following such failure. destructi'o
release are also considered to be

Watchman means an individual
necessarily uniformed or armed w:
firearm, who provides protection
plant and the special nuclear mat-
therein in the course of perfo,
other duties.

[35 FR 35430. Dec. 25. 1973. as amend.
FR 2352. Jan 21. 1914. 40 Fit 5264,. N',
19•5. 42 YR 10835. Feb 24. i9'7. 43 FIA
Aug 23. 1978. 44 FRK 43282. JuI y 24. 1979
60187. NoV. 28. 1979. 45 FR 14201. Mar
46 FR 51724. Oct 22. 1961. 53 FR 45451. N.
1968. 55 FR $1401. Dec 14. 1990. 57 Fit
July 29. 19921

1 73.3 Interpretstions.

Except as specifically authoriz'
the Commission in writing, no
pretations of the meaning of the
lations In this part by any offi,.,
employee of the Commission
than a written interpretation tjs
General Counsel will be recogniz,
binding upon the Commission.

1 73.4 Communications.

Except where otherwise specific
communications and reports corg
Ing the regulations In this part -,!
be addressed to the Director of Nu

Material Safety and Safeguards c
Director of Nuclear Reactor Re
tion. as appropriate. U.S Nuclear I
latory Commission. Washington
20555. or may be delivered in per.
the Commission's offices at 21

I

I



573.2
quirement or obligation to Protect sp
clad nuclear material PUrsuant to sec,
rity procedures Prescribed by the Cot,
mission or other Government agent
for the protection of claaInfled mat
riads,

(5) This Part also applies to the shil
ment of Irradiated reactor fuel In qual
titles that in a single shipment bot
exceed 100 grams In not weight of Irri
diaLted fuel, exclusive of claddingr c
other structural or packaging mrtA
HnA. and have a total radiation do" I
excess of 100 remis per hour at a dim
tance of 3 feet from any accessible out
face without Intervening shielding.

(63 This Part prescribes requirement
for the physical protection of spen
fuel stored in either an Independen
spent fuel storage installation ([SF81
or a monitored retrievable storage in
stallAtion (MRS),licensed under part 7:
of this chapter.

V7) This part Prescribes requirement
for the protection of Saaeguardm Infor,
mation In the hands of a.Iy person,
whether or not a licensee of the Com.
mission, who Produces. receives, or ac-
quires Safeguards Information,

(5) This Pa-t Prescribes requirements
for Advance notice of export and import
shipments of special nuclear material.
including Irradiated reactor fuel.

(9) As provided In part 76 of this
chapter. the regulations of this part es-
tablish procedures and criteria for
physical security for the issuance of a
certificate of compliance or the ap.
proval of a compliance plan.

144 FR 016. Nov. 28, 1, " am£l4n44 at 45FR iF645. Oct, it. 19w0 4$ FR 0=71. D*c. q.
loo 4S YRJ 61S4. Oct. 22. 1M0; 47 PR 5745z.
Dec. 27. 1 W 62 FnR 94U. Mar. 3. In7; 63 FR
31OX Aug. It. 191; 63 Fr 45*I, Nov. 10. la0;
be IPA IN. Aug. 1. 1994; 65 PR QM3. Sept. 2:X

l 7Uj DefInItIona
As used In this part:
(a) Terms defined In as 50 and 70 or

this chapter have the same meaning
when used in this pat

Appropriate Nuclear Reg~uo Com-
mission Regional Office listed in apvendi

(1) For domestic shipments--the Re.
p4qnalj Office within whose region the
jjjjjjjjjo jjjf% o onohi- nr tho

10 CFR CtL 10 (1--95 Edltlo•)

e- phyascal Protection arrangements of
u- the shipment Is located.
ri. (2) For export shipment.-the Re-
:y gional Office within whose region the
.- licepmes who is responsible for the

Physical Protection arrangement$ of
P- the shipment i1 located. and the Re-
I- gIonal Office for the region In Which
,h the last Point of exit of the shipment
L- from the U.13. is located.
or (3) For Import shipments--the Re.
P•. ionMa Office within whose region the
n licensee who is responsible for the
I- physicaJ protection arrangement, of

the shipment Is located, and the Re.
glona0 Office for the region in which

s the first point of entry of the shipment
t Into the U.S. is located.
t Armed escort means an armed Person
) not necessarily uniformed. whose pri-
. mary duty is to accompany shipments
z of special nuclear material for the pro-teciJon of such shipment* against theft

or radiological sabotage.
Armed relWpnwl Personnel means Per-

sone. not necessarily uniformed, whose
Primary duty in the event of attempted
theft of special nuclear material or ra-
diological sabotage shall be to respond.
armed and equipped, to Prevent or
delay such actions.

Authorized Individual means any Indi-
vidual. including an employee a stu-
dent, a consultant. or an agent of a if.
censes who has been designated in
writing by a licensee to have respon-
sibility for surveillance of or control
over special nuclear material or to
have unecort"ed access to areas where
special nuclear material is used or
stored.

Bulle1t4essting means protection
against complete Penetration. Pssage
of fragment, of Projectiles, and
sPaillng (fraXmesntAton) of the protec-
tive mateerial that could cause injury
to a Person sfnding directly behind
the bullet-resisting barrier.

Contiguous sit" mean licensee con.
trolled locations. deemed by the Com.
mmssion to be In close enough prOXim.
Ity to each other, that the special nu-
clear material must be considered In
the aggregate for the purpose of phys-
Icel Protection.

Coutinuous Visual suri•euilnce means
unobstruc view at all times of a
shipment of special nuclear material,

Nuclow Regulitoty Commlhson

age .area or cargo compartment con-
taining the shipment.

Controlled access area means any tem-
porarily or permanently established
area which Is clearly demarcated. ac-
cess to which Is controlled and which
affordms isolation of the material or per-
sons within It.

Deceil means methods used to at-
tempt to gain unauthorized access. In-
troduce unauthorized materials, or re-
move strategic special nuclear mate-
rials, where the attempt involves fal-
sification to present the appearance of
authorized access.

DOE and Department of Energj means
the Department of Energy established
by the Department of Energy Organiza-
Lion Act (Pub. L. 95-91. 91 Stat. 565. 42
U.S.C. 7101 et seq.). to the extent that
the Department. or Its duly authorized
representatives, exercises functions
formerly vested In the U.S. Atomic En-
ergy Commission. its Chairman. mem-
betrs. officers and components and
transfered to the U.S. Energy Research
and Development Administration and
to the Administrator thereof pursuant
to sections 104(b). (c) and Id) of the En-
ergy Reorganization Act of 1974 (Pub.
L. 93-438. 88 Stat. 1233 at 1237. 42 U.S.C.
5814) and retsansf'erred to the Secretary
of Energy pursuant to section 301(a) of
the Department of Energy Organiza-
tion Act (Pub. L. 95-91. 91 Stat. 565 at
577-578. 42 U.S.C. 7151).

Force means violent methods used by
an adversary to attempt to steal stra-
tegic special nuclear material or to
sabotage a nuclear facility or violent
methods used by response personnel to
protect against such adversary actions.

Formula quantity means strategic spe-
cial nuclear material in any combina-
tion In a quantity of 5.000 grams or
more computed by the formula, grams
= (grams contained U-235) + 2.5 (grams
U-233 + grams plutonium). This class of
material Is sometimes referred to A. a
Category I quantity of material.

Guard means a uniformed Individual
armed with a firearm whose primary
duty is the protection of special nu-
clear material against theft, the pro-
tection of a plant against radiological
sabotage. or both.

Incendiary device means any self-con-tailned device Intended to create an in-

tense fire that can damage normally
flame-reslst5nt or retardant materials.

Inlrusion alarm means a tamper Indi-
cating electrical, electromechanical,
electrooptlcal. electronic or similar de-
vice which will detect Intrusion by an
individual Into. a building, protected
area. vital area. or material access
area, and alert guards or watchmen by
means of actuated visible and audible
signals.

Isolation zone means any screa adja-

cent to a phyilcal barrier, clear of all
objects which could conceal or shield
an Individual.

Lock in the case of vaults or vault
type rooms means a three-position.
manipulation resistant, dial type.
built-in combination lock or combina-
tion padlock and in the case of fences.
walls, and buildings means an Integrai
door lock or padlock which provideb
protection equivalent to a six-tumbler
cylinder lock. Lock in the case of a
vault or vault type room also meanb
any manipulation resistant.
electromechanical device which pro-
vides the same function as a built-ati
combination lock or combination pd
lock. which can be operated remotel5
or by the reading or insertion of Infur-
mation. which can be uniquely charat.
terized. and which allows operation of
the device. Locked means protected by
an operable lock.

Matersal access urru means any loca
tLion which contains special nucleat
material, within a vault or a building,
the roof. walls, and floor of which each
constitute a physical barrier.

Movement control center means an op
erations center which Is remote fromr
trar4port activity and which maintain,,
periodic position Information on the,
movement of strategic special nuclear
material, receives reports of attempted
attacks or thefts, provides a means lor
reporting these and other problems ti,
appropriate agencies and can request
and coordinate appropriate aid.

Need to know means a determinatlo,.
by a person having responsibility fol
protecting Safeguards Informatiot
that a proposed recipient's access tf
Safeguards Information Is necessary i,
the performance of official. contrac
tual. or licensee duties of employment

Person means (L1 any Individual. corportaton. Partnership. firm. a•socla
S

t~aneddevce ntededto reNeNa in



§73.21
10 CFR Ch. I (1-1-95 Edition)

NW. Washington. DC. or at 11555
lie Pike. Rockville. MD.

1139. Mar. 1. 196. as amended at 53 FR
cL. 27. 196111

Specific exemption&
Commission may. upon applica.-

r any interested person or upon
n initiative. grant such exemp-
rom the requirements of the reg-
ns in this part as it determines
thorized by law and will not en-
. life or property or the common
e and security, and are otherwise
public Interest.

Ezemptions for certain qua.-
leg and kinds of special nuclear
ateriaL Exemptions for certain
entitles and kinds of special nu-
ar material

icensee is exempt from the re-
nents of 10 CFR part 26 and
j. 73.25. 73.26. 73.27. 73.45. 73.46.
tnd 73.72 with respect to the fol-

special nuclear material:
Uranium-23 5 contained in urs-
enriched to less than 20 percent
U-235 isotope:

.ipecial nuclear material which is
-adily separable from other radio-

material and which has a total

,al radiation dose rate in excess
rems per hour at a distance of 3

'oam any accessible surface with-
Lervenilng shielding; and
Special nuclear material in a
ity not exceeding 350 grams of
,m-2 3 s. uranium-233. plutonium.
umbilnation thereof, possessed In
nalytical. research, quality con-
mnetallurgical or electronic lab-
Y.
Apecial nuclear material that is

transported by the United States
.ment of Energy transport sys-

;peclal nuclear material at non-
reactors.
ceassubject to 173.60 are not ex-
I from I573.70 ,and 73.72, and Hi-
w subject to 173.67(e) are not ex-
.1 from 573.72 of this part.

4lHI; Nov. 13. 17S. as amended at 44
1.-Nov. 28. 1173; 5 FR 31471. June 3.

173.8 Information collection require-
ments: OMB approval.

(a) The Nuclear Regulatory Commis-
sion has submitted the information
collection requirements contained in
this part to the Office of Management
and Budget (OMB) for approval as re-
quired by the Paperwork Reduction
Act of 1960 (44 U.S.C. 3501 et seq.). OMB
has approved the information collec-
tion requirements contained in this
part under control number 3150-0002.

(b) The approved information collec-
tion requirements contained in this
part appear in H73.20. 73.24. 73.25. 73.26.
73.27. 73.37. 73.40. 73.45. 73.46. 73.50. 73.55.
73.67. 73.70. 73.71. 73.72. and appendices
B and C.

149 FR 19621. May 9. IM4)

173.0 General performance objective
and requirement&.

(a) In addition to any other require-
ments of this part. each licensee who is
authorized to operate a fuel reprocess-
ing plant pursuant to part 50 of this
chapter; possesses or uses formula
quantities of strategic special nuclear
material at any site or contiguous sites
subject to control by the licensee; Is
authorized to transport or deliver to a
carrier for transportation pursuant to
part 70 of this chapter formula quan-
tities of strategic special nuclear mate-
rial; takes delivery of formula quan-
tities of strategic special nuclear mate-
rial free on board (f.o.b.) the point at
which it Is delivered to a carrier for
transportation; or imports or exports
formula quantities of strategic special
nuclear material, shall establisi and
maintain or make arrangements for a
physical protection systtm which will
have as Its objective to provide high as-
surance that activities involving spe-
cial nuclear material are not inimical
to the common defense and security.
and do not constitute an unreasonable
risk to the public health and safety.
The physical protection system shall
be designed to protect against the de-
sign basis threats of theft or diversion
of strategic special nuclear material
and radiological sabotage as stated in
173.1(a).

(b) To achieve the general perform.
ance objective of paragraph (a) of this
section a licensee shall establish and

Nuclear Regulatory Commisslon

maintain, or arrange for. a physical
protection system that:

(1) Provides the performance capa-
bilities described in 573.25 for in-transit
protection or in 173.45 for fixed site
protection unless otherwise authorized
by the Commission;

(2) Is designed with sufficient redun-
dancy and diversity to ensure mainte-
nance of the capabilities described in
5573.25 and 73.45;

(3) Includes a safeguards contingency
capability that can meet the criteria in
appendix C to this part "Licensee Safe-
guards Contingency Plans:- and

(4) Includes a testing and mainte-
nance program to assure control over
all activities and devices affecting the
effectiveness, reliability, and availabil-
ity of the physical protection system.
including a demonstration that any de-
fects of such activities and devices will
be promptly detected and corrected for
the total period of time they are re-
quired as a part of the physical protec-
tion system.

(c) Each licensee subject to the re-
quirements of pararraphs (a) and (b) of
this section shall establish, maintain.
and follow NRC-approved safeguards
physical protection and safeguards con-
tingency plans that describe how the
licensee will comply with the require-
ments of paragraphs (a) and (b) of this
section.

144 FR 681I. Nov. 26. I9M. as amended at 57

FR 33430. July 29. 39921

173.21 Requirements for the protec-
tion of safeguards information.

(a) General performance requiremfnent.
Each licensee who (1) possesses a for-
mula quantity of strategic special nu-
clear material, or (2) is authorized to
operate a nuclear power reactor, or (3)
transports, or delivers to a carrier for
transport, a formula quantity of stra-
tegic special nuclear material or more
than 100 grams of irradiated reactor
fuel. and each person who produces, re-

ceives, or acquires Safeguards Informa-
tion shall ensure that Safeguards Infor-
mation is protected against unauthor-
ized disclosure. To meet this general

performance requirement, licensees
and persons subject to this section
shall establish and maintain an infor-
mation protection system that In-
cludes the measures specified in para-

graphs (b) through (I) of this section.
Information protection procedures em-
ployed by State and local police forces

are deemed to meet these require-
ments.

(b) Informatlon to be protected. The
specific types of information, docu-
ments. and reports that shall be pro-
tected are as follows:

(1) Physical protection at fixed sites. In-
formation not otherwise classified as
Restricted Data or National Security
Information relating to the protection
of facilities that possess formula quan-
tities of strategic special nuclear mate-
rial. and power reactors. Specifically:

(I) The composite physical security
plan for the nuclear facility or site.

(it) Site specific drawings, diagrams.
sketches, or maps that substantially
represent the final design features of
the physical protection system.

(fit) Details of alarm system layouts
showing location of intrusion detection
devices, alarm assessment equipment.
alarm system wiring, emergency power
sources, and duress alarms.

(iv) Written physical security orders
and procedures for members of the at.
curity organization, duress codes, and
patrol sc*iedules.

(v) Details of the on-site and off-site
communications systems that are used
for security purposes.

(vi) Lock combinations and mechani-
cal key design.

(vii) Documents and other matter
that contain lists or locations of cer-
tain safety-related equipment explicity
identified in the documents as vital for
purposes of physical protection, as cog-
tained in physical security plans. safe.
guards contingency plans, or plant spe-
cific safeguards analyses for produc-
tion or utilization facilities.

(viii) The composite safeguards con-
tingency plan for the facility or site.

(ix) Those portions of the faciliIy
guard qualification and training plan
which disclose features of the physical
security system or response proce-
dures.

(x) Response plans to specific threats
detailing size. disposition, response
times, and armament of responding
forces.

(xi) Bize. armament, and disposition
of on-site reserve forces.
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ec. 146. General Provisions.-
"a. Sections 141 to 145. inclusive. shall not exclude the applicable
provisions of any other laws, except that no Government agcncy
shall take any action under such other laws inconsistent with the
provisions (if those sections.

-b. *1he (Commission shall have no power to control or restrict
the dissemination of information tther than as granted by this or
any other law.

"'Se. 147. Safeguards Information.-
'a. In addition to any other authority or requirement regarding

protection from disclosure of information, and subject to subsec-
tion 0()(3) of section 552 of title 5 of the United States Code, the
Commission shall prescribe such rcgulations, after notice and op-
portunity for public comment, or issue such orders, as necessary to
prohibit the unauthorized disclosure of safeguards information
which specifically identifies a licensee's or applicant's detailed-

'(I) control and accounting procedures or security measures
(including security plans, procedures, and equipment) for the
physical protection of special nuclear material, by whomever
possessed, whether in transit or at fixed sites, in quantities
determined by the Commission to bc significant to the public
health and safcty or the common defense and security;

"(2) security measures (in:uding security plans. procedures.
and equipment) for the physical protection of source material
or byproduct material, by whomever posscsscd, whether in
transit or at fixed sites, in quantities determined by the Com-
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common defense and security; or
"(3) security mca-ures (including security plans. proccdurcs.

and equipment) for the physical protection of and the location
o! certain plant equipment vital to the safety of production or
utilization facilities involving nuclear materials covered by
paragraphs (1) and (2) if the unauthorized disclosure of such
information could reasonably be cxpccted to have a significant
adverse effect on the health and safety of the public or the
common defense and security by significantly increasing the
likelihood of theft. diversion, or sabotage of such material or
such facility. The Commission shall exercise the authority of
this subsection-

"(A) so as to apply the minimum restrictions needed to
protect the health and safety of the public or the common
defense and security, and

"(1) upon a determination that the unauthorivcd disclh -
sure of such information could reasonably be expected to
have a significant adverse effect on the health and safety
of the public or the common defense and security by sig-
nificantly increasing the likclihootd of theft, diversion, or
sabotagc of such material or such facility.

Nothing in this Act shall authorize the Commission to prohibit the
public disclosure of information pertaining to the routes and quantities
(if shipments of source material, by-product material, high level nu(h':ir
waste, or irradiated nuclear reactor fuel. Any person. whether or not a
licensee ol the Commission, who violates any regulations adopted under
this section shall be subject to the civil monetary penalties of section
234 of this Act. Nothing in this section shall he construed to authori,"i
the withholding of information from the duly authorized committees of
the Congress.

"1. For the purpose of section 223 of this Act. any regul itions or
orders prescribed or issued by the Commission under this section
shall also be deemed to be prescribed or issued under sect it Inl b.
of this Act.

+.c. Any determination by the Commission concerning the appli-
* caliility of this seclion shall be subject to judicial review pursudnt i,)
subsection (a)(4X13) of section 552 of title 5 of the United State,
('ode.

"d. Upon prescribing or issuing any regulation or order under
subsection a. of this section, the Commission shall submit to Con.
gress a report that:

"'(1) specifically identifies the type of Information the ('omn-
mission intends to protect from disclosure under the regulation
or order;

"(2) specifically states the Commission's justification for de-
termining that unauthorized disclosure of the information tobe
protected from disclosure under the regulation or order could
reasonably be expected to have a significant adverse effect on
the health .id safety of the public or the common defense and
security by significantly increasing the likelihood of theft. diver.

42 t IS( 2212.

42 t IS( 2273.
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3.21.

xii) Size. identity, armament, and
ival times of off-site forces commit-

to respond to safeguards emer-
ncies.
xilil) Information required by the
mmission pursuant to 10 CFR 13.55
(8) and (9).

t2) Physical protection in transit. Infor-
ation not otherwise classified as Re-
ricted Data or National Security In-
rmation relative to the protection of
ippments of formula Quantities of
rategic special nuclear maneridl and

pent fuel. Specifically:
i1) The composite transportation

hysical security plan.
(i1) Schedules and Itineraries for spe-

Inc shipments. (Routes and quantities
or shipments of spent fuel are not
ithheld from public disclosure. Sched-
les for spent fuel shipmentii may be
eleased 10 days after the last shipment
f a current series.)
(iii) Details of vehicle Immobilization

eatures. Intrusion alarm devices, and
ommlunication systems.
(iv) Arrangements with and capabili-

tLies of local police response forces, and
locations of safe havens.

(v) Details regarding limitations of
radio-telephone communications.

(vi) Procedures for response to safe-
guards emergencies.

(3) inspectlonJ. audits and evaluations.
inforrmation not otherwise classifed as
Natlonal Security Information or Re-
stricted Data relating to safeguards in-
spections and reports. Specifically:

(I) Portions of safeguards inspection
reports, evaluations, audits, or inves-
tigations that contain details of a lI-
censee's or applicant's physical secu-
rity system or that disclose uncor-
rected defects, weaknesses, or
vulncrabillties in the system. Informa-
Lion regarding defects, weaknesses or
vulnerabilities may be released after
corrections have been made. Reports of
investigations may be released after
the investigation has been completed.
unless withheld pursuant to other au-
thorities, e.g.. the Freedom of Informa-
tion Act (5 U.S.C. 562).

(4) Correspondence. Portions of cor-
respondence Insofar as they contain

afteguards Information specifically de.
fined In'paragraphs tbXl) through (bX3)
prf thin patvrnrph

10 CFR Ch. 1 (1-1-95 Edition)

(cM Access to Safeguards Infurmation.
(1) Except as the Commission may oth-
erwise authorize, no person may have
access to Safeguards Information un-
less the person has an established
"need to know- for the information
and Is:

(i) An employee, agent, or contractor
of an applicant. a licensee, the Com-
mission, or the United States Govern-
ment. However. an Individual to be au-
thorized access to Safeguards Informa-
tion by a nuclear power reactor appli-
cant or licensee must undergo a Fed-
eral Bureau of Investigation criminal
history check to the extent required by
10 CFR 73.57;

(i1) A member of a duly authorized
commmittee of the Congress:

(iii) The Governor of a State or des-
Ignated representatives.

(iv) A representative of the Inter-
national Atomic Energy Agency
(IAEA) engaged in activities associated
with the U.SAAEA Safeguards Agree-
ment who has been certified by the
NRC.

Mv) A member of a state or local law
enforcement authority that Is respon-
sible for responding to requests for as-
sistance during safeguards emer-
gencies; or

(vi) An individual to whom disclosure
is ordered pursuant to 52.744(e) of this
chapter.

(2) Except as the Commission may
otherwise authorize, no person may
disclose Safeguard& Information to any
other person except as set forth in
paragraph (cXI) of this section.

(d) Protection while in use or storage.
(1) While in use. matter containing
Safegua.rds Information shall be under
the control of an authorized Individual.

(2) While unattended. Safeguards In-
formation shall be stored in a locked
security storage container. Knowledge
of lock combinations protecting Safe-
guards Information shall be limited to
a minimum number of personnel for op-
orating purposes who have a -need to
know" and are otherwise authorized
access to Safeguards Information in ac-
cordance with the provisions of this
section.

(a) Preparation and marking of docu.
iments. Each document or other matter

that contains Safeguards Information
a" defined In paraRraph (ih) In this iew,-

I

Nuclear Regulatory Commisson

Lion shall be marked "Safeguards In-
formation" in a conspicuous manner to
indicate the presence of protected in-
formation (portion marking is not re-
quired for the specific items of infor-
mation set forth in paragraph 17:3.21(b)
other than guard qualification and
training plans and correspondence to
and from the NRC). Documents and
other matter containing Safeguards In-
formation in the hands of contractors
and agents of licensees that were pro-
duced more than one year prior to the
effective date of this amendment need
not be marked unless they are removed
from storage containers for use.

Mi) Reproduction and destruction of
matter containing Safeguards Informa-
tion. (1) Safeguards: Information may be
reproduced to the minimum extent
necessary consistent with need without
permission of the originator.

(2) Documents or other matter con-
taining Safeguards Information may be
destroyed by any method that assures
complete destruction of the Safeguards
Information they contain.

(g) External tran.smission of documents
and material. (1) Documents or other
matter containing Safeguards Informa-
tion. when transmitted outside an au-
thorized place of use or storage, shall
be packaged to preclude disclosure of
the presence of protected information.

(2) Safeguards information may be
transported by messenger-courier.
United SLates first class, registered.
express, or certified mail, or by any in-
dividual authorized access pursuant to
173.21(c).

(3) Except under emergency or ex-
traordinary conditions. Safeguards In-
formation shall be transmitted only by
protected telecommunications circuits
(including facsimile) approved by the
NRC. Physical security events required
to be reported pursuant to 173.11 are
considered to be extraordinary condi-
tions.

(h) Use of automatic data processing
(ADP) systems. Safeguards Information
may be processed or produced on an
ADP system provided that the system
Is self-contained within the licensee's
or his contractor's facility and requires
the use of an entry code for access to
stored information. Other systems may

be used if approved for security I

NRC.
(i) Removal from Safeguards In!

tion categoryi. Documents orig

containing Safeguards Inforn
shall be removed from the Safev.
Information category whenever t:
formation no longer meets the cr

contained In this section.

(46 FR S1724. Oct. 22. 1981. as amende.:
FR ITT04. Apr. 25. 1989; 59 FR 38899.

173.24 Prohibition&.

(a) Except as specifically appro.,
the Nuclear Regulatory Commiý
no shipment of special nuclear r
rial shall be made in passenger air
in excess Of (1) 20 grams or 20 k
whichever is less. of plutonium or
nium-233. or (2) 350 grams of urat
235 (contained in uranium enrich.
20 percent or more in the U-2.•
tope).

(b) Unless otherwise approved h
Nuclear Regulatory Commission.
censee may make shipments of ml
nuclear material in which tndit
shipments are less than a for
quantity, but the total quanItl
shipments in transit at the ,%me
could equal or exceed a formula
tLty. unless either of the followino
ditions are met:

(1) The licensee shall confirm a:
the arrival at the final destinat:
each Individual shipment and
the log for three years from the o
the last entry in the log. The 1,
shall also schedule shipments to,
that the total quantity for two or
shipments in transit at the sami,
does not equal or exceed the f,
quantity, or

(2) Physical protection In accor
with the requirements of H/73.20.
and 73.26 is provided by the licen.
such shipments as appropriate ti
the total quantity of special n
material In the remaining ahil
not so protected, and In transit
same time, does not equal or ex
formula quantity.

144 FR 68188, Nov. 2s. 19"/9. as amen,h
FR 19257. May 27. 19681
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ABSTRACT

This document was prepared to assist licensees and other persons who possessSafeguards Information in establishing an information protection system that
satisfies the requirements of 10 CFR 73.21.
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1.0 Introduction

The guidance and criteria contained In this document pertains to the pro-
tection of Safeouards Information as defined In 10 CFR Part 73. It Is
Intended to ass~st licensees and other persons who possess Safeguards In-
formation in establishing an Information protection systm that satisfies the
specific requirements of £73.21 of Part 73. Protection measures and pro-
cedures other than as set forth tn this documient my be used to satisfy the
reglatory reqirownts If a comparable level of protection Is achieved.
There are no reporting, record keeping, or security plan developemnt pro-
visions associated with this rule.

2.0 'Scpe of the Rule

2.1 Facilities and Material Type Covered

Safeguards Information is limited to Information regarding the physical pro-
tection of :

- Operating power reactors,

- Spent fuel shipments, and

- Activities involving formula quantities of
strategic special nuclear material (for information
not otherwise classified as National Security Inforution
or Restricted Data under 10 CFR Part 95)

In regard to facilities that possess forumla quantities, the rule applies to
both fresh and irradiated material or combinations thereof and includes NEU
fuel fabricators, non-power reactors, away-from-reactor spent fuel storage,
and laboratories.

Information concerning the physical protection of special nuclear material

of moderate and low strategic significance is not covered by the rule.

2.2 Types of Information Included

Safeguards Information is information that discloses equipment, procedures,
ccamications, or response plans used by a licensee to protect certain
special nuclear material or facilities. It includes:

- The overall physical security and safeguards contingency
plan

- Drawings, sketches and diagrams that show locations of
site safeguards features

- Details of the intrusion alarm system

- Guard orders and procedures

-1-
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- Details of on-site and off-site response forces

- Drawings that explicitly identify certain areas or
equipment at power reactors as being vital for pur-
poses of physical protection.

- Portions of guard training and qualification plans that
disclose specific safeguards features or response procedures

- Correspondence, inspection reports and audits that contain
any of the above or that disclose weaknesses in the pro-
tection system.

Matter other than documents and drawings that contain Safeguards Information,
such as alarm system computer progrms, data processing storage disks, micro-
films or photographs, should be afforded the same level of protection. (All
items described in 10 CFR 2.4(q) should be protected.)

Certain types of Information, even though possibly regarded as Safeguards
Information, do not fall within the scope of the rule. Most notably are
geeric studies, reports or analyses conducted by or on behalf of the NRC,
licensees, or applicants which concern the safeguarding of nuclear materials
or facilities. Additional types not included in the rule are:

- Documents, drawings, or reports submitted by applicants or
licensees, or produced by the staff, in response to the
environmental and safety requirements contained in Parts
50, 51,70, and 71.

- Routes and quantities for spent fuel shipments.

- Information concerning licensee control and accounting pro-
cedures or inventory differences for special nuclear material,
or source material and byproduct material.

- Any information already in the public domain including com-
mercial safeguards equipment specifications, catalogues and
equipment buying data.

- Portions of guard qualification and training plans that do
not disclose facility safeguards features or response pro-
cedures.

Normally the composite (i.e. sun of all parts) physical security and safe-
guards contingency plans would be considered single entities for protection
purposes. However, licensees and applicants may find it more appropriate to
segregate general or non-sensitive information into unprotected appendices
or attactments. Also, guard orders and standard operating procedures may

-2-



be segregated into protected and unprotected portions. (Note that the rule
requires guard qualification and training plans to be segregated)

In regard to engineering or construction drawings, all the revisions that
substantially represent the final design features of the physical protection
system would be considered to contain Safeguards Information. Initial re-
quests for bids or proposals and original design sketches, for example would
probably not qualify as Safeguards Infomation. Specific items of design
that should be protected include:

- Location and types of alarm devices

- Alarm system schematic and wiring diagrams (but not wiring
lists)

- Defersive positions and guard posts

- Alarm system emergency power location and capability

- Response and patrol routes

- Details of alarm station and guard post bullet re-
sistant contruction features

- Location of alarm stations (when it does not
conflict with other submittal requirements)

- Vehicle alarm and immobilization features

In addition to physical protection measures, the rule requires protection of
documents or drawings that identify certain safety related equipment as being
vital for the purpose of physical security. Normal engineering or construc-
tion drawings that show the locations of safety-related equipment are not
Safeguards Information. In order to be Safeguards Information, the drawing
must explicitly state that the equipment or area is vital from the standpoint
of physical protection. (Unless a drawing is specifTcally made, overlayed,
or annotated for purpose of the physical protection of the faciltiy, it cannot
be considered Safeguards Information.)

Arrangements made with State or local police forces for response to safe-
guards emergencies are Safeguards Information. Specific information to be
protected include:

- Size and armament of initial responding force

- Response times

- Primary and alternate routes

- Identity (e.g., does the response force come from a road unit or
Hq building)
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- Specific response plans upon arrival

- Availability of reserve forces

General information concerning State or local police forces, such as total
complement, shift size etc., that Is already in the public domain is not
Safeguards Information and not subject to the rule requirements.

Arrangements made with telephone companies regarding dedicated, fail-safe,
leased land lines used for security purposes should be protected to the ex-
tent possible. (A licensee would only be responsible for the control of the
documentation in his possession.)

2.3 Persons Subject to the Rule

Any person, whether or not a licensee of the NRC, who produces, receives, or
acquires Safeguards Information is subject to the requirements (and sanctions)
of the rule. Firms and their employees that supply services or equipment to
power reactors would fall under the rule if they possess facility Safeguards
Information. While a licensee would not be directly responsible for the pro-
tection of Safeguards Information in the hands of others, a licensee should as
a matter of prudence inform contractors and suppliers of the existence of
the regulatory requirements and the need for proper protection. (See more
under Conditions for Access)

State or local police units who have access to Safeguards Information also are
subject to the rule. However, these organizations are deemed in the rule to
have adequate information protection systems. The conditions for transfer of
information to a third party, le, need-to-know, would still apply to the police
organization as would sanctions for unlawful disclosure. Again It would be
prudent for licensees who have arrangements with local police to advise of the
existence of the rule.

3.0 Conditions for Access

There are no personnel security clearances or specific determinations of
trustworthiness needed for access to Safeguards !nformation. The conditions
for access are set forth below.

3.1 Need-to-Know

Need-to-know is defined in $73.2 of Part 73 as a determination that a proposed
recipients's access to Safeguards Information is necessary in the perfor-
mance of official, contractual, or licensee duties of elployment. A licensee
or his contractor, or any other person having possession of Safeguards Infor-
mation has significant discretionary authority under the rule In making these
determinations. The recipient should be made aware that the information is
sensitive and subject to NRC regulations.
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3.2 Occupational Groups

In lieu of a personnel clearance program the rule limits disemination of
Safeguards Information to members of certain occupation groups. These
include:

Mi) An employee, agent, or contractor of an applicant, a

licensee, the Commission, or the United States Govermnent.

(ii) A member of a duly authorized committee of the Congress.

(iMi) The Governor of a State or his designated representative.

(iv) A representative of the International Atomic Energy Agency
(IAEA) engaged in activities associated with the U.S./IAEA
Safeguards Agreement who has been certified by the NRC,

iv) A member of a state or local law enforcement authority that
is responsible for responding to requests for assistance
during safeguards emergencies, or

(vi) A person to whom disclosure is ordered pursuant to Section
2.744 of Part 2 of this Chapter.

In a generic sense, these individuals are considered to be trustworthy by
virtue of their employment status. Nevertheless, some discretion should be
excercised in granting access to these individuals if there is any indication
that the recipient would be unwilling or unable to provide proper protection
for the Safeguards Information. (Employees of an organization affiliated
with the licensee's company, e.g., a parent company, may be considered as
employees of the licensee for access purposes.)

4.0 Physical Protection

4.1 Storage

Section 73.21 (d) requires that Safeguards Information be stored in a locked
security storage container when unattended. Inside a protected or controlled
access area Safeguards Information may be stored in a steel filing cabinet
or map cabinet equipped with a locking bar and GSA approved combination pad-
lock. A controlled access area, which is defined in j73.2 (2), should provide
both isolation and access control. The boundaries of the area should be of
substantial construction to deter entry or exit through other than the
established access control points. Access should be positively controlled
by personal recognition, use of keys or card keys, or other comparable means.
In many cases corporation headquarters or other office buildings will qualify
as controlled access areas provided they are attended around the clock or
locked at night.

*See GSA Supply Catalog - Industrial Products Group 53

-5-



Safeguards Information located in an uncontrolled area is required to be
stored in a GSA approved security container (class 6 or equivalent).* Such a
condition might occur at a construction site or at an equipment manufacturing
plant.

Other respositories, such as document vaults, or vault-type-rooms, which in
the judgement of the NRC provide comparabie protection may be used. For addi-
tional information and/or a determination of acceptability contact:

U.S. Nuclear Regulatory Commission
Division of Security
Washington, D.C. 20555
Telephone - 301-427-4415

4.2 Control While in Use

Section 73.21 (d) requires that Safeguards Information be under the control
of an authorized individual while it is in use in order to limit access to
persons who have a need to know. This requirement is satisfied if the matter
is attended by an authorized individual even though the information is in
fact not constantly being used. Safeguards Information, therefore, within
alarm stations, continuously manned guard posts or ready rooms need not
be locked in security storage containers. Similarly, guards or transport
escorts may carry orders and response plans on a routine basis.

Under certain conditions the general control exercised over protected or con-
trolled access areas would be considered to meet this requirement. The primary
consideration is limiting access to those who have a need-to-know. Some
examples would be:

- The above mentioned alarm stations, guard posts and guard
ready rooms

- tn engineering or drafting area if visitors are escorted

- Certain nuclear power plant vital areas such as the control
room or security office

- Plant maintenance areas if access is restricted

- Administrative offices such as central records or purchasing
if visitors are escorted.

4.3 Transportation of Documents and Other Matter

Documents containing Safeguards Information when transmitted outside an auth-
orized place of use or storage should be enclosed in two sealed envelopes or
wrappers. The inner envelope or wrapper should contain the name and address

*See Federal Supply Schedule 71 Part 3 Section E
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of the intended recipient, and be marked both sides, top and bottom with the
words SAFEGUARDS INFORMATIONI. The outer envelope or wrapper should contain
the intended recipient's name and address with no indication that the document
inside contains Safeguards Information.

Safeguards Information may be transported by messenger-courier, US first
class, registered, express, or certified mail, or by any individual authorized
access pursuant to 173.21(c). Individuals transporting Safeguards Information
should retain the documents in their personal possession at all times. Such
documents should not be left in private homes, hotel rooms, hotel safes,
automobiles or In the custody of other person.

4.4 Telecommunications and ADP

Safeguards Information may not be transmitted by unprotected telecommun-
ications circuits except under emergency or extraordinary conditions. For
the purpose of this requirement, emergency or extraordinary conditions are
defined as any circumstances that require immediate communications in order
to report, summon assistance for, or respond to a safeguards event (or an
event that has potential safeguards significance).

Included would be:

- Safeguards events required to be reported by s73.71.

- Schedule changes, delays or equipment breakdowns associated
with the transport of spent fuel or Category I strategic
special nuclear material.

- Failure or loss of safety related equipment identified in
the physical security plan as being vital.

This restriction applies to telephone, telegraph, teletype, facsimile cir-
cuits, and to radio. Routine telephone or radio transmissions between site
security personnel, or between the site and local police, should be limited
to message formats or codes that do not disclose facility safeguards features
or response procedures. Similarly, call-ins during transport should not dis-
close the point of transmission or schedule information. (Infrequent or non-
repetitive telephone conversations regarding a physical security plan or
program are permitted provided that either the discussion is general in nature
or the identification of specific safeguards measures is effectively disguised.)

Individuals should use care when discussing Safeguards Information at meetings
or in the presence of others to insure that the conversation is not over-
heard by persons not authorized access. Transcripts or minutes of meetings
or hearings that contain Safeguards Information should be marked and pro-
tected in accordance with this section.

Safeguards Information may be processed or produced on an ADP system pro-
vided that the system is self-contained within the licensee's facility
and requires the use of an access code, or has been approved for security
by the NRC, Division of Security. An ADP system is defined here as a data
processing system having the capability of long term storage of Safeguards
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Information. Word processors such as typewriters and VYDEC are not subject
to the requirements as long as they do not transmit information off-site.
The basic objective of these restrictions is to prevent access and retrieval
of stored Safeguards Information by unauthorized individuals, particularly
from remote terminals.

4.5 Marking of Documents

Each document that contains Safeguards Information should have on the face
of the document (M) the name, title, and organization of the individual
authorized to make a Safeguards Information determination, and who has
determined that the document contains Safeguards Information, (ii) the date
the document was originated or the determination made, (iii) an indication
that the document contains Safeguards Information, and (iv) an indication
that unauthorized disclosure would be subject to civil and criminal sanctions.
Each page shall be marked in a conspicuous fashion at the top and bottom
with letters denoting SAFEGUARDS INFORMATION.

If the document contains any form of Restricted Data or National Security
Information, it should also be marked in accordance with the provisions of
10 CFR Part 95.

Transmittal letters or memoranda which do not in themselves contain Safe-
guards Information should be marked to indicate that attachments or en-
closures contain Safeguards Information.

In addition to the information required on the face of the document, each
item of correspondence that contains Safeguards Information and each guard
qualification and training plan, should by marking or other means clearly
indicate which portions (e.g., paragraphs, pages, or appendices) contain
Safeguards Information and which do not. (Portion marking is not required
for physical security and safeguards contingency plans.)

All documents or other matter in use or storage should be marked by the ef-
fective date of the rule. A specific exception is provided for documents
in the possession of contractors and agents of licensees that were produced
more than one year prior to the effective date of the rule. Such documents
need not be marked unless they are removed from security storage containers.
The same exception would also apply to old documents stored away from the
facility in central files or corporation headquarters.

Since information protection procedures employed by state and local police
forces are deemed to meet NRC requirements, documents in the possession of
these agencies need not be marked as set forth In this section.

Documents should only be removed from the Safeguards Information category by,
or with the permission of, the individual (or office) who made the original
determination. The document should indicate the name and organization of
the individual removing the document from the Safeguards Information category
and the date of the removal. Other persons who have the docuent in their
possession should be notified of the reoval.
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4.6 Destruction

Documents containing Safeguards Information may be destroyed by tearing
into small pieces, burning, shredding or any other method that precludes
reconstruction by means available to the public at large. Piece sizes
one half inch or smaller composed of several pages or documents and
thoroughly mixed would be considered comletely destroyed for the
purpose of this rule.

5.0 Proprietary Information

Information regarding the physical protection of nuclear materials and
facilities or information concerning material control and accounting for
special nuclear material, other than as contained in 073.21(b) or class-
ified pursuant to Part 95, Is not subject to NRC information protection
requirements. However, such information has been generically deemed by
the NRC to be confidential commercial or financial information and with-
holdable from public disclosure under exemption Four of the Freedom of
Information Act. Documents or correspondence submitted to the NRC that
contain such informatin should be marked to show that they contain 10 CFR
2.790(d)(1) type information.
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