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1. NRC letter, Brunswick Steam Electric Plant, Units 1 and 2, H. B. Robinson Steam
Electric Plant, Unit No.2, Shearon Harris Nuclear Power Plant, Unit 1, and Crystal
River Unit 3 Nuclear Generating Plant - Issuance of License Amendments
Approval of Cyber Secunily Plan (TAC Nos. ME4225, ME4226, ME4227, ME4228,
and ME4229), dated July 29, 2011 (ADAMS Accession No. ML11193A028)

2. Progress Energy letier, Response {o Industry Generic Request for Additional
information on the Carolina Power and Light Company and Florida Power
Corporation Cyber Security Plan, Revision 0, dated April 7, 2011 (ADAMS Accession

No. ML11108A022)

Ladies and Gentiemen:

in Reference 1, the NRC issued license amendments for the Facility Operating Licenses for
the above listed plants that approved the Carolina Power & Light Company and Florida
Power Corporation Cyber Security Plan and associated implementation milestone schedule.
The Cyber Security Plan Implementation Schedule contained in Reference 2 was utilized as
a portion of the basis for the NRC's safety evaluation report provided by Reference 1.
Carolina Power & Light Company (CP&L) and Florida Power Corporation (FPC) are planning
to implement the requirements of implementation Schedule Milestone 6 in a slightly different |
manner than described in the approved implementation Schedule. Although no change to
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the implementation Schedule date is proposed, the change to the description of the
milestone activity is conservatively considersd to be a change to the implementation
Schedule, dnd in‘accordance with the provisions of 10 CFR §0.4 and 10 CFR 50.90, CP&L
and FPC ‘are submiﬂng this request for an amendment to the Faciiity Oparating Licenses for
the plants listad above. The Carolina Power & Light Cormpany and Flotida Power

Corporation CybarSecumyPian Rovisson o was pmvioudy provnded tn Reference 2.

Attachmient 1 provides an evaluation of the. pfoposed change. Auachmant 2-contains
proposed markad-up facility operating license pages for the Physical Protection license
condition for the plants listed above to reference the commitment change provided in this
submittal. Ateachment 3 contalns 8 chango to the scope of m\plomntaﬂon Milestone 6.

Thepropo&ndchangeahaveboenevaluahdheccorﬂmwm 1OCFR5091(a)(1)usIng
criteria in 10 CFR 50.92(c), and it has been determinad that the changes involve no
significant hazards consideration. The bases for these detarminations are included in
Attachment 1.

CP&L. and FPC request these license amendmants be effective as of its date of issuance.
Although this request is naither exigent nor emergency, your review and approvat is
requested prior to December 31, 2012, .
This submittat contains a revised regulatory commitment as identified in Attachment 3.
Shouki you have any questions conceming this letter, or require additional information,
please contact Donna Alexander at 919—546-5357
1 declare under penaity of perjury that the foregoing is true and correct. Executed on

Seh \ ' I |

Sincarely,

Bil Pitesa
- Senior Vice President
Nuclear Opsrations
bam
Attachments:

1. Analysis of Proposed Facility Operating License Change
2. Proposed Facility Operating License Changes (Mark-up)
3. Revised Cyber Securily Plan Implementation Schedule
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cC:

USNRC Region il

USNRC Resident inspector - BSEP, Unit Nos. 1 and 2

USNRC Resident inspector - CR3

USNRC Resident Inspector ~ SHNPP, Unit No. 1

USNRC Resident inspector — HBRSEP, Unit No. 2

F. Saba, NRR Project Manager - BSEP, Unit Nos. 1 and 2; CR3

A. T. Billoch Coién, NRR Project Manager —- SHNPP, Unit No. 1; HBRSEP, Unit No. 2
State of Florida Contact

Chair ~ North Carolina Utilities Commission

W. L. Cox, Ui, Section Chief N.C. DHSR

S. E. Jenkins, Manager, Radioactive and Infectious Waste Managemsnt Section (SC)
A. Gantt, Chief, Bureau of Radiological Meaith (SC) '

Attomney General (SC)
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This license amendment request (LAR) inotudesapmposedduange to the soopeofa Cyber
Security Plan implementation schedule milestone and a proposed revision to the existing facility
operating license Phys(eal Proteebon license condition.

20 DETALED nmm

In Refemnca 1, the Carvlina Powar & Light Company and Florida Power Gorporation Cyber
Secumy Plan and associated implemantation schedule were approved by the NRC. Because
the Cyber Security Plan implementation Schedule contained in Reference 2 was utilized as a
portion of the basis for the NRC's safety evgluaﬁon provided by Reference 1, this LAR includes:
a proposed change to the existing facility operating license for the Physical ProtecﬂonISecudty
license condition for Brunswick Steam Electric Plant, Unit Nos. 1 and 2 (BSEP, Unit Nos. 1 and
2), Crystal River Unit 3 Nuclear Genarating Plant (CR-3), Shearon Harris Nuciear Power Plant,
Unit No. 1 (SHNPP, Unit No. 1), and H. B. Robinson Steam Electric Planit, Unit No. 2 (HBRSEP,
Unit No. 2) to reference the changa to an implemenitation schedule milestone and a proposed
Revised Cyber Security Plan implementation Scheduls for the scope of Milestone 6.

Milestone 6 requires the identification, docurnentation, and implementstion of cyber security
controls for critical digital assets (CDAs) that could adversely impact the design function of
physical security target sst equipment by no later than December 31, 2012 This change
revises the scope of Milestone 6 to apply 1o only fechnical cyber security controls.

3.0 TECHNICAL EVALUATION

In Reference 3, the Nuclear Energy Institute (NEI) tranamitted to the NRC an implementation
schedule template to aid compliance with the NRC's cyber security regulations codified in 10
CFR 73.54 which was acknowledged in Reference 4 by the NRC. NE! engaged the industry in
an effort to ensure that licensess submit an implementation schedule consistent with the
ternplate provided in Referance 3. Carolina Power & Light Company (CP&L) and Florida Power
Corporation (FPC) provided the requested implementation schedule in Reference 2 in
accordance with the template, which the NRC approved in Reference 1.

During the industry’s efforts to submit implementation schedules, severa! other licensees
changed, via deviation, the implsmentation schedule Milestone 6 scope. Milestone 6 of the
template regards the identification, documentation, and implernentation of cyber security
controls for target set critical digital assets (CDAg) by December 31, 2012. The other licensees’
Milestone 6 deviation was to change the scope of cyber security controls to be addressed to
include only the NEI 08-09, Revision 6, Appendix D technical controls, excluding the operational
and management controls, on the basis that implementing the technical controls for target set
CDAs provides a high degres of protection against cyber-related attacks that could lead to
radiclogical sabotage. Furthermore, these other licensees justified that existing licensee
programs that are currently in place (e.g., physical protection, maintenance and work
management, configuration management, and operational experience, etc.) provide a high
degree of operational and management protection during the interim period until such time that
the full Cyber Security Program is implemented. The NRC found the deviations to Milestone 6
scope for other licensees 10 be acceptable, and issued Safety Evaluations to plants whose
implementation schedule incorporated the deviation. Precedent is cited in Section 4.2,

in Reference 2, CP&L and FPC previously submitted the implementation schedule without
articulating the deviation to the scope of Milestone 6. Milestone 6 with the deviation focuses the
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efforts on the application of technical cyber security controls to those CDAs that are part of a
target set or could impact the proper functioning of target set equipment. Based on the above
justification and the fact that this has already been approved for several other licensess, CP&L
and FPC are requesting these license amendments in order to specify that the cyber security
controls being idantifled, documented, and implemented in Milestone 8 are the technical cyber.
secutity controls and existing plant programs are sufficient to satisfy the Milestone 6 opemonai
and management controls referenced in the Carolina Power & Ught Cmnpany and Florida
Power Corporation Cyber Securify Plan, R SR

In conclusion, existing programs at BSEP, Unit Nos. 1 and 2. CR-3, SHNPP Unit No. 1, and
HBRSEP, Unit No. 2 currently in place (e.g., physical protection, maintenance and work
management, and configuration management, operational experience, etc.) provide sufficient
operational and management protaction during the interim period until such time that the full
Cyber Security Program Is implemented. The cyber security controls to be identified,
documented, and implemented in Milestone 6 of the Revised Cyber Security Plan
implementation Schedule (Attachment 3) are the technical cyber security controls excluding the
operational and management controls referenced in the Carolina Power & Light Company and
Florida Power Corporation Cyber Security Pian that will be completed following evaluation of
the remainlng CDAs and lmplemenhd with full Cyber Security Program implementation.

This LAR includes the proposed change to the exming operating license condition for "Physical
Protection” (Attachment 2) for BSEP, Unit Nos. 1 and 2, CR-3, SHNPP, Unit No. 1, and
HBRSEP, Unit No. 2. The LAR contains the proposed Revised Cyber Security Plan
!mpiemntation Schedule (Attachment 3). Tbe LAR also provides a revised list of regulatory
commitments (Amd\mm 3)
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1OCFR7354mquiraﬁeensustomammwmbmontacybersecumyplan Brunswick
Steam Electric Mant, Unit Nos. 1 and 2 (Renewed Faciiity Operating License Nos. DPR-71 and
DPR-62), Crystal River Unit 3 Nuciear Generating Plant (Facliity Operating License No. DPR-
72), Shearon Marris Nuclear Power Plant; Unit No. 1, (Renewed Facifity Operating License No.
NPF-83), and H. 8. Robinson Steam Electric Plant, Unit No. 2 (Renewed Facility Operating
License No. DPR-23) include a Physical Protection license condition that requires Carolina
Power & Light Company (CP&L) or Florida Power Corporation (FPC) to fully implement and
maintain in effect all provisions of the Commission-approved cyber security plan, inc!uding
ohangosmadammanttoﬂmauﬁomyof 10 CFR 50.90 and 10 CFR 50.54(p).

42 Precedent

Amendment No. msmanaMM(Rsm §) approved an implememtion
schedule using the Nuclear Energy institute (NEI) template (Reference 3), with the exception of
Milestone 6, The Callaway Plant deviated from the tempiate for Milestone 8 to address only the
NEI 08-09, Revision 6, Appendix D technical controls, excluding the operational and
managemerit controls, on the basis that implementing the technical controls for the target set
CDAs provides a highdegmofpmtewonagaimtcywmmdam&s that could fead to
radiological sabotago

The changes being pmposadbyOP&LandFPClnthisamendmantmquestammmﬂartothose
approved In the Callaway Plant Amendment No. 203.

CPaL and FPC are mquesting an amendmom to tho Fecuity Operaﬂng Licsnses to revise the
Physical Protection license condition as it relates to the cyber security plan. This change
inotudesaWdeviaﬁontoﬁesoopeofaWh&rSeouﬂtyPlan Implementation Schedule
milestone and a proposed revision to the Facility Operating Licenses to include the proposed
deviation. Specifically, CP&L and FPC propose a change to the scope of implementation
Milestone 6 to apply to only technical cyber security controls,

CP84 and FPC has evaluated whether or not a significant hazards consideration is involved
wnhmepmposedmndmeﬁtbyfocusingonmmreemndards set forth in 10 CFR 50.92,
"issuamofmwmem. as discussed below: .

1., 'Doasmeprovoseﬁqhange ihvolve a significant increase in the probability or
consequences of an accident previously evaluated?

Response: No.
Trie proptsed criangs 16 the Cyber Sacurity Plan Implementation Schedule is
. administrative in nature. This change does not aiter accident analysis assumptions, add
- . gny initiators; or affect the function of plant systems or the manner in which systems are
. operated, maintained, modified, tested, or inspected. The proposed change doss not
- require any plant modifications which affect the performance capability of the structures,
. systems, and components relied upon to mitigate the consequences of postulated
accidents and has no impact on the probabifity or consequences of an accident
previously evaluated.

Therefore, the proposed change does not involve a significant increase in the probability
or consequences of an accident previously evaluated.

30
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2.

Doesﬂ\eproposedohango create mepossibimyofanewordlfferenmndofacddam
from any accident previously evaluated?

Response: No.

The proposed change to the Cyber Sécurity Plan lmplmnentation Schedule is
administrative in nature. This proposed change does not alter accident analysis
#ssumptions, add any Initiators, or affect the function of plant systems or the manner in
which systems are operated, maintained, modified, tested, or inspected. The proposed
change does not require any piant modifications which affect the performance capability
of the structures, systems, and compohents relied upon to mitigate the consequences of
postulated accidents and does not create the possibility of a naw or different kind of
accident from any accident previcusly evaluated.

Therefore, the proposed changs does not creats the possibility of a new or different kind
of accident from any accident proviously evaluated.

Doass the proposed change lnwtve a slgmﬂeant reduction in a margin of safety?
Rasporise: No.

Plant safety margins are established through limiting oonditlons for operation, limiting
safety system gettings, and safety limits specified in-the technical specifications. The
proposed change to the Cyber Securify Plan implementation Schedulé is administrative
in nature. Bacause there is no change to these established safety margins as result of
this change, the proposed change does not invoive a significant reduction in a margin of
safety.

Therefore, the proposed change doss not involve a significant reduction in a margin of

Based on the above, CP&L and FPC conclude that the proposed change presents no
significant hazards consideration undsr the standards set forth in 10 CFR 50. 92(c) and

44

accordingly, a finding of “no significant hazards consideration” is justified.

Conclusion

in conclusion, basad on the congiderations discussed above: (1) there is reasonable assurance
that the health and safety of the public will not be andangersd by operation in the proposed
manner; (2) such activities will be conducted in compliance with the Commission's regulations;
and (3) the issuance of the amendment will not be inimical to the cammon defense and security
or to the health and safety of the public.

80

ENVIRONMENTAL CONSIDERATION

The proposed amendment provides a change to the Cyber Security Plan implementation
Schedule. The proposed amendment meets the eligibility criterion for a catagorical exclusion
set forth in 10 CFR 51.22(c¥12). Therefore, pursuant to 10 CFR §1.22(b), no environmental
impact statement or environmental asgessment need be prepared in connection with the
issuance of the amendment.
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Brunswick Steam Electric Plant, Unit No. 1,
Docket No. 50-325 / Renewed License No. DPR-71

~l -

a1 ine antl of the first surveiiance interval Ihoat Deging on the date the

Surveliance was las! perlormad prior to implemeniation of
Amendment 203

@ Effective June 30, 1582 the survaliiance regquinements fabed
boiow need not be complisted untl July 18, 1982 Upon
of the surveiliances, the provisions of Teghnical
Soeciication .0.2 shall apply.

Specification $.3.3.1, Table 4.3.3-1 Heme SaandSb

fh Etechve July 1, 1982 Breough July § 1982, Action slatament "a”
Teshnicnl Specification 3.8.1.1 shall rend & follows:

ACTION:

e With either one aielle circult or one dlesel ganersior of the
shove requined A.C. Siecirital power sources 1
demongirate the OPERABILITY of the mmaining .C.

sources iy performing Sunvelliance
Regiramenis 4 8.1.1. 1.0 000 4.8.1.1.2 5.4 within tao
mouns and 38 lesst onte Der 12 nowrs thersafter, resione &t
wag) o offeite circuil and four disesl pensratnrs 10
OPERABLE status within 7 oy or be in ot lsset HOT
SHUTDOWN within the next 12 houwrs and in COLD
SHUTDOWN within the foliowing 24 houre.

i3)  Doleted by Amendrent No. 208

o The ficensss shall Lily inplement and maintain in effect ol provisions of the
odfeguands sontingency plans. indkudng amendimenis made pursuant 1
provivions of the Misceliangous Amendments and Search Requirements
revisions to 10 CFR 73,58 (51 FR 27817 and 27622) ond to the authonty of
10 CFR 30.90 and 10 CFR 50.54(p). The plans, whith contein Saleguerde
information protecied under 10 CFR 73.21 am entitied: “Physical Sscuwity Plan,
Revition 2. and “Saleguards ConSingency Pian, Revision 2. submilied by lstter
dared May 17, 2008, and "Guard Traiming end Quoebfication Plan, Revision 0.
submitied by letler dates September 30, 2004,

The licentee shall Radly implemant and maintain in efect a8 provisions of the
Commigsich-approved cyber seturity plan (CEP), inchuding changes made
pursuant 1o the authority of 10 CFR §0.50 and 70 CFR B0.54(p). The licencee's
CSP woe approved by License Amendmaent No. 258«

E mmumwmmwmq_wma A
‘ Te Smionmont. 26 supplementsd by 8 change )

] Dointed per AmanSment 54, 3.11.83 » poproved by Licanne

Amandnent No. 7z

Renewad License No. DPR.T1
Rovision 12444
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Brunswick Steam Electric Plant, Unit No. 2
Docket No. 50-324 / Renewed License No. DPR-62

o8

4y Sounisec Yeive Bestncton

The vaives in the sgqualice piping beteesn the recirculation inops ehall ba
cioeed ot 38 Bmes Guring readior speration, excapt for Ons hypass vaive
wihich is lek opan 10 prevent prassure bubd-up due 1o ambient and
condustion heating of $re water behyesn e souniize vaives.

5)  Doleted by Amendment No. 233,
) mmmwwmmmmama

Ragquirements revisions to 10 CFR 73,58 (51 PR 27817 and 27522 and
»um«wwmm&mwcﬁwm; The pians, whish
contain Safeguarts Informoation protectsd under 10 CPR 7121, are

snttied: "Phrysical Secuity Slan, Revision 2.° and "Sefeguards
Contingsncy Pien, Revision 2,° submitted by letter deted May (7, 2008,
ang *Guard Training and Quatioation Plan, Revieion 0.° submiltes by
istter doted Septemiber 30 2004

Ths beanoss shall fuly implement and mamisin » oHect ali provisions of
e Commission-approved cyber secwily pian (CSP), noluting changss
made pumuant 1o the authorly of 10 CFR $0.90 and 10 CFR S0.54ip)
mmCSPmmwmmm.zsg

B mm»wnmmm«mmwmm«

e snvitommant

8. Dwietad per Amencoment T8, 31183 PN ——" oy e y
- change approved Dy Licerme 4

b, Delated per Anendment 79, 3.11.83 . hmdrend Mo, o2 a

e Deisted por Amendment 79, 3.11.83

g The foensee ehall comply with the elfusnt imitations contgined in
Nationed Politant Discharge Biimination System Permit No. NCDODTOE4
isbued pumsuant 1o Seclion 402 of the Federal Water Pollution Control
Agt a0 ementied.

{3 This icense is sifective as of the date of inoudnce ant ennl exping ot midright on
December 27, 2034

Debsied per Amendment ho. 58 dadeg 3.25-84
G. Delsted por Amendment No. §8 dated 5.28.84
Delsted by Ameandmant No. 236

Renewsd License No. DPR.E2
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Crystal River Unit 3 Nuclear Generating Plant
Docket No. 50-302 / License No. DPR-72

- 86-
Physica ang Crber Smcunty

The icenses shall fully implement and mainisin in effect @l provisons of the
Commission-approved physcel sesarily, réining and qualiicalion, and safeguards
sontingency plans ingluding amendments made pursuant 1o provisions of the
Miscoilsnecus Amendrments and Search Regurements revisions to 10 CFR 73.58 (51
FIR 2781.7 ancl 27822) and to the authority of 10 CFR 50.90 and 10 CFR 50.54(p}
The plans, which contain Ssleguands information protectod under 10 CFR 73.21, are
mmmmws“mmwm
Revision 4.° submitieg by lelter daled May 16, 2008, and "Guard Training and
Quelification Plan, Revisian 0.° submitied by lelier dated September 30, 2004, as
sutplomented by iettens dated October 20 2004 and Saptember 26, 2008,

The licenass shadl fully impiement and maintaln in effect gl provisions of the
Corviussion-approved cyber secutlty plan (C5P), intiuding changes made pursuarnt ¥
the authority of 10 CFR 50.90 ang 10 CFR 30.84(p). The liconsese s CSF wes
approved by License Amendment No 2&

L. o0 supsisendid by & thangs appioved
L wwm&-n&mw ’%ﬁw 4

Ny it oo o P B e

;mwmsumm omrz
Ammnoment Mo. 238, [

il
ki lee
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Shearon Harris Nuclear Power Plant, Unit No. 1
Docket No. 50-400 / Renewed License No. NPF-63
«8.
E.  Ehveical Secunly |

The H2endee shail fully iImplement and maniain in sffect ol provisions of the
{ommission-approved phvoical security, taining and quaiifisation, and

revigions to 10 CPR 73.58 (81 PR 27817 and 27822) end the suthorlly of 10
CPR 50.80 ang 10 CPR 50.54(p). The plans, which contain Sefeguands
information protected under 10 CFR 73.24, are entliled: "Guard Training ond
Cusification Plan” submitted by istier doted Oclober 18, 2004, “Prwsica
Securty Py’ and "Sofsputrcs Contingency Pigr submitted by istier satsd
Cuober 18, 2004 08 supplemented by lehier doted Moy 18, 2008,

The finenses shall Ry implement ang mainiain in sMact afl provisicns of ihe
Commissionapproved syber security plan (CIP), intluding shanges made
pureuant 10 the suthortly of 10 CPR 50.90 and 10 CFR $0.54(p). The icentee's

W e e e g

CSP was approved by License Amengment No. 13¢ i 28 JpEETRnSd iy &

. ww«m EEIR by :
. mm gyigg;,@ gymgm;*wg % :;-_,; V

cmm&wmwmmwmmu
provigiens of he approves fre prstection program Tiat omply with 10 CFR
§0 4802 ant 10 CFR B0.48(c), on specified in the reviped SCeree amendment
reguest dotes Ootoder §, 2009, sudpiemented by ietiers Cated February 4,
2010, and Apeil 5, 2010, and approved in the Seaccinted safely svalsation dated
June 28, 2010. Excepl wivere NRC approwa! for changes o deviations is
Wwwmwwcammm g provided no ofher reguiation,
techeicat spacification, itenss condition Or reguirement would segquirs Drior NRC
approval, the Heenpes may make Shanges 10 tha fire protection prograem withaut
wm«umammmnwmm
forth in 10 CPR 80.480) and 10 CFR S0.4bic). he change doss not reguire
changs 10 ¢ techinieal specification or ¢ Boenpe sondition. and the criteria faled
betow ore eatafed.

& Mok acsestment of the change must demonstrate that the accepiance
4ata ghall be acoepiable 1o the NRC and ohall be appropriate for the
nature and scope of the changs teng evaludted be based or the ge-
expanence &l e plant. Ascepiabie memods 1 seosns Ihe nok of the
propased change may inciude metiots hat have been used in the peer.
raviewed Firs PRA model, methods that have besn approved by the
NRC vin o plant-spacific license omendment o through NRC approval of
peneric methods epaclicady for uoe in NPPA 808 risk Sessstments, or
mathode that have baen damonsirated 1 bound the risk impact

Renewsd Liconse No. NPF.A3
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M. B. Robinson Steam Electric Plant, Unit No. 2
Docket No. 50-261 / Renewed License No. DPR-23

sl i
Secom

Cartitna Power & Light Company ehall make certain reports in accordants with
the requitemants of the Technical Specifications.

Bscorgs

Larching Power & Light Company ehall keep fagiilty operating recosds in
stcordance with the mquiremants of e Technica! Specifications.

Lire Protection Program

Corgiing Powe & Company shat mpement and malniain in ofisct ol provisions of
the approved Fire Protection Program se descrided in the Usdated Fingl Salety
Anglysip Report for the end 3% approved in the Fire Protection Safsty
Evaluation Report dated F I8; 197E gnd suppiements thereto. Camling
Power & Light Compony may make changes  the approved Fire Protsction
Program without prior approva) of the Comwingion only f those changes would not
acearoely aect the aniity 10 serfieve end s cale shutdown in 1he sventof @
fire.

Tie beansee thall gy impiement and meimisin in ofsct ol orovigions of the

rovisions to 10 CPR 75,65 (51 FR 27817 and 278221 end the authonity of

10 CPR S0.80 and 10 CPR 30.54ip). Thae combined set of piang, which containg
Saleguarte information protected under 10 CFR 73.21, is entilled: "W. B.
Asbingon Steam Blecric Plant Security. Training and Quotification, and
Satepuarde Contingangy Pian, Revision " submilted by letter dated Otlober 1,
2004, as supplemented by lelter dated Oclvber 20. 2004

The licensee shal fully mplement and maintain in effect all provisions of the
Commistion-approved tyber secirity plan (8P}, incluting changss made
pursuent 1o the suthority of 10 CPR 50.90 and 10 CFR 50.54ip). The licensee’s
CSP was approved by Livense Amendment No. 228,

The foliowing programs ehail be implemented and maniained by the licensse:
{1) DELETED | 56 SEpOIEMETad by 8 change approved
by Liganie et Mo. 2

Renewed Faclity Operating License No. OPR-23
Anmmmza

e R
sk
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Revised Carolina Powaer & Light Company end Florida Power Corporation
Cyber Becurity Plan
implementation Scheduls
(for Milestons &)

Dec. 31, 2012

Security Plan security controls to target
set CDAs provides a high degree of
protection against a cyber-related
attacks that could lead to radiological
sabotage. Security controis will be
addressed in accordance with Cyber
Security Plan Section 3.1.6 with the
exception of those that require a
design modification.

Note that the operational and
management cyber sacurity controls,
as provided in NE! 08-08, Revision 6,
Appendix E, will be implemsnted in
conjunction with the full
implementation of the Cyber Security
Program as previously submitied.
These controls are primarily
procsdure-based programs and must
be implementad in coordination with
the comprehensive Cyber Security
Program. However, a high degree of
protection against cyber-related
aitacks is maintained as major
slements of these programs (e.g.,
physical protection, access control,
maintenance and work management,
configuration management,
operational expsrience, eic) are
currently in place and are well
ostablished within the nuclear industry.




