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 UNITED STATES OF AMERICA 1 

 NUCLEAR REGULATORY COMMISSION 2 

 + + + + + 3 

 ADVISORY COMMITTEE ON REACTOR SAFEGUARDS 4 

 (ACRS) 5 

 + + + + + 6 

 SUBCOMMITTEE ON DIGITAL INSTRUMENTATION 7 

 AND CONTROLS SYSTEMS 8 

 + + + + + 9 

 FRIDAY 10 

 SEPTEMBER 8, 2010 11 

 + + + + + 12 

 ROCKVILLE, MARYLAND 13 

 + + + + + 14 

  The Subcommittee met at the Nuclear 15 

Regulatory Commission, Two  White Flint North, Room 16 

T2B1, 11545 Rockville Pike, at 8:30 a.m., Charles H. 17 

Brown, Jr., Chairman, presiding. 18 
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 P R O C E E D I N G S 1 

 Time:  8:33 a.m. 2 

  CHAIRMAN BROWN:  The meeting will now come 3 

to order.  This is a meeting of the Digital I&C 4 

Subcommittee.  I am Charles Brown, Chairman of the 5 

Subcommittee.   6 

  ACRS members in attendance are Dennis 7 

Bley; John Stetkar.  A consultant, Myron Hecht, is 8 

also attending as a member of the Subcommittee.  9 

Christina -- Also, excuse me, Mike.  Mike Ryan is also 10 

here to participate in the meeting, and a late 11 

breaking news is Sam Armijo.  Dr. Sam Armijo is here 12 

to join us as well.  Thank you. 13 

  Now I have lost my thread.  Christina 14 

Antonescu of the ACRS staff is the Designated Federal 15 

Official for this meeting. 16 

  The purpose of this meeting is to discuss 17 

the draft final interim staff guidance, ISG-6, on 18 

licensing process for digital I&C systems in operating 19 

plants. 20 

  The ACRS reviewed draft ISG-6 at the 21 

February 26, 2009, Subcommittee meeting, and also the 22 

Committee reviewed ISG-6 during the 561st meeting of 23 

the full Committee on Reactor Safeguards on April 2-4, 24 

2009.  In addition, the Committee issued a letter to 25 
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Chairman Klein dated April 21, 2009, which provided 1 

the Committee's view on the staff's activities, 2 

including ISG-6. 3 

  The letter provided the following 4 

recommendations:  That the draft should not be issued 5 

until Section C and D are revised; specified that 6 

sufficient design detail be provided to ensure 7 

deterministic behavior and independence of each I&C 8 

safety train. 9 

  Also, ACRS reviewed an updated draft of 10 

ISG-6 in July 2009, at the August 19-21 Digital I&C 11 

Subcommittee meeting. 12 

  Substantial and far reaching revisions 13 

have been incorporated since that August review.  14 

Hopefully, the bases for those extensive revisions 15 

will be clearly presented during today's meeting. 16 

  The Subcommittee will gather information, 17 

analyze relevant issues and facts, and formulate 18 

proposed positions and actions, as appropriate, for 19 

deliberation by the full Committee.  The rules for 20 

participation in today's meeting have been announced 21 

as part of the Notice of this meeting previously 22 

published in the Federal Register on August 20, 2010. 23 

  We have received no written comments.  24 

However, we have received a request for time to make 25 
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an oral statement by Mr. Gordon Clefton of the Nuclear 1 

Energy Institute as member of the public regarding 2 

today's meeting.  We also have Mr. Matt Gibson, 3 

Progress Energy Corporation, on the bridge line 4 

listening to the discussions. 5 

  To preclude interruption of the meeting, 6 

the phone line will be placed on a listen-in mode 7 

during the discussion presentations and Committee 8 

discussions. 9 

  Christina, have you confirmed that he is 10 

on the line or not? 11 

  MS. ANTONESCU:  Yes. 12 

  CHAIRMAN BROWN:  A transcript of the 13 

meeting is being kept, and will be made available as 14 

stated in the Federal Register notice.  Therefore, we 15 

request that participants in this meeting use the 16 

microphones located throughout the meeting room when 17 

addressing the Subcommittee. 18 

  The participants should first identify 19 

themselves and speak with sufficient clarity and 20 

volume so that they may be readily heard.   21 

  We will now proceed with the meeting.  I 22 

call upon Ms. Lois James, Branch Chief of the 23 

Operational Support Branch, Division of Risk 24 

Assessment at NRR, to provide some introductory 25 
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remarks. 1 

  MS. JAMES:  Thank you.  Good morning.  My 2 

name is Lois James, and I am the Licensing Manager for 3 

the Task Working Group No. 6 on digital I&C licensing 4 

process. 5 

  We were tasked with developing guidance, 6 

interim staff guidance, that is intended to outline 7 

and describe the requirement and guidance for 8 

submitting, processing, and documenting digital I&C 9 

licensing actions.  Our hope is, by providing such 10 

detail, that the stability and repeatability of the 11 

digital I&C licensing process will be improved. 12 

  Before beginning, I would like to thank 13 

the ACRS, and specifically this Subcommittee.  You 14 

guys have spent a lot of time reading our work, 15 

working with us.  You have mentioned several meetings. 16 

 Your time and your input has been greatly 17 

appreciated, and we will address specific comments 18 

throughout the presentation.  So I am not going to 19 

address them now. 20 

  I would like to say at this point that the 21 

Task Working Group members have worked long and hard. 22 

 We have interacted with several headquarters and 23 

regional offices.  We have held numerous public 24 

meetings with industry, NEI, and the public, and we 25 
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are very pleased and proud to present to you the draft 1 

ISG today. 2 

  Ed Miller from the Division of Operating 3 

Reactor Licensing will be discussing the licensing 4 

portion of the ISG.  Norbert Carte from the Division 5 

of Engineering will be discussing the technical 6 

portions.  We also have Pat Hiland and Steve Arndt in 7 

the gallery to help out, as needed, throughout the 8 

presentation. 9 

  So at this point, I will turn it over to 10 

Ed. 11 

  MR. MILLER:  Again, as Lois said, thank 12 

you for the opportunity to be here.   13 

  Just a quick step-through of what would 14 

like to present today.  We will go through the 15 

licensing process, which again includes the tiers of 16 

review and the review areas.  At that point, I will 17 

transition to Norbert to allow him to go into more 18 

detail on those. 19 

  After that, we will go into the comments 20 

received and how we addressed them.  We want to make a 21 

brief discussion about the stakeholder involvement, 22 

and then we will talk about the path forward and 23 

summarize.  Next slide, please. 24 

  So in going through what we have for the 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 10 

ISG-6 right now, I would like to talk about what the 1 

original purpose of it was, reiterate the comments 2 

that we received, or summarize them just so that they 3 

are fresh in everybody's mind as we go through this, 4 

talk about the model that we used in developing the 5 

ISG-6, how that influenced its form, and any changes. 6 

 Yes? 7 

  CHAIRMAN BROWN:  Ed, can I interrupt for 8 

just a second.  I have also been informed that there 9 

is another individual on the line.  That is Mr. Tim 10 

Wilson from Progress Energy also.  I just wanted to 11 

make you aware that there was an additional 12 

individual.  I am sorry for the interruption. 13 

  CHAIRMAN BROWN:   14 

  MR. MILLER:  Oh, no, no.  Lastly, we will 15 

talk about the changes made to the ISG-6, and that 16 

incorporated changes as a result of stakeholder 17 

interaction and comments received from the ACRS.  Next 18 

slide. 19 

  So what is ISG-6 supposed to do?  Our 20 

stated mission in developing this document was to 21 

describe the Part 50 licensing process for digital I&C 22 

upgrade.  The intent of that was to provide both 23 

consistency in the submittals that we receive and in 24 

the regulatory uncertainty or reducing the regulatory 25 
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uncertainty of our review. 1 

  In doing that, we wanted to describe the 2 

expectations of the information that we needed as a  3 

staff to make our regulatory decision, what we needed 4 

on the docket, what we would need to review during 5 

audits, things like that. 6 

  Additionally, though, this also served as 7 

 an excellent knowledge management tool.  We have got 8 

-- We actually have had at least one of our senior I&C 9 

reviewers already retire, and we had to have him pour 10 

a lot of his knowledge into this document prior to his 11 

leaving, in order that oncoming I&C reviewers can take 12 

this on, use this as a tool, and go forward and learn 13 

from it. 14 

  Now it is not intended to be something 15 

that somebody brand new in the job can pick up and 16 

just do an I&C review sight unseen, but it is an 17 

excellent tool that somebody like a senior I&C 18 

reviewer like Norbert can take somebody, show them the 19 

ISG-6, walk through that, walk through it with them, 20 

and they will learn the process as they go through it. 21 

 But it is an excellent reference tool for them to 22 

use. 23 

  CHAIRMAN BROWN:  A question on resources, 24 

because that is what you are talking about right now. 25 
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 One of the concerns that a number of have expressed 1 

in some of the other meetings was -- and you have 2 

reflected it somewhat in this thing relative to the 3 

detail you are trying to obtain for these reviews.  I 4 

presume the driver for that was you had some 5 

difficulty extracting that in one of the early 6 

submittals, license amendment requests, whatever. 7 

  The Committee thought, or at least 8 

Subcommittee thoughts on some other stuff is the 9 

ability of the staff here to do the detailed reviews. 10 

 You talked about one of the senior I&C guys already 11 

retired or in the process of retiring.   12 

  Is there a demographic that has a 13 

hierarchy where you have up-and-comers?  So you are 14 

going to have people available that have the 15 

knowledge?  I mean, we have had detailed knowledge 16 

discussions frequently in terms of what can the staff 17 

-- how much detail?  How much will they understand?  18 

Where are the qualified people to do that?  That is 19 

one of the major concerns we have relative to 20 

reviewing these design submittals. 21 

  MS. JAMES:  We are going to let Pat Hiland 22 

handle that, as the resources fall under his division. 23 

  MR. HILAND:  Yes.  Good morning.  My name 24 

is Pat Hiland, and I am the Director of Engineering in 25 
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the Office of Nuclear Reactor Regulations. 1 

  Currently, we have 13 FTE or full time 2 

equivalent positions in the I&C Branch.  The current 3 

Branch Chief, who has been on board about two years, 4 

started two years ago with merging what we call our 5 

analog I&C reviewers with our digital I&C reviewers, 6 

developing the tools that they need and the background 7 

they need, the on-the-job training, to pick up in the 8 

I&C area. 9 

  We have also been out with several 10 

contracts.  You know, a sub-category of a contract is 11 

to develop a resource outside of our agency.  We just 12 

completed work on our Fiscal year 2012 budget process, 13 

and with the knowledge we have of work coming in, I 14 

feel that we are fully staffed to handle that work, as 15 

well as we have a training program in place now.  16 

  I have just qualified two I&C reviewers in 17 

the past month.  That is about a two-year program, 18 18 

months to two years for experienced people in our 19 

program.  So I am fairly comfortable with our current 20 

staff and the work that I know that is coming in.  As 21 

we get more insight from industry of work on the 22 

horizons out in the Fiscal year 2013-14 budget, we 23 

will balance that against what staff we have. 24 

  MR. ARNDT:  Let me amplify on that.  I 25 
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think the Committee was also interested -- I'm sorry. 1 

 Steven Arndt -- was also interested in the expertise 2 

and amount of experience in our reviewers. 3 

  We have a wide variety.  We have people we 4 

have hired in from vendors like Mr. Carte.  We have 5 

people that we have hired in from licensees that have 6 

been active in actually putting in the systems and 7 

developing the systems.  We have people that have more 8 

academic backgrounds in the theoretical aspects like 9 

myself.  We have people who we hire in who are 10 

relatively young engineers that we train up. 11 

  So of the staff, at least in NRR, we have 12 

a mix of theoretical, design and practical knowledge 13 

that allows us to do the kind of in depth reviews that 14 

the Committee has expressed concerns about. 15 

  CHAIRMAN BROWN:  Okay, thank you.  Go 16 

ahead. 17 

  MR. MILLER:  Incorporated into ISG-6, we 18 

use lessons learned, both from our recent Oconee 19 

digital I&C upgrade of their RPS and the Wolf Creek 20 

MSFIS upgrade. 21 

  Going forward as well, we are going to 22 

continue to learn as we use this document. 23 

  CHAIRMAN BROWN:  What was the Wolf Creek 24 

system? 25 
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  MR. MILLER:  MSFIS.  It was the steam 1 

isolation system, I believe.  Main steam. 2 

  CHAIRMAN BROWN:  Oh, main steam isolation. 3 

 All right.  Thank you. 4 

  MR. MILLER:  And as I will mention a bit 5 

later, too, Diablo Canyon is going to be the pilot for 6 

ISG-6, and we fully expect to learn a number of things 7 

from the implementation of that or the use of that, 8 

and we will go ahead and feed those back into the ISG-9 

6, if it is appropriate, and continue to learn as we 10 

go through this and not just take it from lessons 11 

learned in the past. 12 

  We do believe that ISG-6 represents the 13 

fast lane approach.  As with just about any other 14 

thing when we develop Reg Guides, there are any number 15 

of ways to submit an application for a digital I&C 16 

upgrade, but what we tried to do was spell out the one 17 

that we believe as staff represents the fast approach, 18 

the most uniform, and the one that -- you know, we are 19 

used to doing the review this way.  They are used to 20 

submitting an application in that manner.  So that 21 

would result in what we are calling the fast lane 22 

approach, the most efficient use of resources in doing 23 

the digital I&C review. 24 

  This is a quick recap -- Yes? 25 
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  MEMBER STETKAR:  Can I stop you there, 1 

because thumbing ahead to see how much detail you are 2 

going to go in, and I see a lot of high level stuff, 3 

something struck me in the second paragraph of the 4 

background, a sentence that says:  "The NRC staff does 5 

not perform an independent design review of the 6 

digital safety system." 7 

  Can you explain that basic philosophy?  8 

You are talking about a fast lane approach.  You are 9 

talking about reviewing process and procedures.  When 10 

and who does an independent review of the design?  11 

When is that done? 12 

  MR. CARTE:  Our job is to assure that the 13 

licensees assure the adequacy of the health and safety 14 

of the public is protected.  So we are checking the 15 

review that they are doing, but we are not doing an 16 

independent design review. 17 

  So an independent design review -- I'm 18 

sorry.  This is Norbert Carte.  An independent design 19 

review, obviously, would take all the requirements in 20 

an SRS, a software requirements specification, and 21 

trace that through to the detailed software design 22 

description. 23 

  We don't -- We sample requirements.  We 24 

trace them through.  We review them for adequacy.  We 25 
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look at is the source clear, are they following the 1 

procedures that they are doing, but we don't 2 

independently verify all the details. 3 

  MEMBER STETKAR:  We have operating out 4 

there 100-plus reactors that have primarily not 5 

digital, primarily analog safety systems.  Has the NRC 6 

staff traditionally done an independent review of 7 

those designs? 8 

  MR. CARTE:  No.   9 

  MEMBER STETKAR:  Oh, that is surprising. 10 

  CHAIRMAN BROWN:  You didn't do that during 11 

the initial licensing process?  My understanding was 12 

there was a very detailed design review done during 13 

the initial licensing process for the existing plant 14 

systems.  I am not talking about specific changes.  I 15 

am talking about when they initially applied for their 16 

licenses and their certifications. 17 

  MR. CARTE:  Steve, did you want to add 18 

something? 19 

  MR. ARNDT:  Yes.  Mr. Chairman, I think 20 

the -- I'm sorry, Steven Arndt.  I think the real 21 

issue here is, is it a design review or is it a review 22 

to ensure that the plant is sufficiently safe.  23 

Depending upon the technology and depending upon when 24 

and where and how we have done, we look at it, 25 
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sufficient detailed, to ensure that it is designed 1 

safety. The design was implemented properly.  In the 2 

cases of fluid systems and things like that, it was 3 

tested properly. 4 

  So in some cases, when we don't know a lot 5 

or when it is new or when it is the first kind, we do 6 

significantly more review.  In the case of systems 7 

that are initial licensing, there is a whole set of 8 

start-up tests.  There is a whole set of design 9 

reviews, depending on the technology and depending 10 

upon the level of information we need to feel 11 

comfortable with making a reasonable assurance 12 

finding. 13 

  I think the point in the document is that 14 

our job is not to do a design review that looks at 15 

every single piece of information in the process.  Our 16 

job is to assure ourselves that the system is 17 

adequately safe.  It is a different threshold. 18 

  MEMBER STETKAR:  Yes, I honestly got 19 

confused as I read through this, and have thought 20 

about it in the context of that initial statement 21 

that, to me, doesn't leave me feeling all that well. 22 

  To be honest, if I read through most of 23 

the guidance in ISG-6 as it is presented now, the 24 

guidance does indeed sound like a fairly detailed 25 
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review of the design, the exceptions seeming to be  1 

once we start to talk about software. 2 

  So that is why I got confused, because the 3 

background, the sort of you set the stage in the ISG 4 

saying, well, we are not going to do an independent 5 

review of this thing; we are only going to look at 6 

process and procedure, basically, and yet as you work 7 

through the ISG, there does seem to be a lot of 8 

substance there with requirements to delve into 9 

features of the design, except in the sections that 10 

talk about the software development where it is 11 

primarily process and procedure.  We will probably 12 

talk more about that. 13 

  I wanted to try to understand the basic 14 

philosophy of this guidance now, because if I am now a 15 

reviewer picking this up, I think differently, 16 

depending on how that stage is set. 17 

  MR. ARNDT:  Yes. I don't want to parse 18 

words with you, because it is not productive, but I 19 

want to be very careful about how we think about this. 20 

 It is an independent review, and it is looking at the 21 

design, but the concept of an independent design 22 

review associated with what you would traditionally 23 

look at for a design review in a design process where 24 

you would go in and look at each single requirement 25 
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and each test and each result -- that is not what we 1 

do.  It is not what we are supposed to be doing. 2 

  What we are trying to do is assure 3 

ourselves that the system is adequately safe, and it 4 

was designed and constructed in such a way by the 5 

licensees and their vendors so that we can have that 6 

finding.  So in areas where we can do that relatively 7 

easily, we may look at more things.  When it is more 8 

challenging, we may look at different things.  We may 9 

construct a set of artifacts that would get us to the 10 

point where we are comfortable with making a 11 

reasonable assurance finding. 12 

  In software, as you pointed out, that 13 

might be process as well as some requirements, as well 14 

as testing, as well as B&B reports.  It is building up 15 

the construct that gets us to adequate protection. 16 

  MEMBER STETKAR:  Maybe we will get into 17 

it. 18 

  CHAIRMAN BROWN:  Well, I wanted to amplify 19 

your comment.  Obviously, this was a thread.  I am 20 

glad you brought this up as well, because I have the 21 

very same concerns in terms of not so much when you 22 

talk about an independent design review, saying we are 23 

going to look at every specific requirement and walk 24 

our way through it.   25 
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  That is way beyond what you are staffed to 1 

be able to do.  But there is a hierarchy of 2 

fundamentals that you can examine in excruciating 3 

detail that form a fundamental basis for ensuring that 4 

the digital I&C will perform reliably when called 5 

upon.   6 

  Those principles are redundancy -- do I 7 

have to say this again? -- independence, determinate 8 

behavior, and diversity and defense in depth, and 9 

looking at a design relative to its simplicity.  How 10 

complex is the design, and how -- Those are high or 11 

low architecture type reviews.  That doesn't mean you 12 

walk through every possible component in the system to 13 

determine whether it has a single failure 14 

contribution. 15 

  You look at those which are at the 16 

interface that could have -- or compromise your 17 

multiple channels or redundancy, and you walk away 18 

from reading this, when it says very explicitly a 19 

major portion of the NRC reviews is of documentation 20 

of plans and processes, and that is, in my mind,  21 

somewhat disturbing.  Disturbing is probably not the 22 

right word.  It is just it is not inclusive enough, 23 

and it doesn't emphasize what I would consider  24 

looking at some of the higher points. 25 
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  I agree with  John relative -- When I get 1 

into the software, that is very amorphous.  I mean it 2 

is a bunch of bits and bytes, you know, running around 3 

on some buses somewhere or in the programming, and 4 

that is a different problem. 5 

  So, you know, this is a -- He brought it 6 

up.  I am amplifying it.  I would have liked to have 7 

seen -- This is brand new.  This was not in any of the 8 

revisions that we had reviewed previously. 9 

  MR. ARNDT:  Let me state very briefly, and 10 

then get back to our presenters, we agree.  There are 11 

certain basic fundamental principles -- although this 12 

might be slightly different from yours, but it is 13 

very, very similar, if not identical or inclusive or 14 

super said of. 15 

  There are basic safety principles that we 16 

have to ensure.  They are embodied in 603.  They are 17 

embodied in the IEEE standards.  They are embodied in 18 

good design practices, and we want to do that.  We 19 

need to do that.  If we are not comfortable with 20 

those, we are not going to approve the license. 21 

  We are going to talk about those later in 22 

the presentation.  Norbert is going to talk about 23 

those.  So if we are not bringing that through that we 24 

look at those, that we are very, very interested in 25 
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understanding how the system works and how they 1 

satisfy those requirements as part of our review, if 2 

that doesn't come through by the time we are done, ask 3 

the question again, and we will explain it to you. 4 

  CHAIRMAN BROWN:  Part of it is message and 5 

perspective. 6 

  MR. ARNDT:  Okay. 7 

  CHAIRMAN BROWN:  If I had been crafting 8 

this with the understanding of what you and Pat have 9 

just stated, I would have phrased it somewhat 10 

differently.  I would have said, while we do not do an 11 

independent design review of every blah-blah-blah, 12 

there will be a detailed review done of the 13 

fundamental sin these areas.  You can pick mine plus 14 

yours.  You got to include mine.  It is not in the 15 

rule, but that is -- as well as those other key points 16 

that you all think -- as examples of where you would 17 

do a more detailed review, and put it right up front, 18 

because that first paragraph, that sets the tone for 19 

the entire ISG. 20 

  I think I expressed almost two years ago 21 

when we saw this -- or a year and a half ago -- no, it 22 

was longer than that.  When we saw this the first 23 

time, I thought that this ISG was a good idea, because 24 

it was an opportunity to connect the dots amongst a 25 
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number of different standards, regulations, IEEE 1 

standards, Reg Guides, etcetera, as well as the 2 

philosophy of what you were doing, and this just 3 

leaped out as soon as I read this. 4 

  MEMBER BLEY:  I think it is a matter -- 5 

You know, maybe today with everybody who wrote it 6 

heavily involved, it is one thing, but five years from 7 

now, 10 years from now, this may still be here, and 8 

those words may start to mean something different to 9 

people, because they do jump out. 10 

  CHAIRMAN BROWN:  Well, their intention is 11 

to use this.  I think they will state this later.  I 12 

mean, I did a quick -- The intent is to springboard 13 

this, and this is going to become the, quote, "bible" 14 

or reference manual for guiding each of the licensees 15 

in terms of their process. 16 

  The opening message is not one that would 17 

give, in my mind, if I was a public person in the 18 

sense of comfort in terms of the overall look at the 19 

thing.  But the detail that you request later, you 20 

know, relative to software architecture, hardware 21 

architectures and things like that, does give the 22 

impression, but yet it is not advertised. 23 

  So there is a little bit of a conflicting 24 

--  Anyway, Norbert, you were going to say something? 25 
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  MR. CARTE:  Right.  Norbert Carte.  That 1 

statement was added specifically in part to address 2 

criticism, and the criticism comes exactly from that 3 

point.  So when some people look at the ISG, they say, 4 

well, look at all the information you are asking for; 5 

you must be doing an independent design review. 6 

  So the emphasis is, no, we are doing a 7 

regulatory review.  We are reviewing the design 8 

against regulatory criteria.  So it is to put that 9 

request for all the detailed information into 10 

perspective. 11 

  Yes, we look at the software requirement 12 

spec, but we don't independently review it.  We review 13 

it against regulatory criteria.  Are the requirements 14 

clearly stated?  Are they traceable?  Is the origin of 15 

the requirements known? 16 

  So if we have a certain set of criteria we 17 

apply to the software requirement spec and another 18 

design documents, but it is not an independent review, 19 

in part in anticipation of a criticism we received 20 

often, but to put it in perspective, it is regulatory 21 

review.  It is regulatory criteria.  It is not 22 

independent review. 23 

  MEMBER BLEY:  I think, before we are done, 24 

we will go back and look at the transcript, because I 25 
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really like the way Charlie had phrased those, but I 1 

think, if you gave a little thought to a little bit of 2 

the language to make it not jump out the way it does -3 

- You know, later there is good information, but I 4 

think just qualifying it would help.  5 

  CHAIRMAN BROWN:  We will be writing a 6 

letter on this subsequently in the full Committee 7 

meeting in october. 8 

  MS. JAMES:  And I have also taken notes, 9 

why we don't do a detailed review.  So I have tried to 10 

capture the words. 11 

  MEMBER STETKAR:  The thing that bothered 12 

me is that the two sentences -- I quoted the sentence 13 

that bothered me the most, but the sentence that 14 

immediately follows that -- let me put them in the 15 

context that they are indeed written for the record:  16 

"The NRC staff does not perform an independent design 17 

review of the digital safety systems.  Instead, the 18 

staff reviews the design process and the design 19 

outputs to determine that the process is of sufficient 20 

high quality to produce systems and software suitable 21 

for use in safety related applications in nuclear  22 

power plants." 23 

  If I were a member of the public, I would 24 

read those two sentences and interpret that as saying 25 
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you are looking at what the industry is saying they 1 

are going to do, and if they say they are going to do 2 

everything, fine.  You are accepting that.   3 

  We have a lot of examples today, and I 4 

recognize that I am being inflammatory.  But indeed 5 

the public can be inflammatory, and sometimes 6 

justifiably so.  But we need to be sensitive to that 7 

sort of tone. 8 

  As Dr. Bley mentioned, perhaps all of us 9 

who are sitting here in the room today, and all of you 10 

folks who have gone through just horrendous, gut 11 

wrenching trauma to produce this document know what 12 

that means.  Do people five years from now know what 13 

that means?  And indeed, does the industry know what 14 

that means, because the industry is going to react to 15 

this and try to understand the level and sort of focus 16 

at which the reviews are going to be performed, and 17 

could react negatively, if you start asking for more 18 

than they feel satisfies that sort of process oriented 19 

flavor. 20 

  CHAIRMAN BROWN:  That is excellent 21 

feedback and very helpful to us, and I think as you 22 

said, as you dig into the document later on, it sounds 23 

like we are in alignment, but we are not conveying 24 

that with that phrase.  So we can certainly take that 25 
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feedback and make great use of it. 1 

  MEMBER STETKAR:  I kind of -- As I went 2 

through the document, I said, gee, let me see what 3 

happens here, and indeed most of the sections, the 4 

guidance and the level of detail that is asked for in 5 

there -- the vast majority of the document is almost 6 

counter to that sort of process oriented introduction. 7 

  CHAIRMAN BROWN:  I want to just -- You 8 

said you do it from the standpoint of a regulatory -- 9 

  MR. MILLER:  Criteria. 10 

  CHAIRMAN BROWN:  -- criteria.  I guess I 11 

would -- That is fine, because that is what the rules 12 

state you should do, but you also have to produce -- 13 

You have to look at it from does the regulatory 14 

criteria in the circumstances under which I am doing 15 

the review -- does it produce a safe, reliable system? 16 

  There are circumstances where you meet the 17 

rule, you meet the requirement, and then you step back 18 

and you look at what you've got, and you say that 19 

doesn't pass the eyeball test.  It is not either a 20 

safe or potentially, if it has potential flaws, that 21 

you are trapped with, because the regulatory process 22 

or the rules or whatever it is are not as specific, 23 

and now you have to prove them negative in terms of 24 

saying I want you to do something slightly different. 25 
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   It makes it very difficult on the agency 1 

to carry out their charter, when you are like that.  I 2 

just wanted to emphasize the rules are the rules, but 3 

if you didn't have exceptions, you wouldn't need 4 

rules.  You need to make sure you get a safe system. 5 

  MR. CARTE:  Yes.  Norbert Carte.  The 6 

regulatory criteria include functional criteria such 7 

as reliability, and those type of criteria are 8 

sufficiently vague that you can always use those 9 

criteria to assure that the health and safety of the 10 

public are protected. 11 

  CHAIRMAN BROWN:  Well, we have heard those 12 

used to say we don't have to provide you the 13 

information, because we meet it, and we say we will 14 

meet it.  We have heard that in other meetings on 15 

other projects, and that is not a comforting response. 16 

  The concept of, say, independence as it is 17 

specified in IEEE-603 says they are required to be 18 

independent, but it goes on to say that, if you aren't 19 

independent, you got to tell us why your lack of 20 

independence is okay.  And now you have to prove that 21 

it is not okay, when they are saying it is okay.  That 22 

is --  Depending on the level of detail, that is -- We 23 

don't need to go need to go beat this to death.  I 24 

think we have gone far enough. 25 
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  I understand your point, but I wanted to 1 

emphasize the aspect of we just -- you just don't 2 

follow the rules and end up with -- or regulatory 3 

criteria and end up with something that just, when you 4 

look at it, it is ugly, and you are not comfortable 5 

with it.   6 

  So I will turn it back.  I am not going to 7 

stop you from saying anything. 8 

  MR. CARTE:  But I did want to touch a 9 

little bit on the quote that was read in terms of 10 

process.  We sometimes -- Part of the lack of clarity, 11 

I guess, is in the choice of words, and sometimes we 12 

use words in expanded meaning.   13 

  So if we look at BTP-14, it is the major 14 

document we use to review software, and it basically 15 

has three major sections, that you have acceptable 16 

plans, that you follow the plans, and you produce 17 

acceptable results. 18 

  So when we talk about design outputs, that 19 

is the result of the design.  So we look at both 20 

process and design outputs.  So the design outputs 21 

would be the SRS, the SCD, the actual design produced. 22 

 So the thought of that phrase is that there is a 23 

balance between process and design, and it is because 24 

we have a specific interpretation of design outputs 25 
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that -- 1 

  MEMBER STETKAR:  I think a little bit 2 

where I pull back is when I think of a digital safety 3 

system, digital instrumentation control system, I tend 4 

to think of it holistically.  You know, your example 5 

you brought up is BTP-14 for the software part of the 6 

problem.  I think of an integrated software/hardware 7 

environment that has to accomplish some safety 8 

function. 9 

  The sense that I have is some of the -- 10 

and it is a choice of words and understanding what 11 

those were, but some of the words that are in this 12 

document may have been written in some cases from that 13 

primarily software side, if you will, of the aisle's  14 

perspective where it is more process oriented, and I 15 

am looking for guidance to tell me how does the 16 

reviewer look at the hardware part of the problem, and 17 

there is guidance in there regarding hardware.  How 18 

does the reviewer look at the software part of the 19 

problem, and there is guidance that talks about 20 

software; and how does the reviewer look at the 21 

integrated package of hardware and software and make 22 

sure it satisfies all of the safety functions that 23 

whatever the plant specific or design specific system 24 

is supposed to do. 25 
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  Some of that can't be just process.  Some 1 

of that really has to look at putting those two pieces 2 

together somehow. 3 

  MR. CARTE:  Right.  The distinction or the 4 

breakdown between hardware and software is an 5 

interesting distinction, and sometimes I wonder about 6 

its continued applicability.  What NASA -- and then 7 

that is exactly what you are getting at. 8 

  The Carnegie Mellon Software -- 9 

Engineering Institute, in their CMM model, CMMI, they 10 

are looking at a more integrated approach.  When NASA 11 

talks about their systems, they talk about complex 12 

electronics.  So their parameter is it is the 13 

complexity, not a hardware/software distinction. 14 

  In a sense, a decision was made on the use 15 

of terminology, and in a sense the software is the 16 

complex part.  The criteria they applied to 17 

complexity, we use the term software, which may not be 18 

appropriate. 19 

  CHAIRMAN BROWN:  A hardware design 20 

decision can drive your software complexity.  For 21 

example, if you -- and I will just use the example 22 

that some of  the projects are using.  If you have 23 

plant parameters coming into a processor, process 24 

data, and then you send that level data to a voting 25 
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unit, a separate processor, now you have mixed -- You 1 

are sending digital data to another digital processing 2 

type platform; whereas, if it was being sent to an 3 

analog platform, that dictates a different software 4 

interface, because it is an analog output out of that 5 

initial platform. 6 

  So the hardware design, that interface 7 

does drive the software complexity and the potential 8 

common cause failure concerns with which you have to 9 

deal.  So you have to put them together, and that is 10 

all John is trying to say, is you can make your look 11 

and have a complex, very difficult system to 12 

understand, or you can do a design -- use a design 13 

that is more simply oriented hardware-wise which 14 

simplifies the software complexity with which you have 15 

to deal. 16 

  You are both right.  I am just preaching 17 

to the choir a little bit.  I just wanted to get that 18 

point in.  I will yield the floor again and try to get 19 

on with business here.  Ed?  We are down on slide 5. 20 

  MR. MILLER:  I was actually very pleased 21 

to hear your comment about the pillars of good design, 22 

because that is really what we took from the last 23 

meetings, too, and you will see them at the bottom of 24 

Slide 5 there.  It sounds like we have got a lot of 25 
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discussion to do to demonstrate how we think we have 1 

met assuring those, but I think we really have a  2 

common goal in assuring that those are there.  3 

  So we can move on to the next slide.  We 4 

will go through these kind of quickly.  This is a lot 5 

of what you have seen before.   6 

  The model we use for ISG-6 comes from 7 

extended power uprates.  We looked at them and 8 

realized they share a lot of the same characteristics, 9 

being complex, having a lot of information to be 10 

reviewed by the staff, and historically have always 11 

been challenging to get through.   12 

  So the RS-001 is what we developed a long 13 

time ago for extended power uprates.  We used that a 14 

starting point for the ISG-6, and that had a breakdown 15 

of different disciplines.  So in the case of an EPU, 16 

there are many different disciplines, like how the 17 

core itself interfaces with the plant system, 18 

materials, things like that. 19 

  Within digital I&C, there are a number of 20 

different things, like the software, the hardware, and 21 

 I think we ended up with 12 different subcomponents 22 

to a digital I&C review.   23 

  Eventually, too, we would like to 24 

transition ISG-6 into a review standard.  I think the 25 
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colloquial term we are using is RS-002, just because 1 

there isn't one currently.  That would put it in the 2 

position of being durable guidance that interfaces a 3 

little bit more smoothly with the SRP perhaps.  We can 4 

go on to Slide 7.  Yes? 5 

  MEMBER BLEY:  Just clarification on some 6 

of the way NRC calls things.  Are there many review 7 

standards?  Why isn't this going to be an SRP?  What 8 

is the difference? 9 

  MR. MILLER:   SRP establishes the criteria 10 

by which we can approve things, how we do -- the 11 

measuring stick we hold something against; whereas, 12 

the review standard is typically something we develop 13 

when we have difficulty going through a review, and it 14 

tries to provide a more rigorous and formalized 15 

process for us to go through, but it still refers back 16 

to the SRP as the measuring stick we are using.   17 

  You could think of the review standard as 18 

how we hold the measuring stick against whatever we 19 

are trying to measure. 20 

  MEMBER BLEY:  Are there lots of these?  21 

See, I am not sure I have read any review standards. 22 

  MR. MILLER:  No, I think ours is -- 23 

  MEMBER BLEY:  It is the only one? 24 

  MR. MILLER:  It is RS-001.  That is it. 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 36 

  MEMBER BLEY:  That is the only one. 1 

  MR. MILLER:  Right now, yes.  So we are 2 

hoping to have Number 2. 3 

  MEMBER BLEY:  So it is more detailed 4 

guidance behind the SRP? 5 

  MR. MILLER:  How to use the SRP.  That is 6 

probably the best way to think of it. 7 

  MR. CARTE:  Let me just hop in.  I guess 8 

there is a couple of different places where 9 

information exists, and one of them are office 10 

instructions.  There are office instructions which 11 

guide part of that review.  Those are generally not 12 

available to the public.  The current versions are not 13 

available to the public. 14 

  There is also the SRP, and then there is 15 

also regulatory precedent.  So there are different 16 

places to look for information.  One of the idea we 17 

are trying to tie together is how the regulatory 18 

precedence of Oconee and Wolf Creek influence the way 19 

reviews will be conducted in the future.   20 

  Also, Chapter 7 of the SRP, I think, is a 21 

little unique in the way it is organized.  It has -- 22 

It is almost a matrix organization, with some criteria 23 

related to specific functions like 7.2 with reactor 24 

trips and 7.3 with ESF, and some criteria related to 25 
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topics like BTP-714 is regarding software. 1 

  So whether you have software in your 2 

reactor trip system or in your ESF system, you apply 3 

the same criteria.  So it is a little of a -- the BTP 4 

and the SRP sections are a matrix approach, which is a 5 

little different, I believe, than other review areas. 6 

  MR. MILLER:  And perhaps, too, on a 7 

smaller scale we have things like Reg Guides that you 8 

could consider mini-review standards.  You know, they 9 

show an acceptable way to get through a certain 10 

portion of a review. 11 

  MEMBER BLEY:  In principle, that is the 12 

guidance for the applicant. 13 

  MR. MILLER:  Yes, but on a larger scale 14 

with review standards, you are trying to integrate the 15 

number of different aspects. 16 

  So we have presented the format for ISG-6 17 

before, and it really has stayed pretty true to what 18 

we originally came up with, but we have added a number 19 

of things to it.  If you go to slide 8, I would like 20 

to go over some of the changes that are new to the 21 

committee. 22 

  We did add in three new enclosures.  One 23 

of them is a sample SE that we would -- Here is a 24 

table of contents for it, plus some population of 25 
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sections, maybe get into the staff conclusions, in 1 

addition to adding in a LAR table of contents, trying 2 

 to lay out for the licensee the format of what they 3 

would apply for. 4 

  One of the main things we did, though, is 5 

we went back and took Enclosure B.  When we first 6 

developed Enclosure B, we were hoping that this would 7 

be a one-stop shop.  Look at it.  I know the documents 8 

I need to submit. 9 

  I think it produced nothing but confusion 10 

initially.  Everybody looked at it and had a different 11 

mental idea of what a document title meant, what 12 

information that would actually provide.  So we took 13 

that to heart, and we went back.  What we did was -- 14 

and Norbert spent a lot of time putting together a 15 

cross-reference between Enclosure B and the actual 16 

text of the ISG. 17 

  The hope there is that you can go look at 18 

Enclosure B and get a very quick overview of what 19 

information I need, especially with the breakdown by 20 

the different tiers of review, and I will get to what 21 

the tiers of review mean later.  But then, if you have 22 

any question on the information the staff is actually 23 

seeking to satisfy that requirement, it has got a 24 

direct reference back to the body of the text in 25 
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Section D.  That will give you a very clear 1 

description of what the staff needs to resolve its 2 

concern with that specific aspect. 3 

  We have added in regional inspection 4 

items.  This kind of feeds into inspection procedure, 5 

for 3233, which was developed to help in performing 6 

the inspections of digital I&C upgrades.  7 

Additionally, too, in response to feedback, lessons 8 

learned, we have removed some of the information that 9 

we have determined not to be necessary for the staff 10 

review.  The list is here:  The installation plan, 11 

operating procedures, maintenance plan, training plan. 12 

 Norbert, you can perhaps expand a little bit on why. 13 

  CHAIRMAN BROWN:  Since you brought that 14 

up, I guess some of the stuff I can relate to, but you 15 

mentioned that the -- There were two specific ones.  16 

One was the software configuration management plan.  17 

You specifically stated you would not be reviewing 18 

that.  You were deferring that to the regional.  If 19 

you want to correct me, I've got the quote. 20 

  MR. CARTE:  I don't believe -- If that is 21 

true -- If it says that, that is an error.  We are not 22 

-- The software configuration management plan is 23 

something that we would continue to look at.  But one 24 

of the concepts that comes in -- and I think I 25 
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understand where that might come from -- is sometimes 1 

we are dealing with three different organizations. 2 

  We have a site entity which has their own 3 

plans and procedures.  We sometimes have an 4 

integration entity, which takes, say, sometimes a 5 

third party platform and assembles it to form an 6 

application.  Then you have the platform vendor. 7 

  So each one of those vendors would have 8 

their own set of plans and procedures.  So we are not 9 

interested in looking at all 12 plans that are 10 

described in BTP-14 for all three organizations.  So 11 

we are not interested in 36 plans. 12 

  So in general, the software configuration 13 

management plan at the site is not our interest.  The 14 

software configuration management plan of the vendor -15 

- or the application vendor as well as the platform 16 

vendor is of our interest, and maybe that is where 17 

that information came from. 18 

  So we look at specific plans from specific 19 

entities, but we don't look at all 36 plans from -- or 20 

all 12 plans from each entity. 21 

  CONSULTANT HECHT:  This is Myron Hecht.  I 22 

am just wondering if I can ask a question about, 23 

particularly, Enclosure B. 24 

  Where do you get evidence that the plans 25 
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are being followed? 1 

  MR. CARTE:  Well, okay.  There are several 2 

different plans.  One would be a software safety plan, 3 

and the result -- That plan generates documents, and 4 

by  looking at the documents that that plan generates 5 

-- By pulling the plan, you end up producing 6 

documentation and reviewing that documentation against 7 

the plan. 8 

  So we refer to the document at evidence 9 

that the software safety analysis plan was followed as 10 

the software safety analysis.   11 

  There is a V&V plan, and it will produce 12 

V&V reports.  So we look at the V&V reports.  There is 13 

a configuration management plan, and that will produce 14 

configuration audits and configuration reports, and so 15 

we will look at those produced -- the products 16 

produced as a result of following those plans. 17 

  CONSULTANT HECHT:  Well, particularly you 18 

mentioned configuration management, which is why -- 19 

which brought it to mind.  That is something which is 20 

kind of very difficult to do unless you actually go 21 

and do those audits or unless -- Wouldn't you want 22 

evidence of that, independent of what the plan says? 23 

  MR. CARTE:  Yes.  We do do thread audits, 24 

and in terms of the configuration management we are 25 
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looking at the documented configuration as the result 1 

of -- We are particularly interested in the documented 2 

configuration that is relative to fact. 3 

  So there are in process configuration 4 

items that occur.  We would address those during a 5 

threat audit, but the configuration management 6 

information we are particularly interested in is what 7 

was the configuration that was finally tested.  What 8 

is the final configuration?  Is that clearly 9 

documented? 10 

  CONSULTANT HECHT:  So in essence, what you 11 

are saying is that the output of these processes is 12 

the evidence that the processes have been followed? 13 

  MR. CARTE:  Right.  We would look at the 14 

output and compare it against the process.  Part of 15 

the thing which is a little funny in digital space is 16 

that each applicant is allowed to define their own 17 

process. 18 

  So in the sense that we then have to 19 

review, and accept or not, their process, if their 20 

process is acceptable, then we see if they actually 21 

follow the process.  In the end, we also check the 22 

results to see, yes, they followed the process, but 23 

were the results acceptable. 24 

  So it is a three-step process, but the 25 
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reason you review -- Your acceptance criteria for the 1 

outputs is the process the definition, because there 2 

is no objective definition of what exactly they should 3 

do.  They are free to define their own process. 4 

  CONSULTANT HECHT:  With respect to the 5 

developed -- specifically developed software, I guess 6 

 configuration management is fairly easy.  But what 7 

about what you call the platform software that has 8 

been produced by the -- how shall I say it? -- second 9 

or third party vendor? 10 

  MR. CARTE:  Right.  We have been rather 11 

narrow in what we have approved so far.  We have just 12 

reviewed and approved what might be called PLCs 13 

programmable logic controllers.   14 

  So the three platforms that we have 15 

reviewed and approved were basically submitted as 16 

Topical Reports.  Their configuration management plan 17 

was submitted as part of that.  One of our acceptance 18 

criteria or critical characteristics of these 19 

platforms is that they have a high quality development 20 

process.  So we do look at their process document to 21 

assure that we feel they have sufficient controls to 22 

document the results of their activities. 23 

  CONSULTANT HECHT:  But are these platform 24 

vendors -- you know, Triconus or, I guess, whatever 25 
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Allen-Bradley is called these days -- How much insight 1 

do you have into what they are doing? 2 

  MS. JAMES:  Well, for Oconee, I believe 3 

what we did was ask for all of the changes that were 4 

made from when the Topical Report was approved, and we 5 

looked at every one of those changes, and there were a 6 

lot of changes. 7 

  So from the platform to when it was 8 

submitted, part of the acceptance review that we do 9 

when we get a license application, is going to be to 10 

look at what changes were made, and that we understand 11 

all the changes that were made from when the platform 12 

was approved to when the licensee -- or the license 13 

application was submitted. 14 

  So the change management from the platform 15 

to when the license is submitted -- we are going to 16 

look at those changes.  Our hope is that we are going 17 

to be seeing more Topical Reports, and the Topical 18 

Reports are going to be like updates to the platform. 19 

 So if something changes, we are hoping to see an 20 

updated Topical Report to change that platform. 21 

  So the licensees will be able to refer to 22 

the latest Topical with updates, and that means there 23 

is less work that the licensee would have to do, and 24 

there would be more burden on the vendor to submit 25 
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updated packages for their platforms. 1 

  MR. MILLER:  Because I think the root of 2 

your question is that, say we approve a Topical Report 3 

on a platform.  That goes its own way, and then the 4 

vendor makes changes along the way, and then somebody 5 

later on goes to implement the version that has the 6 

changes they have made.  How do we resolve those 7 

differences?  Is that -- 8 

  CONSULTANT HECHT:  Yes.  That is one 9 

outcome of it. 10 

  MR. MILLER:  Right.  we struggled with 11 

that at first, because for licensing a power plant 12 

operating, they have got FAR 50.59.  That tells them -13 

- provides a litmus test for them what changes can 14 

they make without a prior NRC approval, and they also 15 

have 271.8, a document of changes that they do make 16 

without NRC approval. 17 

  CONSULTANT HECHT:  So within this process, 18 

you might have a subsidiary 50.59 process.  Is that 19 

what you are saying? 20 

  MR. MILLER:  We have kicked around that 21 

term a couple of times, but at the very least, anytime 22 

somebody comes in, we know that we have to resolve any 23 

differences that have occurred since the last time we 24 

found something to be acceptable. 25 
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  We have considered, and I don't know that 1 

we have come up with a new process, but we recognize 2 

that it may behoove us to do that, figure out a good 3 

way to resolve these differences or perhaps document 4 

them along the way.   So the thought is there.  I 5 

don't think we have a process in place to deal with 6 

that. 7 

  MR. CARTE:  Right.  In general, there is 8 

an office instruction which guides the topical review 9 

process.  It includes a template cover letter, and in 10 

the past that cover letter said, if our criteria or 11 

our regulations change, you need to either resubmit 12 

the documentation affected or justify why you don't 13 

have to do that. 14 

  So it is inherent in the Topical Report 15 

process that changes need to be evaluated or 16 

necessitate resubmittal of the appropriate 17 

documentation. 18 

  For a Topical Report, the number of -- we 19 

throw around the number that it takes about 2,000 20 

hours.  So when we get a platform Topical Report, we 21 

spend roughly 2,000 hours in performing that review.  22 

So it is a fairly detailed review of a platform. 23 

  MS. JAMES:  Can I interject here?  This is 24 

Lois James.   I think Steve Arndt has been trying to 25 
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interject.  So -- 1 

  MR. CARTE:  I'm sorry, Steve. 2 

  MR. ARNDT:  It is something that is a 3 

challenge.  It is something that we recognize and, 4 

actually, if you -- A little bit later in this 5 

presentation when we talk about our tiers of review, 6 

one of the things that we specifically highlighted is, 7 

for those cases where the licensee is referencing a 8 

previous application or a previous Topical Report that 9 

has been approved, but things have changed, we 10 

specifically look at certain documentation. 11 

  We look at the differences.  We look at 12 

why they have changed it, if they have changed it 13 

under an Appendix B program, what the impact, 14 

potential impact, it might have on the failure modes, 15 

and things like that.  So we look specifically at 16 

those kinds of issues as part of the ISG-6 process, 17 

and we will talk about that in two or three slides, 18 

actually, I think. 19 

  MR. MILLER:  Yes. 20 

  CHAIRMAN BROWN:  Well, that is fine when 21 

you are dealing with somebody who is coming in with a 22 

new license amendment request, and they are using a 23 

platform that is somewhat different than the 24 

originally approved one.  But specifically, let me 25 
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take you back to the software configuration 1 

management, in addition to these pillars, 2 

fundamentals. 3 

  Software, any change -- there is no such 4 

thing as personal opinion, no such thing as a minor 5 

software change.  They can kill you, no matter how 6 

minor it is.  Just look at the stuff that is out 7 

there, and once you have got a design which you have 8 

approved and it is in service, there's two components, 9 

at least two components of that. 10 

  One is the operating system software.  The 11 

other is the application software with which you have 12 

to deal.  Your plan -- The way this states right now, 13 

it says the plant specific -- plant specific SCMP will 14 

not be reviewed and approved with the LAR, but may be 15 

subject to the regional inspection of the system.  16 

That is in Section D.4.4.1.11.  It is the last 17 

sentence. 18 

  MS. JAMES:  What we are trying to do -- 19 

  CHAIRMAN BROWN:  Let me just finish the 20 

thought here.  The software process -- you've got all 21 

that stuff that is in there on the process, but the 22 

maintenance plan -- Okay, what is the vendor -- What 23 

if the designer says I have got a vulnerability in my 24 

operating system code that he finds later after the 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 49 

stuff is in service?  Now he is giving that to the 1 

licensee.  Who looks at it?  Does a licensee do that 2 

by himself? 3 

  MR. HILAND:  If there is an identified 4 

vulnerability, if it is on a basic component, 5 

including software systems, I would expect that a Part 6 

21 report would come into the agency, as required by 7 

the regulations.  So the licensee -- the onus is on 8 

them and the vendor, if the contract included the Part 9 

21 stipulation, which I believe most of them do unless 10 

it was commercially dedicated.  But that would be -- 11 

The onus would be on the licensee to report it on 12 

their Part 21, a basic component failure. 13 

  CHAIRMAN BROWN:  Because of the way these 14 

are phrased in these specific sections, it lends one 15 

to think that the staff, NRC, is not going to -- the 16 

regional office will be involved in, number one, 17 

establishing the software configuration management 18 

program.   19 

  The concern is what is the expertise of 20 

the regional offices?  You have a bunch of people that 21 

have sat through and had software failures or changes, 22 

and all they remember is they downloaded a Windows 23 

update, and all of a sudden they got the blue screen 24 

of death every time they click on a certain icon. 25 
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  It is that kind of concern, and yet it 1 

seems like the level of review or understanding has 2 

been pushed down to a level of expertise that is 3 

expected, but probably is not there.  That is for the 4 

maintenance plan, installation plan.  I mean, how you 5 

download software -- you can do it and screw it up and 6 

not know it, by the way.  It has really happened 7 

before, and there is a configuration management plan. 8 

  So those three areas all seem to be pushed 9 

back down to the regional offices. 10 

  MR. HILAND:  Yes.  This is Pat Hiland, and 11 

I will just comment.  What has been attempted to do 12 

was to have a dividing line between a licensing 13 

activity versus operation and regional type oversight 14 

activities in the licensing processes.   15 

  I will give you a very simple analogy.  16 

Somebody comes in with a digital safety system.  They 17 

want to have it licensed, but they don't plan to 18 

implement it for several years.  Should we just push 19 

that to back burners and wait or can we review it and 20 

license it for implementation at a future date? 21 

  That implementation -- that period is the 22 

responsibility for inspection activities at the 23 

regional office.  We certainly are available for 24 

consultation for all of the regional offices.  As a 25 
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matter of fact, our inspection activity is ongoing at 1 

the Oconee site.  I think that inspection procedure 2 

was worked on by both the regional office as well as 3 

Headquarters. 4 

  As far as the expertise in the regions, 5 

they are certainly learning about the digital I&C 6 

systems.  Over the past decade, they have learned 7 

about them.  As you know, they have been installed in 8 

several systems in the non-safety area of the plants, 9 

in particular in the feedwater systems.  A lot of 10 

digital I&C systems have been installed. 11 

  So I think what you are reading is -- or 12 

the impression we left is maybe what we want to do is 13 

a dividing line between this is enough to get a 14 

license, and in order to implement that license there 15 

is an oversight -- a reactor oversight process through 16 

the modification program at the plant we can inspect 17 

the mods that are going in, and then the day to day 18 

activities by our resident inspectors. 19 

  CHAIRMAN BROWN:  You clearly say that you 20 

are doing this on a licensing basis and that it is not 21 

required for the licensing of the design. 22 

  MEMBER BLEY:  Maybe you could say a little 23 

more for the concern Charlie just raised.  We have 24 

been out to a few of the regions over the last few 25 
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years, and I have been very impressed by the -- They 1 

have a lot more staff than I realized and a lot of 2 

expertise.   3 

  What we have never pursued, at least when 4 

I have gone to visit, is do they have this kind of 5 

expertise.  I don't know why they wouldn't, given the 6 

growing number of these systems.  Can you say anything 7 

about that? 8 

  MR. HILAND:  I know that in Region III, 9 

for example, there is a very celebrated I&C engineer 10 

in their region.  In Region II with the construction 11 

activities on their side of that region, they have 12 

developed in-house a lot of expertise.  I am not so 13 

familiar personally with Region I or Region IV, but I 14 

would assume that they have similar -- some expertise. 15 

  We have a formal program.  It is a TIA.  I 16 

believe it is a task interface agreement program 17 

where, if the region needs support, they pick up the 18 

phone.  If it is a 10-minute answer, we will give it 19 

to them, but if they need more than a couple hours or 20 

a day visit or we need to go out to help them assess 21 

something, we have this formal program which we 22 

utilize, and we would support them in that manner. 23 

  MEMBER BLEY:  Seems to me that has to be 24 

happening, though, out there, because there's a lot of 25 
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these systems now cropping up. 1 

  CHAIRMAN BROWN:  There is one more item on 2 

the table.  Go ahead. 3 

  MR. CARTE:  Can I make one comment?  Yes, 4 

I found the sentence you are talking about, and this 5 

is where a little bit of interpretation -- being a 6 

little myopic. 7 

  There is a certain model that we have in 8 

mind that we see that what people are doing, and based 9 

on that model, we are developing this guidance.  If 10 

the model changes, then we have to reconsider what is 11 

applicable. 12 

  The concept here -- I guess I will strike 13 

the word specific -- is the concept is that there is 14 

an application vendor who builds the application, 15 

ships the application, and there in that shipped 16 

application you have an identifiable software in the 17 

version.  18 

  So at that point, what the site has to do 19 

is capture and hold that software and be able to 20 

upload that software, which is a fairly simple 21 

activity.  So how they manage that, whether they 22 

manage it on a CD, is more a regional oversight 23 

activity. 24 

  When the model would change is where a 25 
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plant would buy all the hardware that it needed and do 1 

all the application development itself.  This guidance 2 

doesn't really talk with that model in mind.  So 3 

maybe, rather than talk about plant specific and 4 

vendor, we should talk about application developer.   5 

  We should look at the software 6 

configuration management plan of the application 7 

developer and of the platform developer. 8 

  CHAIRMAN BROWN:  One of the things I faced 9 

when we developed all the software based systems for 10 

the Navy was we have ships sitting out in the Indian 11 

Ocean, and how does the sailor, when something is 12 

happening that he is not -- how does he verify?  If he 13 

does any type of maintenance at all, how does he 14 

verify that he has the correct code actually 15 

installed?  How does he know that that PROM is the 16 

right PROM that goes on that platform that houses -- 17 

today?  Okay?  And where does he go to look for that? 18 

  You know, that is a part of it.  That is 19 

not the only configuration management you do, but when 20 

you get down to the deck level, that is where the 21 

rubber hits the road, and I presume there's operators 22 

as well. 23 

  Now I agree, that is a licensee.  That is 24 

their plant.  They have to have a methodology in 25 
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place.  There are ways to do that which are fuzzy, and 1 

there are ways to do that which are clearer and that 2 

doesn't get lost.  In other words, how is it 3 

documented such that it is easily accessible? 4 

  I am not trying to dictate anything except 5 

that is where I am thinking down that path.  I mean, 6 

something has come along.  For instance, say you get a 7 

new module that you have to replace.  You know, guy 8 

says, oh, this channel is down; we have got a spare 9 

module.  You bring it in; you plug it in.  How do you 10 

know it has got the right -- How do you know the 11 

operating system that is installed on that particular 12 

replacement circuit card is, in fact, the right 13 

version?  How do you know that the application code 14 

that you installed, that you access and then load onto 15 

it is the PROM that you have installed -- however you 16 

do it -- is the correct code? 17 

  Now  that can be done so it gets mixed up 18 

and it can not be.  It is just where you do that, and 19 

the concern was the expertise.  John, you had an 20 

observation? 21 

  MEMBER STETKAR:  Well, but, Charlie, and I 22 

struggled with this as I read through the guidance.  23 

At some point -- I mean, I will draw the analogy of 24 

everything else that they do in the nuclear power 25 
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plant.  At some point, you do indeed transition from 1 

licensing space to operations, maintenance, inspection 2 

space.  In other words, there are procedures written 3 

for how to replace, you know, a packing in a valve.  4 

That is not a licensing issue. 5 

  If somebody doesn't know how to do that, 6 

and if you don't have an inspector who knows anything 7 

about valves, there is a problem with the system, but 8 

that is not a licensing issue -- 9 

  CHAIRMAN BROWN:  I agree with that. 10 

  MEMBER STETKAR:  -- that that level of 11 

detail should be specified or reviewed at the stage of 12 

the fact -- you know, licensing the plant that indeed 13 

it is going to have a valve in that system that has 14 

got packing in it or something like that. 15 

  Some of that configuration control, you 16 

know, does have to transition over into the licensee, 17 

into the region, and it is incumbent on the agency 18 

that the regional inspectors have sufficient expertise 19 

and knowledge and guidance in their own way to make 20 

sure it is being done correctly. 21 

  I was bothered by a couple of things, at 22 

the fact that the licensing process basically ends in 23 

the factory -- the way you characterize it, in the 24 

factory, and that from there on out it is left up to 25 
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the inspectors, especially in the areas where the 1 

installation can change site specific parameter 2 

values.  I don't know what is all involved in that. 3 

  In other words, they can reconfigure parts 4 

of the system. 5 

  MR. CARTE:  Right.  Typically, all the 6 

ones I am familiar with, you can verify by looking at 7 

the system.  You can tell what software is in there.  8 

then it is recorded.  That is the software that was 9 

tested.  So being able to use the tools and looking at 10 

the system to determine what software is in there is 11 

fairly straightforward and is done for all the systems 12 

that I am familiar with. 13 

  Where you are getting at is we discuss 14 

about installation configuration tables.  Typically, 15 

these systems have setpoints.  So the actual value of 16 

the setpoint is not so much a licensing decision, 17 

because they will change the value of the setpoint.  18 

So when they configure their system, one of the things 19 

that they will change most often, I think, is setpoint 20 

values.   21 

  Now they will maintain within the tech 22 

specs.  The setpoint will be constrained by the tech 23 

specs, but as long as they don't exceed allowable 24 

values, they are free to make those changes. 25 
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  CHAIRMAN BROWN:  My issue is not with 1 

setpoints. 2 

  MR. CARTE:  But those are one class, but 3 

there are many different configuration parameters that 4 

do not change the software.  So the software version 5 

is one thing.  How that is configured, so they are 6 

certain configurable values, is something else. 7 

  CHAIRMAN BROWN:  I agree with that on the 8 

values.   This is not a values or a setpoint type 9 

question from my standpoint.  It is more of the code 10 

itself, not a value that you stick into a particular 11 

field that, obviously, is independent of the version 12 

of the code even.  I mean, it should be. 13 

  If you tie setpoints into versions of 14 

code, you are going to go -- If they are doing that, 15 

that is extremely complex. 16 

  The reason I bring the question up, just 17 

to explain my hardheadedness on this, is that the 18 

first system we went off to install in a ship, there 19 

was a number of problems as they were installing it 20 

and testing it.  A lot of software changes came down 21 

the road.   22 

  They were being sent with a new PROM from 23 

the vendor, mailed or carried down to the shipyard, 24 

plugged into the equipment, and after -- since I was 25 
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the top level manager, I kept seeing all these 1 

communications with software, new PROMs being shipped, 2 

told not to worry, everything is just fine.s 3 

  I stepped back and said, hold it, how do 4 

they know what is okay right now?  My guys assembled. 5 

 My senior guy said, it is all in the drawings; all 6 

you have to do is look at the drawings.  The vendor 7 

controls it.  When he changes that, he has to change 8 

this drawing and, therefore, it will be identified on 9 

the drawing. 10 

  I said, okay, right now I want you to go 11 

tell me what is -- look at the drawings.  Tell me all 12 

of the correct PROMs where the applications are stored 13 

and the operating system are right now.  And about two 14 

or three weeks later, I had had no response.  They 15 

couldn't find it. 16 

  So we stopped all operations for -- Dan, 17 

you remember this.  Well, it actually happened before 18 

your watch, but the story goes on, because I made sure 19 

I repeated it to all the new guys.  We stopped 20 

everything for weeks until we had control of the 21 

software and knew what -- and these sailors could tell 22 

where everything was. 23 

  So I bring that up as there is a real 24 

transition period from bringing this thing in.  Once 25 
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you get in service, it is a little bit more benign, 1 

because you are just operating, but all these 2 

installations -- When you are doing that installation, 3 

there is always some nuance in each plant that 4 

generates probably some change for that particular 5 

plant, and so I get real nervous when I am looking at 6 

less than total control of how that process is 7 

executed.  That is all. 8 

  MR. CARTE:  Right.  I think it is just a 9 

clear defining line .  When a system is through FAT, 10 

it is defined.  It is configured, and it is knowable. 11 

 There, that is where the licensing activity ends.  12 

When it transitions to the region, that is a regional 13 

oversight activity.  That is how we have drawn the 14 

line. 15 

  CHAIRMAN BROWN:  Okay.  I understand that, 16 

and I will stop beating this one based on the comments 17 

from my esteemed colleague.  I am going to call a 18 

break here at a convenient time at about 10:15.  19 

  MEMBER BLEY:  We are almost halfway 20 

through the first half. 21 

  CHAIRMAN BROWN:  Yes.  We are not in too 22 

bad a shape.  This is it.  So we can have these 23 

discussions, which was intended.  Ed? 24 

  MR. MILLER:  Okay.  We will go to the next 25 
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slide.  I will briefly go through the licensing 1 

process, because we have been through it previously.  2 

It really hasn't changed.  It is what we presented to 3 

you before.  I don't think there were any major 4 

comments that would have necessitated any changes for 5 

it.  But it is meant to be a more rigorous 6 

implementation of licensing under Part 50. 7 

  MEMBER BLEY:  I know we have talked about 8 

this before, but I got to raise this, because I keep 9 

thinking -- This applies to operating plants.  It 10 

doesn't apply to new plants. 11 

  MR. MILLER:  Correct.  Absolutely. 12 

  MEMBER BLEY:  Well, two things.  This one, 13 

I am not sure about.  Well, yeah, I am, but I will go 14 

ahead and ask it. 15 

  NRO owns a plant through the COL until 16 

initial criticality.  Do they give it to NRR at some 17 

point in the future?  Do we know when that transition 18 

happens?  Does anybody believe that transition will 19 

happen or does NRO keep it forever? 20 

  MR. HILAND:  The answer to that is an 21 

unknown right now.  The senior management -- 22 

  MEMBER BLEY:  That is what I have been 23 

running into. 24 

  MR. HILAND:  Well, yes, and the senior 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 62 

management is trying to decide should we have two 1 

separate organizations, because the technologies are 2 

different. 3 

  MEMBER BLEY:  Or they might stay in NRR. 4 

  MR. HILAND:  It might be a separate office 5 

of the new breed of reactors, or a separate division. 6 

  MEMBER BLEY:  So it is at that level. 7 

  MR. HILAND:  It is at the senior office 8 

level to discuss. 9 

  MEMBER BLEY:  You don't need to go further 10 

on that one. 11 

  MR. HILAND:  Good. 12 

  MEMBER BLEY:  The next thing is, assuming 13 

that they will transition to NRR at some point in 14 

time, I can envision a plant gets a COL and something 15 

happens, and they sit there for four years, because 16 

something happened somewhere.  Then they come back to 17 

finish the plant, take it critical, but by now there 18 

is a reason they want to upgrade some of their digital 19 

I&C.  Why wouldn't this apply to them? 20 

  Is there coordination between the two 21 

offices such that, if something like that happens, or 22 

will it be a completely different process.  Then when 23 

you get it, it has been approved. 24 

  MR. HILAND:  I will take a shot at -- This 25 
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is Pat Hiland -- at commenting, if not answering the 1 

question.  NRO, with that scenario, might certainly 2 

find an ISG-6 or RS-OO2, whatever it is, useful -- 3 

might very well find it useful. 4 

  In our desire, and the reason we do have 5 

technical consistency, routine meetings between NRO 6 

and NRR at the staff level, at the branch level, at 7 

the Division of Engineering level, at the division 8 

level, is to assure ourselves that we have done as 9 

good a job as we can to assure that the end product, 10 

that the same will be applied. 11 

  I can't speak for Part 52 other than I 12 

know the acronyms DAC and ITAAC, but when they are 13 

done and they start to pull the control rods to start 14 

the plant up, the effort by this agency to assure with 15 

reasonable assurance the safety of that plant should 16 

be very, very similar.  It won't be identical.  They 17 

are different vintages, different types of systems in 18 

plants, but that is our goal. 19 

  MEMBER BLEY:  The last thing on this:  Has 20 

NRO been participating in all the working groups? 21 

  MR. HILAND:  The Digital I&C Steering 22 

Committee, as you are aware, is made up of five office 23 

senior managers, and the -- 24 

  MEMBER BLEY:  I was aware of it.  Go 25 
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ahead. 1 

  MR. HILAND:  Okay.  The Division of 2 

Engineering in NRO, Mr. Tom Bergman, is a member of 3 

the Digital I&C Steering Committee. 4 

  MEMBER BLEY:  Okay.   5 

  MR. HILAND:  And they have been 6 

participating, and I can't remember one that they are 7 

not, at all the task working groups, and the Task 8 

Working Group 6, they have observed and provide 9 

comments for the past couple of years.   10 

  They entered into that tentatively, 11 

because it doesn't impact their work, but they entered 12 

into it to assure some consistency between NRO and 13 

NRR.   14 

  MEMBER BLEY:  Enough of that.  Go ahead. 15 

  MR. MILLER:  Thank you for the comment.  I 16 

think we certainly do have some break points that need 17 

to be defined in the future, but understanding that 18 

the process for doing those is much further down the 19 

road, we really did just focus this on the Part 50 20 

licensing process and what we could do at the time. 21 

  So we do have a few tools that are at our 22 

disposal here, and we are not changing the SRP with 23 

this, but we were able to refine the process, 24 

institute a few more -- I will call them rules of 25 
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engagement for dealing with the digital I&C upgrade 1 

that we hope, I think, have prove successful already 2 

in a few short term implementations at adding 3 

discipline to the process, increasing accountability 4 

for what decisions we come up with, and keeping us 5 

rolling down the review process. 6 

  Could you go to  Slide 10?  Again with 7 

this flow chart, there is really nothing new here, but 8 

it is probably important to note that the break lien 9 

between Phase 0 and Phase 1 is the initial submission 10 

of the application LAR. 11 

  The break line between Phase 2 and Phase 3 12 

would be the issuance of the SE.  So, really, Phase 1 13 

and Phase 2 encompass the actual licensing process; 14 

whereas, Phase 1 and pre-licensing activities, which 15 

Headquarters is involved in, and then Phase 3, 16 

Headquarters transitions to a support role to the 17 

regions. 18 

  As with anything, we would always be the 19 

center of knowledge for something, providing support 20 

to the regions, but over time, as I believe Pat 21 

alluded to, that knowledge is going to flow to the 22 

regions well, and they will feel more comfortable 23 

dealing with situations about as much as we are 24 

support. 25 
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  Go to Slide 11, please.  Phase 0 is 1 

probably the biggest part of what we created with ISG-2 

6 in the printed process area.  We have always had 3 

pre-application meetings.  It has been helpful in the 4 

past most of the time, but a lot of what you find is, 5 

once the application comes in and people look at it 6 

and they go, well, I thought we agreed to this or I 7 

thought we were expecting to get this, or you said 8 

this was okay -- we are trying to do a way with that. 9 

  We want to have very detailed meeting 10 

summaries that -- We don't have to come to agreement 11 

to something, but anything that we do discuss in these 12 

meetings, you know, whatever positions are stated, 13 

take and we document in this. 14 

  Now, obviously, we can't make a regulatory 15 

decision during a public meeting in this format, but 16 

if the staff provides an initial assessment that the 17 

way a licensee has proposed to address something seems 18 

acceptable or seems like it is a good approach, we can 19 

put that down in the meeting summary.  20 

  If the staff expressed that one of the 21 

approaches the licensee has thought of may be fraught 22 

with error or, you know, they need to make sure that 23 

they address X, Y and Z in their application to help 24 

the staff better perform its review, we put that in 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 67 

the meeting summary. 1 

  So by the time that we transition to Phase 2 

1 -- you can go ahead to the next slide. 3 

  MEMBER BLEY:  Are these in any sense 4 

binding on either party? 5 

  MR. MILLER:  No, and they can't be, by 6 

definition.   7 

  MR. CARTE:  Well, sort of.   8 

  MEMBER BLEY:  I mean, is it binding on you 9 

guys? 10 

  MR. CARTE:  Well, they are not binding, 11 

but if they come in with a certain arrangement and 12 

then they deviate from that arrangement, it can be 13 

problematic for them.   14 

  So if we have a clear a clear 15 

understanding, then the acceptance review should not 16 

be a problem.  If they break that understanding, then 17 

the acceptance review might be a problem, and we 18 

wouldn't accept it for review.  So it is getting past 19 

that acceptance review stage, and that is maybe the 20 

obligation in the sense that it is easy to have a 21 

reasonable assurance of getting through the acceptance 22 

review, not of any determination as a result of the 23 

review.  But it just makes things acceptable for 24 

review. 25 
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  MEMBER BLEY:  Okay.  And I assume, even 1 

though you may have -- staff may have given some 2 

opinions at this point, when you actually get into 3 

your detailed look, they might not end up being right, 4 

and you could have questions in areas you thought 5 

would have been -- 6 

  MR. CARTE:  Correct. 7 

  MR. MILLER:  The way you couch it is very 8 

accurate, because it would be inappropriate for us to 9 

say what you propose sounds pretty good; you know, 10 

send it in, and we will approve it.  But it would be 11 

far more appropriate for us to say, you know, what you 12 

said sounds pretty good; make sure you address XYZ 13 

when you submit it, the staff feels comfortable with 14 

what you said here, things in those kind of terms 15 

where we can show them what they need to augment in 16 

their submittal and show them what it sounds like they 17 

have already got a pretty good handle on. 18 

  That is kind of a level of feedback that 19 

we would expect to provide the licensee at these 20 

points, or emphasize things that might be buried 21 

within an SE.  For instance, the Wolf Creek FPGA, 22 

there was sufficient diversity for that application. 23 

  So if someone were to simplistically 24 

interpret that, say, oh, FPGAs don't need any D-3, 25 
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because there is enough diversity in there -- no, no. 1 

 There was enough diversity in that application.  An 2 

application that was more safety significant would 3 

require additional measures, as was stated in the SE. 4 

 We emphasize things like that where there might 5 

misunderstandings. 6 

  MS. JAMES:  The key, though, with this 7 

Phase 0 meetings, we want to have these discussions 8 

before the application comes in.  We want to 9 

understand what is coming in, so we know what to ask 10 

for.  We want the licensees to understand what we are 11 

asking for so we get the better product. 12 

  MEMBER BLEY:  Maybe you will get fewer 13 

errors. 14 

  CHAIRMAN BROWN:  Yes.  I just had -- This 15 

is another location in this preamble lead-in type 16 

stuff where it is an emphasis issue.  In other words, 17 

we say the staff intend to use the public meeting to 18 

engage licensees in a discussion of how their proposed 19 

I&C design will address defense in depth diversity, 20 

and a few other things.   21 

  No emphasis on -- The only thing that is 22 

important is defense in depth and diversity.  23 

Independence is not even listed.  Determinate behavior 24 

is not even listed.  Redundancy is not.  I mean, it is 25 
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all back in the back, but the philosophy, the emphasis 1 

on where is the big picture, what are the important 2 

fundamentals, and how do we get -- I agree that 3 

diversity, defense in depth is important, but they are 4 

not the primary -- the primary bulwark of the safety 5 

system.  The primary bulwark is really the redundancy, 6 

independence, and determinate behavior. 7 

  The diversity and defense in depth are 8 

back-ups fundamentally.  They are the second layer or 9 

the multiple layers we have always had in various 10 

nuclear plant design to ensure that, if something 11 

happens, we have got the numbers covered, and that is 12 

in the pre-application phase. 13 

  That is where you send the message.  You 14 

have really got to make sure we understand the 15 

particular focuses, as well as -- because that is the 16 

integrated look at all the little nits and lice and 17 

pieces that you have all back in the details. 18 

  MS. JAMES:  I think that is a great 19 

comment, and from our perspective I am thinking -- I 20 

think Dr. Bley had mentioned that maybe we are a 21 

little bit too into the weeds or the details of what 22 

we are doing, that we are not seeing some of the 23 

comments, as you are saying. 24 

  We know why we put those two in there, 25 
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because we put those examples, because that is where 1 

we have experienced difficulties in other 2 

applications.  So we are trying to highlight where we 3 

have seen problems and try to address the problems.  A 4 

great observation that that is not what the preamble 5 

could be. 6 

  The preamble should set the stage, and the 7 

stage is bigger than just those two.  So -- 8 

  CHAIRMAN BROWN:  Fundamentals and stuff 9 

like that is a good stage setting.  That is where 10 

Section B and the lead-ins for this particular one -- 11 

 There was one other place within that early section, 12 

since you are talking about pre-application, and I am 13 

trying to find it.   14 

  Yes, it was on Section B-12 where you talk 15 

about documentation reviewed.  There was a cryptic 16 

sentence that says, "The ISG does not describe" -- It 17 

is on page 3 of your ISG, the clean copy. 18 

  It says that we don't describe a design 19 

process.  He can do his own.  You know, we are not 20 

trying to dictate the process.  No problem.  There is 21 

a set of 10 CFR requirements, regulatory requirements. 22 

 then it goes on to say, "Then it is assumed that 23 

there is a documented design analysis that 24 

demonstrates the safety system meets this regulatory 25 
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requirement." 1 

  In other words, it talks about IEEE 603, 2 

Clause 5.1 single failure criteria.  It doesn't say we 3 

are going to look at that.  It says we are assuming 4 

there is a process and a report that will document 5 

this.  Then it goes on again later.  It says, "It is 6 

also assumed that the V&V team assume."  The use of 7 

the word assume in evaluating the suitability of their 8 

design is -- I don't think that is a good word to have 9 

right up there in the frontispiece. 10 

  So it kind of goes along with the 11 

fundamentals and trying to get us out of the -- and 12 

the design detail, you know, with this kind of "while 13 

we don't do a complete design," we will look at blah-14 

blah-blah, whatever.  And this is kind of the third 15 

bullet in that thought process in these lead-in 16 

paragraphs. 17 

  MR. CARTE:  Yes.  Historically, I can -- 18 

There's internal discussions that occur sometimes in 19 

terms of what do you do to minimize regulatory burden. 20 

 At some point, the concept is that we are looking -- 21 

we are not trying to dictate their design process.  We 22 

are not telling them what documents they need to 23 

produce.   24 

  We are saying, well, I don't see how you 25 
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can follow a process and not document your activities. 1 

 So we assume that there is documentation, and we are 2 

kind of saying -- the thought is we are not telling 3 

you to write these documents; we just -- they must 4 

exist.   5 

  CHAIRMAN BROWN:  You just said it.  6 

Instead of saying it is assumed, you say the applicant 7 

should ensure that documentation exists to do 8 

whatever.  I mean, it is just a matter of tone.  9 

Assumptions don't go well when you are doing a review 10 

of anything, but you effectively say that the 11 

applicant must produce documentation.  You don't tell 12 

him what it is, specifics, but he has got to have 13 

documentation of the design or meeting that particular 14 

requirement. 15 

  MR. MILLER:  Right.  Perhaps to rephrase 16 

your comment a little bit, saying that we assume that 17 

something was done implies that that is as far as we 18 

go.  That is not the case. 19 

  CHAIRMAN BROWN:  Exactly. 20 

  MR. CARTE:  Changing that wording is not a 21 

problem. 22 

  CHAIRMAN BROWN:  Again, it is a matter of 23 

philosophy perspective. 24 

  MR. MILLER:  Excellent feedback.  25 
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Appreciate it. 1 

  Where were we?  Phase 0:  So we talked a 2 

little bit about how to use Phase 0 as a more -- to 3 

introduce more rigor into the process. 4 

  Once they get into the Phase 1 and Phase 5 

2, I will talk a little bit, too, about how during 6 

Phase 0 meetings we will discuss when certain 7 

information will be submitted.  Can you click over to 8 

Phase 1? 9 

  LIC-109 is the acceptance review procedure 10 

that we developed about maybe two years ago, and this 11 

deals with verifying that an application has -- or at 12 

least an initial assessment agrees that the 13 

application has sufficient information for the staff 14 

to come to a conclusion on its acceptability for 15 

issuance. 16 

  It doesn't mean that we are going to 17 

approve.  It doesn't mean we are going to deny it.  it 18 

doesn't mean we won't have RAIs, but it looks like 19 

they have at least come close to the mark os 20 

submitting sufficient information for the staff to do 21 

its review. 22 

  One of the cardinal sins that we 23 

introduced in LIC-109 was promising information down 24 

the road.  For most reviews, it is inappropriate for a 25 
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licensee to say, hey, you know, we are going to do 1 

this calculation, we are pretty sure it will show that 2 

whatever we are trying to change is appropriate; we 3 

will get that calculation to you six months down the 4 

road, halfway through your review.   5 

  We have experienced no end to 6 

consternation during reviews due to things like that, 7 

 that additional comments, additional problems show up 8 

once we get the information, and we are already 9 

halfway through the scheduled review at that point. 10 

  Much to the contrary on that, the digital 11 

I&C upgrade life cycle process just does not fit that 12 

model for a review.  So we really broke out from that 13 

point and acknowledged that licensees are going to 14 

have to submit additional information.  They are going 15 

to have to promise this to us down the road after they 16 

have submitted their initial application for an 17 

amendment. 18 

  So during the Phase 0 we talk about what 19 

information that is, come to some understandings of 20 

what it would be, and the schedule for submission of 21 

it.  That way, the staff is fully appraised of what it 22 

is getting and when it is getting it.  So again, Phase 23 

1 is when we receive the initial LAR. 24 

  Could we go to Phase 2?  This would begin 25 
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after we receive the additional information.  There 1 

certainly would be no definitive line between Phase 1 2 

and Phase 2, more just conceptually:  This one is in 3 

the beginning; this one is near the end. 4 

  With Phase 2, though, I want to bring into 5 

the discussion a new concept that we haven't talked 6 

about before, and this is portal technology, which is 7 

the working term for any kind of digital accessed 8 

licensee documents. 9 

  We would use this in sort of a review or a 10 

auditing fashion.  It is not any information that has 11 

been submitted, but the staff would have electronic 12 

access from their desks to the licensee's library to 13 

look at certain documents, a lot of them to very 14 

quickly browse through their library and look at what 15 

they have and, therefore, focus their RAIs to get the 16 

information that we need to make our regulatory 17 

decision. 18 

  It is a little bit of a new concept, but 19 

one of the important things to remember is the staff 20 

still has no ability to make a regulatory decision on 21 

anything other than docketed information.   22 

  Anything that we saw during a digital 23 

audit using any kind of portal technology, if we 24 

determined that it was necessary for the staff's SE, 25 
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we would have to request it by an RAI.  It would have 1 

to be submitted on the docket.  We would go through 2 

all the proprietary reviews, things like that, but 3 

this allows us -- It is a focusing tool.  Did you have 4 

a question on that? 5 

  CHAIRMAN BROWN:  Yes -- No, I am just 6 

listening.  Don't take my comment as an agreement or 7 

disagreement, and I am thinking parochially; because 8 

some of these items, some of the stuff, I am presuming 9 

that new designs or stuff will be presented to the 10 

Committee, and we will be needing information to 11 

review them, and we will not have access via portal 12 

technology to the licensee's databases, and I don't 13 

want it, to learn something new like that.  You didn't 14 

hear me say that. 15 

  Let me finish quickly, Myron.  So I am -- 16 

My question is how do you plan to take this and make 17 

sure you have -- because we have been very -- I don't 18 

like to use the word aggressive, but insistent on 19 

having sufficient information to draw a conclusion the 20 

design is -- go back to the beginnings.  There were 21 

four fundamentals, particularly independence and 22 

determinate behavior, which require significant data, 23 

drawings, figures and explanation in order to ensure 24 

that the design is going to fall into these categories 25 
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-- you know, meets those fundamental principles. 1 

  MR. MILLER:  And I think you hit on it 2 

with the term that we need sufficient information to 3 

come to the staff conclusion.  Anything that is 4 

leading us to the staff conclusion has to be on the 5 

docket. 6 

  CHAIRMAN BROWN:  Okay. 7 

  MR. MILLER:  So that still has to be 8 

there. 9 

  CHAIRMAN BROWN:  This would be just part 10 

of your all's background?  You can sort around, look 11 

and pick, and then if you need something, then you 12 

have to get it -- you have to request it to be 13 

submitted and docketed? 14 

  MR. MILLER:  Right.  It is kind of 15 

refining the 'bring me a rock" process. 16 

  CHAIRMAN BROWN:  Refining the what? 17 

  MR. MILLER:  They only have to bring us a 18 

rock once, and then we -- you know, we know that it is 19 

the right one, not to get too silly with it. 20 

  CHAIRMAN BROWN:  Okay.  That is all I had 21 

on that.   22 

  CONSULTANT HECHT:  I had a question.  It 23 

wasn't clear to me who maintained the portals.  I 24 

mean, getting to your question, Charlie, if the NRC 25 
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maintains the portals -- 1 

  MR. CARATE:  No, they don't. 2 

  MR. MILLER:  This is the licensee's 3 

system.  It would be simply providing to the NRC a 4 

user name and a password to access it. 5 

  CONSULTANT HECHT:  Well, yes.  In that 6 

case, I would agree with Charlie's observation.  Right 7 

now in my day job, I have access to four or five 8 

different contractors' portals, each of which requires 9 

a certificate, each of which requires separate 10 

passwords which have to be changed every 60 days, each 11 

of which requires basically a lot of learning a 12 

totally different document -- or directory structure, 13 

for lack of a better term. 14 

  So let me ask you:  Is the process -- Are 15 

dockets maintained?  Will they be maintained and be in 16 

the NRC repository in a more standardized way? 17 

  MR. MILLER:  Absolutely.  The only thing 18 

we hope to reduce in utilizing portal technology is 19 

the submission of information that ended up being of 20 

no use to the staff.  For instance, I think you had a 21 

good example where you requested -- or you asked a 22 

certain question of the licensee, and they gave to you 23 

a user manual.  Go ahead and put that on. 24 

  MR. CARTE:  Sometimes we get stuff that we 25 
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see no value in, and then the response is, well, we 1 

don't know what you want.  The example:  On a recent 2 

application, we asked for a description of their plant 3 

computer, and they sent us a network and a connection 4 

diagram as well as a Dell server manual.   5 

  So I can go online and download that 6 

server manual from Dell, and that really doesn't 7 

describe the plant computer.  But someone made a 8 

conscious decision that this describes the plant 9 

computer, and we more of that than we would like, and 10 

maybe this would help and expedite the process, 11 

because we ask for something.  They respond in 60 12 

days, and then we ask for something again.  it is a 13 

very long, drawn out process.  We are just trying to 14 

make this quicker. 15 

  We get online.  We look at it.  We say, 16 

no, that doesn't have the information I am looking 17 

for, and maybe also some of these documents are rather 18 

large and we can say, you know, Section 3 is useful to 19 

me, and the other sections aren't. 20 

  For instance, an engineering design change 21 

package may have a lot of -- have a short descriptive 22 

section which is useful, and a lot of details which 23 

are not of regulatory concern.  So I would say, well, 24 

I need Section 3 out of that document or the 25 
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information from Section 3, but I don't need those 1 

thousands of pages of drawings. 2 

  MEMBER BLEY:  So you haven't tried this, 3 

but it looks like it might be helpful to you? 4 

  MR. MILLER:  It has been used, say, on a 5 

case by case basis in a few other places.  I know 6 

license renewal has used this.  The interest now is to 7 

kind of get something that is maybe at the office 8 

level or maybe even higher governing how we use it. 9 

  Being a government agency, we have a lot 10 

of interesting interactions here, like how does FOIA 11 

apply to something that you are looking at on your 12 

screen in a portal terminal?  So we have to figure out 13 

a lot of these nuances that, you know, if we don't 14 

think about them now, they are going to bite us the 15 

first time it comes up anyway.   16 

  So we have used it before, but not 17 

specifically in digital I&C. 18 

  MS. JAMES:  And it does not have to be 19 

used. 20 

  CHAIRMAN BROWN:  No, I wasn't trying to 21 

push that point. 22 

  CONSULTANT HECHT:  I would just caution 23 

you that, with the differences in directory 24 

structures, what you end up with is often you have to 25 
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ask the licensee to e-mail you the reference, which is 1 

not too much difference than e-mailing you the 2 

document, except that perhaps it makes the licensee's 3 

job a little bit easier, because they know precisely 4 

what they have given you. 5 

  MR. CARTE:  Well, we can think of the 6 

portal technology as just an electronic bag run.  So 7 

occasionally you go to a licensee's site to determine 8 

what information you need, what documents you need.  9 

So it is just an electronic way of doing that.  It is 10 

not --  11 

  CHAIRMAN BROWN:  Okay.  Oh, I am sorry, 12 

John.  I was going to move on.  Did you -- 13 

  MEMBER STETKAR:  No. No. 14 

  CHAIRMAN BROWN:  Okay.  If you will raise 15 

your hand up -- Just to give you a heads up, after 16 

this slide, we are going into the tiers of review.  I 17 

was going to say that is an appropriate break point. 18 

  MR. MILLER:  Okay. 19 

  MEMBER STETKAR:  Let me ask one thing.  20 

This is in the last version of the ISG that we 21 

reviewed.  There was something called a preliminary 22 

failure modes and effects analysis that was submitted 23 

as part of the Phase 1 process when the licensee 24 

amendment request was prepared and submitted, and then 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 83 

a final failure modes and effects analysis was 1 

developed and submitted during Phase 2. 2 

  I noticed that the preliminary failure 3 

modes and effects analysis has disappeared from Phase 4 

1.  Thee is only a requirement to provide a failure 5 

modes and effects analysis in Phase 2, which is 6 

characterized as 12 months prior to the request for 7 

approval. 8 

  Why was -- Somebody, obviously, made a 9 

conscious decision to do that.  Why was that decision 10 

made? 11 

  MR. MILLER:  I think this came out of 12 

stakeholder feedback, too, but I will let you. 13 

  MR. CARTE:  Well, it is an attempt to 14 

reduce the amount of information.  Did we really need 15 

to see a draft and a final?  So if we just see the 16 

final, then that is good enough.   17 

  MEMBER STETKAR:  Well, in many cases, a 18 

draft will help both the applicant and the staff to 19 

start focusing on the things that I keep talking 20 

about, the sort of integrated look at how the system 21 

works or, in this case, doesn't work, and kind of 22 

sending a message that they need to start thinking 23 

about that early on in the process might actually help 24 

things. 25 
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  I understand, applicants don't like to do 1 

a lot of things, but sending in a final failure modes 2 

and effects analysis, especially of the complexity -- 3 

we will talk about this later, for time constraints.  4 

The discussion of failure modes and effects analyses 5 

in this interim staff guidance is quite extensive.   6 

  The discussion isn't very extensive, but 7 

if you look at what the description indicates should 8 

be provided, it is pretty doggone extensive, including 9 

fairly detailed evaluations of software failure modes. 10 

 if people don't start thinking about that pretty 11 

early on, and if you don't start getting some early 12 

feedback about how they are thinking about it pretty 13 

early on, I suspect you are going to have some 14 

surprises. 15 

  MR. HILAND:  This is Pat Hiland.  Let me 16 

comment, if I could, please.  Appreciate the comment 17 

that you made.  I understand that, but I constantly 18 

caution my staff on reviewing draft information and 19 

being a consultant. 20 

21 
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  Not that this would be in that arena, but 1 

just -- that is not our job, is to be a consultant and 2 

to ask for in the final document is acceptable to me. 3 

 There's a lot of advantages to having something early 4 

and to have dialogues.  I agree.  But -- 5 

  MEMBER STETKAR:  I understand that 6 

philosophy.  It is simply since the failure modes and 7 

effects analyses, as they are described in the 8 

document, could be quite complex and quite extensive, 9 

my only concern was receiving that information 12 10 

months before the anticipated acceptance date could 11 

lead to fairly protracted RAI processes when you do 12 

start looking at that product. 13 

  MR. ARNDT:  The licensee is free to submit 14 

the document earlier. 15 

  MEMBER BLEY:  The other side of that is 16 

every time you ask a question, they say, oh, it is in 17 

the next revision. 18 

  MEMBER STETKAR:  Okay, thanks. 19 

  MEMBER BLEY:  And there is a lot of that 20 

we have been seeing. 21 

  MR. MILLER:  And things like that, too, 22 

may come out as we go through the Diablo Canyon 23 

review.  So we will refine that as we go through, but 24 

we certainly won't put in there that we assume they 25 
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write a preliminary FMEA. 1 

  So jumping ahead, though, to Phase 3, this 2 

actually occurs after the licensing process.  We have 3 

issued the amendment.  This is where we transition to 4 

an inspection activity out in the region, but of 5 

course, this is supported by the Headquarters as 6 

needed. 7 

  We provide via the SE feedback on what the 8 

staff thinks that the region should be looking at, 9 

trying to guide them in the right direction, and they 10 

can use 52-003 to implement those suggestions from the 11 

NRC Headquarters SE. 12 

  That would be the end of Phase 3.  If you 13 

want to transition to -- Right? 14 

  CHAIRMAN BROWN:  Yes, thank you very much. 15 

 We will go ahead and take a 15-minute break.  We will 16 

restart at 10:35.  I would also -- Since where we are, 17 

NEI has probably, what, five or 10 minutes?  Have they 18 

got the slides for you?  Yes or no? 19 

  MS. ANTONESCU;  We don't have the slides, 20 

because they are just comments made by the -- 21 

  CHAIRMAN BROWN:  Well, he had some -- 22 

There were some slides.  I don't know if he wants to 23 

present them.  We are going to need to wrap up your 24 

last slides, if we can restrain ourselves, so that we 25 
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provide opportunity around 11:30 or 11:40, and then 1 

have some time just to make sure we summarize.  Okay? 2 

 We will take a break right now. 3 

  (Whereupon, the foregoing matter went off 4 

the record at 10:18 a.m. and went back on the record 5 

at 10:36 a.m.) 6 

  CHAIRMAN BROWN:  The break is over.  The 7 

meeting will now come back into order.  Ed, proceed. 8 

  MR. MILLER:  Okay.  Real quickly before I 9 

turn it over to Norbert to talk about some of the 10 

technical aspects, the tiered concept that we brought 11 

in really gets to that issue before about what if 12 

something changes after an approval of a Topical 13 

Report or after the approval of implementation at a 14 

particular site. 15 

  So initially, anything would have to be a 16 

Tier 3.  It is totally new.  We haven't seen it yet.  17 

The staff expects to spend a significant amount of 18 

review time getting to know this system, understand 19 

what it is, and delineate the envelope for which we 20 

are approving use. 21 

  After we have done that, use of that in 22 

the exact same situation would be a tier 1 review.  23 

Our review would be little more than confirmatory at 24 

that point to verify that, yes, it is the same system 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 88 

and, yes, it is being used exactly as we had approved 1 

it before. 2 

  Where we anticipate a significant portion 3 

of the reviews to fall, though, would be tier 2, 4 

something that has been previously approved but being 5 

used either with a new system, updated PROM inputs, 6 

like you said, different -- 7 

  CHAIRMAN BROWN:  Hold on a minute.  8 

Christine, could you close the door back there?  There 9 

is some background noise coming in.  I apologize.  I 10 

was just trying to connect the dots here. 11 

  MR. MILLER:  So tier 2 is where either the 12 

system has had some design updates, changes, tweaks, 13 

or its implementation has been changed in some way.  14 

That is, it is being used for a different purpose, 15 

being used for a four-channel implementation versus a 16 

three-channel implementation, something different.  17 

  How significant that is, how deeply the 18 

staff has to dig into these differences, that is 19 

something that we need to refine as we go through 20 

this, but we at least acknowledge that that is 21 

probably the way things are going to play out in 22 

approving these systems. 23 

  So we will go over to slide 16.  Norbert 24 

is going to get into, really, the technical meat of 25 
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what was augmented into Section D. 1 

  MR. CARTE:  Right.  So I thought I would 2 

start off first with the general concept, which I 3 

mentioned earlier, of software reviews. 4 

  In general, it is based on BTP-714.  There 5 

are three major sanctions to the acceptance criteria 6 

in Section BTP-714.  One is the planning review, and 7 

that is basically the applicant is allowed to 8 

determine their design process, and then the 9 

associated checks and balances with that and document 10 

that in their plans. 11 

  Then the implementation, which there is 12 

less acceptance criteria for, because that is going to 13 

be applicant specific, but basically we review that 14 

they follow the plan. 15 

  Then finally, that wouldn't be enough.  16 

You have to review was it done correctly.  So the 17 

design outputs in the final system has to be looked 18 

at.  So we do the three pieces or you could think of 19 

them as two pieces, process and design outputs. 20 

  CHAIRMAN BROWN:  What do you call a design 21 

output? 22 

  MR. CARTE:  SRS, SDD, software requirement 23 

specifications. 24 

  CHAIRMAN BROWN:  So it is a document that 25 
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is completed after a design stage? 1 

  MR. CARTE:  Yes.  So sometimes we have a 2 

model for a process, which is a design team and a V&V 3 

team.  So the design team writes the requirements.  A 4 

V&V team analyzes how well they have done that and 5 

writes a report.  The V&V report or analysis of the 6 

design team's effort is not a design output, but the 7 

design team's output is a design output.   8 

  The same thing happens with the software 9 

design description.  So the design team takes the 10 

software requirements back, generates a software 11 

design description.  Then that is a design output.  12 

The V&V team would review that software design 13 

description internally, and that product is a process 14 

product and not a design output. 15 

  CHAIRMAN BROWN:  Now you launched into 16 

this as if this was only software.  Section D deals 17 

with more than software.  I mean, there is all the 18 

rest of the hardware the architecture, the whole 19 

schmeer.  Did I lose something in the text, from the 20 

text to transition to your discussion? 21 

  MR. CARTE:  Yes.  It turns out that it 22 

appears that digital I&C systems and software is the 23 

problematic aspect.  Again, this gets back to we have 24 

chosen to use the word software, and if you look at 25 
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standards as well as BTP-714, it talks about both the 1 

hardware and software.  It says that somewhere in one 2 

sentence up front, and then just talks software all 3 

the way through. 4 

  CHAIRMAN BROWN:  Yes.   5 

  MR. CARTE:  So when we say software, we 6 

are not just referring to that abstract entity, but to 7 

digital I&C. 8 

  CHAIRMAN BROWN:  So you are making it 9 

globally, even though it seems to be -- All the rest 10 

of the integrated aspects seem to disappear. 11 

  MR. CARTE: Right.  That being said, that 12 

we don't have detailed acceptance criteria for how you 13 

design circuit boards or chips or -- 14 

  CHAIRMAN BROWN:  That is not what I am 15 

talking about.  I am thinking architecture. 16 

  MR. CARTE:  Right.  Architecture is 17 

definitely software.   18 

  CHAIRMAN BROWN:  It is, for the data 19 

communications going from point to point, outside from 20 

train to train.  That is a hardware and a software 21 

consideration.  There are multiple ways to do that.  22 

It does have to be software.  It can be done in an 23 

analog manner. 24 

  MR. CARTE:  Right.  We look at that, 25 
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although we talk about it in terms of software.  So 1 

that might be -- There is a specific section of 2 

software architecture description. 3 

  CHAIRMAN BROWN:  Yes.  Also a hardware 4 

description. 5 

  MR. CARTE:  We use the word software a 6 

little more generally than we should.  We do consider 7 

hardware and architecture, definitely. 8 

  MEMBER BLEY:  So if you had a glossary and 9 

it said software,  you would say digital I&C systems. 10 

  CHAIRMAN BROWN:  There is a glossary, and 11 

it doesn't -- Oh, okay.   12 

  MR. CARTE:  Personally, I like the NASA 13 

approach of just talking about complexity and scaling 14 

your review based on complexity and getting out of the 15 

hardware/software arena.  Part of the reason is that 16 

it is not clear what is hardware and what is software 17 

anymore. 18 

  If you look at how PLCs are designed with 19 

function blocks,  you could consider that to be a 20 

hardware design technique used to write software, 21 

because each diagram looks like a circuit card, and 22 

they look like IC.  So you are using a hardware design 23 

process. 24 

  CHAIRMAN BROWN:  Well, okay.  Let me 25 
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phrase that slightly different.  PLCs, FPGAs are 1 

roughly -- They are not microprocessors per se.  2 

FPGAs, for instance, are roughly just hard coded 3 

combinational logic.  I mean, you can -- In FPGA, they 4 

have just taken the old analog combinational logic and 5 

stuffed all the stuff into a chip.  That is all they 6 

have done, and then you decide which gate you are 7 

going to turn on and what series and whatever logic 8 

you want.  You just put the logic into the -- You burn 9 

the chips and make sure they run. 10 

  You put your code into a hardware -- Let 11 

me go backwards.  We actually built a combinational 12 

logic hardware, no software at all, I&C system in one 13 

of the projects for which I was responsible, and it 14 

worked just fine.  Little digital readouts, just not a 15 

bit of software anywhere.   16 

  If you wanted to change it, you had to go 17 

literally rip the integrated -- They weren't even 18 

integrated circuits.  They were transistors off the 19 

circuit cards.  In fact, that is the way the computers 20 

used to be back in the old days when I was in school. 21 

 They were just combinational logic things that you 22 

could flip the switches with a code.  So anyway -- 23 

  MEMBER BLEY:  There were vacuum tubes, 24 

Charlie. 25 
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  CHAIRMAN BROWN:  Vacuum tubes -- Well, 1 

they were transistors.  They were actually transistors 2 

when I got in school.  I am that young.  Anyway, so 3 

this lack of discrimination has bothered me when I 4 

read this.  I am not saying it is wrong.  I am not 5 

asking you to change it.  It is just trying to 6 

understand the seeming disregard for the fact that 7 

this is a bunch of hardware that makes all this stuff 8 

work.  It is just not software.  It is just not code. 9 

  I think the hardware configuration 10 

controls the complexity of the software code with 11 

which you have to deal, depending on your hardware and 12 

software architecture, combined.   13 

  You can go on.  I have said my piece. 14 

  MR. CARTE:  Okay.  So that is the general 15 

process that we look at.  So if we look at the 12 16 

sections that are in the ISG, what has changed the 17 

most in these 12 sections is that the Section 4, 18 

software development process, has been rearranged with 19 

some additional material added to more closely follow 20 

the content of BPT-714. 21 

  When you saw it last time, the secure 22 

development and operational environment had not been 23 

included.  That was previously -- 24 

  CHAIRMAN BROWN:  Let me backtrack.  I am 25 
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sorry for this.  Go back to the previous slide.   1 

  This page -- correct me if I am wrong -- 2 

effectively says you are going to check the process.  3 

There is no code.  There is no --  4 

  MR. CARTE:  Was it done correctly? 5 

  CHAIRMAN BROWN:  Let me make one other 6 

point here, because it is really to the point of my 7 

question.  The programming standards:  Where do you 8 

get -- Dan told me the other day when I asked the 9 

question that there is an accurately standard that 10 

provides programming standards; says you should not 11 

use interrupts, for instance, or you should be careful 12 

when you use global variables or you should be careful 13 

using friends and inheritance, because they can 14 

introduce uncertainties and variances that you can't 15 

track.  You can't seem them change something 16 

somewhere. 17 

  Where is -- Do you all review their 18 

process and their coding relative to the standard and 19 

how they comply with what I would call good 20 

programming techniques as opposed to what I call 21 

spaghetti code programming techniques?  Where does 22 

that get done? 23 

  MR. CARTE:  Okay.  There is a section in 24 

BPT-714 regarding code listings or code review.  25 
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However, the practice has not been to review code.  On 1 

occasion, we have looked at specific pieces of code 2 

when there are critical aspects that we are interested 3 

in.  However, in general, we do not review source 4 

code. 5 

  CHAIRMAN BROWN:  Okay.  Well, it is not so 6 

much the source code, but the methodologies, the 7 

standards used to develop the -- I will just use the 8 

example.  Every platform I have looked at so far is an 9 

interrupt driven platform.  What I was told was the 10 

IEEE standard says don't use interrupts.  Everybody 11 

ignored that.  You had said, okay, you ignored it, 12 

that is okay.  Even though the standard says don't, 13 

they did, and you accepted it, or the agency has 14 

accepted it. 15 

  So I am trying to get a handle on, is 16 

there any -- I get the impression that the standards -17 

- programming standards, good programming standards, 18 

well commented code, nobody verifies that.  Nobody 19 

sees that that is done, and the fact is there is not a 20 

whole lot of emphasis on ensuring that the code -- 21 

good programming standards are followed. 22 

  MR. ARNDT:  Charlie, the references you 23 

are referring to are guidance documents, and if we 24 

have a reason to have a concern with software or 25 
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software programming or the way they programmed it or 1 

how they did their interrupts, we will look at it.   2 

  In the Oconee application, we were very 3 

concerned about a particular piece of code for a 4 

particular reason, and we went and did a line by line 5 

source code review.  But generally, we are interested 6 

in do they have a good process, did they follow their 7 

process?  Is the output adequate?   8 

  In most cases, we don't look at that 9 

particular aspect of it. 10 

  CHAIRMAN BROWN:  The programming standards 11 

that they used? 12 

  MR. ARNDT:  Correct. 13 

  CONSULTANT HECHT:  Can I point out that, 14 

within ISG-6, there are at least two references to 15 

software coding standards.  One is in D.4.4.1.2, and 16 

the other -- in the last paragraph, and the other one 17 

is in, actually, the audits where you can actually 18 

look at the code, and that I just lost, but that was 19 

in software code audits in D.4.4.3.4. 20 

  MR. CARTE:  Right.  In general, the V&V 21 

will look at code, and code review will be addressed 22 

by the V&V team, and in general, companies do have 23 

coding guidelines and standards. 24 

  We have one NUREG CR that I am aware of 25 
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that has guidance for coding, but in fact, we don't 1 

check -- We don't ask that the source code be 2 

submitted, and we don't review how well they did their 3 

V&V.  But we do read the V&V reports, and see that 4 

there is an assessment.  We look at the type of issues 5 

that were found, but we don't check how well they did 6 

that except in key areas. 7 

  MEMBER STETKAR:  Norbert, I think you and 8 

also Steve mentioned that -- This is not a 9 

subcommittee meeting on Oconee.  So I don't want to go 10 

into any details, but you both mentioned examples of 11 

where indeed the staff has really looked at source 12 

code, because something during your review raised a 13 

particular concern. 14 

  Could you briefly tell us how -- where in 15 

this process -- In other words, if you are following 16 

this ISG, where in this ISG would you kick out that 17 

need to go to look at those specific lines of code?  18 

Follow me? 19 

  I am trying to understand.  You know, I 20 

recognize, you aren't going to look at every line of 21 

code and do those things, but apparently there was 22 

something at least in previous reviews that caused you 23 

to pause and say, hey, we need to look at -- we really 24 

do under certain areas need to look at a specific 25 
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piece of code.   1 

  Can you tell us kind of where in this 2 

review process that would -- that trigger would get 3 

set? 4 

  MR. CARTE:  I think, as a general 5 

statement, it is when you deviate from accepted 6 

practices that you get a more detailed review, and 7 

specifically with respect to Oconee, ISG-4 had a set 8 

of criteria for digital communications for inter-9 

channel or inter-divisional communications.  They 10 

didn't meet one of those criteria.  They used -- 11 

shoot, I forget what is proprietary and what is not; 12 

so let ;me be vague. 13 

  They didn't meet one of the criteria, and 14 

therefore, they relied on software -- 15 

  MEMBER STETKAR:  No, I was just asking 16 

sort of the general process, that where in this review 17 

hierarchy that would kick out.  I think you answered 18 

that.  Thanks. 19 

  CHAIRMAN BROWN:  Okay.  You can go on.  I 20 

think you wanted to flip slides. 21 

  MR. CARTE:  So previously, when you saw 22 

the last draft, we had not come to a final resolution 23 

on partitioning of scope between NSIR and NRR in terms 24 

of cyber security.   25 
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  With the new regulation and the NUREG 1 

Guide N series addressing cyber security in a 2 

programmatic way, we don't address cyber security.  3 

However, there are aspects that affect reliability 4 

that still are of concern to us.  We are not 5 

specifically -- or NSIR specifically addresses 6 

malicious intent.  We don't address malicious intent, 7 

but there are other silly things that people can do 8 

good-heartedly that can affect the reliability of the 9 

system that we are concerned in. 10 

  So that is why the name has changed from 11 

cyber security to secure development and operational 12 

environment. 13 

  MEMBER STETKAR:  And that again -- Your 14 

licensing review scope ends at manufacturer's 15 

facility. 16 

  MR. CARTE:  Yes.  17 

  MEMBER STETKAR:  So you rely on inspectors 18 

to ensure that the silly things that you referred to 19 

don't get done when the software is installed on site? 20 

  MR. CARTE:  Well, it is an interesting 21 

example to go back to Oconee, because that occurred in 22 

this transition period, and during the Oconee review 23 

we did look at some of the controls at the site for 24 

ensuring key aspects of the secure development and 25 
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operational environment, and we did have a security 1 

perspective during part of that review. 2 

  MEMBER STETKAR:  But at least in this ISG, 3 

though, the line seems to be pretty firmly drawn -- 4 

  MR. CARTE:  Yes. 5 

  MEMBER STETKAR:  -- to prevent that. 6 

  MR. CARTE:  Yes.  So if you have a 7 

maintenance laptop that you occasionally connect to 8 

the system to perform maintenance, it is the site's 9 

control of the software and the configuration of that. 10 

  MEMBER STETKAR:  Thanks. 11 

  CHAIRMAN BROWN:  Before you leave the 12 

cyber security thing, I guess I don't totally -- I 13 

think we may have asked this question before.  I don't 14 

know.  Don't remember. 15 

  You have just tried to justify not doing 16 

anything relative to cyber security.  I mean, this is 17 

part of the design development.   18 

  MR. CARTE:  Right.  I wouldn't 19 

characterize it that way.  In the beginning of the SRP 20 

for Chapter 7, it talks about how the Chapter 7 review 21 

will plan the review scope, and in many cases --  22 

although cyber security is not particularly mentioned 23 

in that case, in many cases it makes the statement 24 

that the I&C reviewer is not responsible for assuring 25 
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the adequacy of the function "protects the health and 1 

safety of the public," but rather that -- and what is 2 

left implied is that the I&C reviewer ensures that the 3 

equipment will perform a function. 4 

  So when we get a reactor trip system in, 5 

we don't verify that it needs to trip -- that tripping 6 

on high power protects the health and safety of the 7 

public.  That is at Chapter 15 review. 8 

  My concept for cyber security would be 9 

that it would be implemented in the same way.  The 10 

specification of the functions and the adequacy of 11 

those functions for protecting the health and safety 12 

of the public should be outside of an I&C review.   13 

  An I&C review just makes sure that, once 14 

you have a list of functions that the system is 15 

required to perform, that the system with reasonable 16 

assurance would perform those functions, and I would 17 

expect that the cyber security -- Once you have a 18 

program, it will generate requirements, and those 19 

requirements will be documented, and those will need 20 

to be implemented. 21 

  In some ways, it would be silly to say, 22 

no, we are not going to look at those, the 23 

implementation of those, because that is addressed by 24 

a program, but we will not evaluate the adequacy for 25 
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protecting the health and safety of the public. 1 

  CHAIRMAN BROWN:  I understand that, but I 2 

mean, if you are trying to prevent access to the 3 

equipment via some type of a cyber attack, then the 4 

interfaces with which the I&C connects into plant 5 

functions to provide data and other things to 6 

operators and other operating or maintenance or 7 

whatever it is, or redoing or revising or downloading 8 

code, revised programming, why isn't that part and 9 

parcel of the initial design approach that you are 10 

taking? 11 

  You are almost saying we are going to 12 

design it to do its job, and then later we are going 13 

to come in and have to do something to make it 14 

impervious, even though we are sending -- People are 15 

going to make controls.  They are going to turn stuff 16 

on and off.  They are going to ask things to do 17 

things.  They are going to perform a check of some 18 

kind or a test. 19 

  MR. MILLER:  Norbert, correct me if I am 20 

wrong.  The vendor would do that.  Steve? 21 

  MR. ARNDT:  This has been an ongoing 22 

challenge because of both the way it is done 23 

regulatorily and the way we have implemented.  As 24 

Norbert pointed out, we have a section.  It is in Reg 25 
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Guide 1.152.  It is in the -- It will be in the new 1 

version of the IEEE standard that is currently in 2 

balloting.   3 

  The design aspects of a secure development 4 

and operational environment -- that is a terminology 5 

we use to split design aspects of cyber from 6 

operational and programmatic aspects of cyber.   7 

  From a design aspect, can you get stuff 8 

into the code that shouldn't be into the code, either 9 

in the design phase or in the operations phase?  How 10 

do you design the system to be less susceptible?  That 11 

is a design aspect, and that is something we review 12 

under a licensing application. 13 

  The programmatic issues of where do you 14 

put firewalls?  How many firewalls do you put?  Do you 15 

use air gaps or do you use electronic stuff?  Which 16 

equipment is in which category?  Where do you put all 17 

this stuff?  How do you do your testing?  How do you 18 

do your auditing?  All that stuff falls under the Part 19 

73 requirements under a cyber security program for all 20 

digital -- critical digital assets.  That is the 21 

programmatic side that we don't get into in the design 22 

phase. 23 

  So the agency made a decision that that is 24 

going to be done through a programmatic review out of 25 
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NSIR, and the design aspects of how you reduce the 1 

vulnerability of these systems to either accidental, 2 

spurious, any other kinds of things that could cause a 3 

problem in their development environment or 4 

operational environment, we would review.  That is 5 

where we put the drama on it. 6 

  So we do look at some of the design 7 

aspects you were just articulating, but we don't look 8 

at the threats, and we don't look at the program.  9 

That is, by agency decision, a different part of the 10 

program. 11 

  MR. HILAND:  And the only piece I would 12 

add is that a licensee could very well make the case 13 

that in their cyber program they take credit for the 14 

secure development and operational environment, and we 15 

recognize that could be the case. 16 

  CHAIRMAN BROWN:  Go ahead.  Any other 17 

questions, John?  Dennis?  Sam?  Myron?   18 

  CONSULTANT HECHT:  Yes.  I have one, and 19 

that is:  Is there any analysis done to be sure that 20 

there is no denial of service or denial of access -- 21 

let me put it that way -- to systems or people who 22 

might need it? 23 

  MR. ARNDT:  Steve Arndt.  The kinds of 24 

attacks would be in the programmatic aspect.  How you 25 
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design it to be not vulnerable to those classes of 1 

things, what kind of communication system do you use, 2 

determinism of communications and things like that, is 3 

in our design review. 4 

  CONSULTANT HECHT:  Well, let me give you a 5 

trivial aspect to get to what I am trying to ask, 6 

which is:  So the operator on the previous shift 7 

changes the password.  So the operator on the next 8 

shift can't log in or something like that.  That would 9 

be a trivial aspect of what I am trying to get to, 10 

which can actually be much more subtle and complex and 11 

not come up except when you wish it hadn't, in 12 

reality. 13 

  MR. ARNDT:  The design aspects associated 14 

with not letting something like that happen, the 15 

operational environment, is something that we would 16 

review.  Who owns the password, that is a procedural 17 

thing at the plant level, but we look at the man-18 

machine interface.  We look at how the system is 19 

operated, what the interfaces are, things like that. 20 

  So not letting them design a system like 21 

that is either us or the man-machine interface people 22 

or other aspects of our design review. 23 

  CHAIRMAN BROWN:  Myron, do you want to go 24 

on? 25 
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  CONSULTANT HECHT:  No, I am satisfied that 1 

it is within the purview of this review. 2 

  CHAIRMAN BROWN:  Okay.  Go ahead. 3 

  MR. CARTE:  Probably something you have 4 

waited a long time to talk about. 5 

  The aspects of what we emphasize and how 6 

that gets emphasized, and I recognize that maybe we 7 

should change the words up front a little bit to more 8 

clearly articulate the pillars that you have talked 9 

about in the past, but in general, diversity and 10 

defense-in-depth is emphasized in the sense that it 11 

has its own section, and it has its own ISG. 12 

  So that alone elevates its importance in 13 

terms of visibility to the applicants.  Independence, 14 

although not discussed explicitly in those terms -- 15 

the communication ISG specifically addresses the 16 

digital or logical -- potential logical dependence. 17 

  MEMBER STETKAR:  Before you get too far 18 

down on this slide, diversity and defense-in-depth, 19 

one minor editorial thing, just for your note taking. 20 

  There is not a separate review line item 21 

for human factors engineering.  However, there are 22 

several sections of the ISG that discuss reviews 23 

against IEEE 603 that has human factors, and there are 24 

discussions about reviews of operator actions within 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 108 

the context of diversity and defense-in-depth. 1 

  Those sections sometimes make reference to 2 

ISG 5, which I understand has been now superseded by 3 

Appendix 18A of the standard review plan, and 4 

sometimes it refers to Appendix 18A of the standard 5 

review plan.  So you might want to clean those things 6 

up.  I think that is just because of the evolutionary 7 

work in here.  That is simply an editorial comment.  I 8 

just wanted to -- for your note taking. 9 

  On the diversity and defense-in-depth -- 10 

and again, I like to pull things out of context, 11 

because it causes me to pause and think about things -12 

- there is a statement in Section D.6.4.1 that says, 13 

if sufficient diversity exists in the protection 14 

system -- I understand that -- or an automatic diverse 15 

actuation system is provided, which may be non-safety 16 

related, then the potential for common cause failure 17 

within the channels can be considered to be 18 

appropriately addressed without further action. 19 

  Does that man, that simply because I have 20 

some type of automatic diverse actuation system, 21 

without regard to what it does or how it does it, but 22 

if I check off the box that says, yes, indeed, verily 23 

it is automatic, that therefore, by definition, I 24 

don't need to worry about the design at all?  That is 25 
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the way I read this.  1 

  It says, if I have sufficient diversity 2 

within the original protection system, then I don't 3 

need to worry about it.  And I understand that, but 4 

this seems to say that, if I have an automatic diverse 5 

actuation system, I can therefore judge -- it says 6 

common cause failures within the channels can be 7 

considered to be appropriately addressed without 8 

further action, and I am assuming that means further 9 

action on my part as a reviewer. 10 

  MR. CARTE:  I mean, that is the bottom 11 

line of BTP-719 or the D3 ISG.  In essence, the 12 

methodology described therein is that they do an 13 

analysis and that, for the events, if they have a 14 

system that fails and the diverse back-up system can 15 

respond and satisfy the acceptance criteria -- So once 16 

they have done that analysis, they have shown that 17 

they have a diverse back-up system that satisfies the 18 

criteria. 19 

  So they can't just assert it.  They have 20 

an analysis that supports that, and there is a 21 

specified acceptance criteria that that analysis must 22 

meet.  So it is a summary rather than a check-box. 23 

  MR. MILLER:  But from what you are saying, 24 

it seems to imply that no further review is necessary. 25 
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  MEMBER STETKAR:  That is what I hung up 1 

on.  The whole section is titled Adequate Safety 2 

System Diversity and Manual Actions, and the whole 3 

section only has three paragraphs.  One is a paragraph 4 

that basically refers to BTP-719.  There is the 5 

paragraph that I quoted, and then the third paragraph 6 

simply says, if sufficient diversity does not exist in 7 

the protection system and sufficient time exists for 8 

operators to reliably perform manual actions, and 9 

there is a reference to now Section 18A of the 10 

standard review plan, then manual actions may be 11 

credited. 12 

  So the totality of that section seems to 13 

say, well, if I have something automatic -- and it 14 

doesn't say what it has got to be or how automatic it 15 

has got to be or what it has got to do.  If I just say 16 

I am not going to -- I am going to invoke the fact 17 

that I have automatic diversity, then it seems to say 18 

I don't need to do anything as a reviewer. 19 

  It certainly says, if I don't say that, if 20 

I invoke the need for manual actions, there is a need 21 

to do more, because it points you to the fact that you 22 

need to satisfy other criteria. 23 

  MR. CARTE:  Okay.  We can look at that 24 

wording, but the intent was that there would be some 25 
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documentation, a D3 analysis, that supports -- 1 

  MEMBER STETKAR:  Maybe I missed that 2 

somewhere, because the things that it points to seems 3 

to be analyses to support manual actions for D3.  4 

  MR. CARTE:  Those are the tricky ones. 5 

  MEMBER STETKAR:  Well, not necessarily.  6 

We should go on, because we are going to get tight on 7 

the time here. 8 

  MR. CARTE:  But in general, there is a 9 

separate regulatory requirement for a diverse trip 10 

system.  So this sort of extends into -- 11 

  MEMBER STETKAR:  There have been some 12 

discussions in other -- in some designs regarding how 13 

far do you need to go in terms of the functions that 14 

need to be automated for diversity.  There is high 15 

pressure injection -- Is it just automatic reactor 16 

trip?  Is it high pressure injection?  Is it auxiliary 17 

feedwater?  Is it low pressure injection?  You know, 18 

what is the scope of that automated diversity? 19 

  MR. CARTE:  Right.  And I think the DTP-19 20 

says that, if you can demonstrate there is sufficient 21 

time to perform that manually, then you are allowed to 22 

credit manual actions and, if you can't demonstrate -- 23 

  MEMBER STETKAR:  Again, I am not arguing 24 

about the manual part of it. 25 
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  MR. CARTE:  Right, but it is that 1 

demonstration.  You have to demonstrate that you can 2 

do it manually, and then what is left is automatic. 3 

  MEMBER STETKAR:  It might be in there.  It 4 

might be in there somewhere.  I didn't -- I just 5 

didn't find it. 6 

  MR. MILLER:  I think we understand the 7 

comment, and we will be clear about what we mean by 8 

when you can -- or what to do when you use the DAS. 9 

  MEMBER STETKAR:  Sorry.  They are getting 10 

into your area now.  I will be quiet. 11 

  CHAIRMAN BROWN:  No, go ahead. 12 

  MR. CARTE:  So if we continue, the areas 13 

that were specifically mentioned in the last 14 

Subcommittee meeting were defense-in-depth and 15 

diversity, and independence, determinism and 16 

complexity. 17 

  So defense-in-depth and diversity, 18 

obviously, started -- the Commission concern started 19 

with the SECY, SRM on the SECY, and we have a separate 20 

ISG, a separate section on that. 21 

  Independence:  Pretty much in some senses, 22 

I think that people understand the physical 23 

independence, the electrical independence, and those 24 

are clearly understood and well implemented.   25 
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  What occurs is, once you start allowing or 1 

consider allowing digital communications between 2 

divisions or between safety and non-safety, that adds 3 

a new dimension besides physical independence and 4 

electrical independence that the industry already 5 

knows how to address. 6 

  So the ISG on communications was 7 

specifically to look at what type of digital 8 

communications or what characteristics that 9 

communications must have in order for it to be usable 10 

and, as we mentioned before, if you deviate from those 11 

criteria, we will look at it very closely. 12 

  Determinism is an interesting word in the 13 

sense that there is no regulatory criteria that speak 14 

directly to determinism, but you could consider it to 15 

be addressed by reliability.  But in that sense, the 16 

way we look at determinism is a large part based on 17 

the platform -- or to date how we have developed 18 

determinism is based on the platform. 19 

  So there are PLCs, and these have the 20 

characteristics of PLCs.  They don't have hard disks. 21 

 They don't have dynamic memory allocation.  They are 22 

not -- Their processing is not event based.  So when 23 

something transitions, you don't spin out new 24 

processes.   25 
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  Their communications is cyclic and not 1 

event based.  So for example, on a non-safety system 2 

where you want to have very close timing of when 3 

context changes, as soon as the contact changes, it 4 

generates an error message, and that allows you to get 5 

close timing. 6 

  On a safety system, they generally never 7 

do precise timing because, one, that requires a clock 8 

which gives you a common mode and, two, it requires an 9 

event based processing.  So rather than, as soon as a 10 

contact change, we generate a message.  They pull the 11 

contact periodically.  So all the communications are 12 

cyclic in the sense that every message is sent every 13 

time.  There is no change of message processing, no 14 

change of logic processing as a result of the state of 15 

the plant. 16 

  CHAIRMAN BROWN:  You are talking about 17 

PLCs.  Right?  FPGAs, whatever. 18 

  MR. CARTE:  Yes, right. So far, what we 19 

have approved are three PLC platforms, and that is 20 

what we understand the best right now.  So if someone 21 

were to come in with a custom programmed real time 22 

system, it would be significantly more challenging 23 

than what we have approved to date. 24 

  CHAIRMAN BROWN:  For PLCs?  PLCs and FPGAs 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 115 

have clocks in them. 1 

  MR. CARTE:  Yes. 2 

  CHAIRMAN BROWN:  I mean, they have to be 3 

clocked. 4 

  MR. CARTE:  But they don't have a clock 5 

that is synchronized to any real world time.  They 6 

don't have clock based or time based processing. 7 

  CHAIRMAN BROWN:  But they actually keep 8 

their cycle every time. 9 

  MR. CARTE:  Yes. 10 

  CHAIRMAN BROWN:  I mean, they start.  11 

There is an endpoint where it sends out whatever it 12 

is, its last executed action.  Then it comes back and 13 

starts over again. 14 

  MR. CARTE:  Yes. 15 

  CHAIRMAN BROWN:  Whatever date is 16 

available and whatever the inputs are, and it goes 17 

through it, and it goes through it to the end.  Now 18 

that is my previous understanding of FPG.  I haven't 19 

done these things for about 10 years.  So I don't know 20 

whether they have changed and become more 21 

sophisticated to make them more vulnerable or not.   22 

  So I have been taking everybody's word up 23 

to this point.  I hope that is good. 24 

  MR. MILLER:  I think you are referring to 25 
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the comment where he said, if you introduce a clock, 1 

you get a common mode failure.  He was talking -- 2 

  CHAIRMAN BROWN:  Yes, they do have -- That 3 

was one problem.  He said, well, you have to introduce 4 

a clock to do something.  But you can do an input.  5 

You can do a temperature signal that is above your 6 

trip point.  You can put it in at the beginning, and 7 

you can see that in some number of milliseconds you 8 

get an output that goes off to a voting unit that says 9 

I have tripped, or you can -- whatever. 10 

  MR. CARTE:  Yes.  You can look at this 11 

response time of these systems, but for instance, if 12 

you are looking at a non-safety system and you are 13 

looking at timing of contact changes or timing of 14 

alarm messages, you actually have to have a real time 15 

clock that are synced in each of the channels, and you 16 

have to refer to that, and that type of processing, 17 

that coordination between the clocks gives you a 18 

mechanism between the different divisions. 19 

  So in general, PLCs have avoided real time 20 

based processing, and that is one of the things that 21 

we -- well, that they use, and we -- 22 

  CHAIRMAN BROWN:  Okay.  You are blowing my 23 

mind right here, because I have -- The systems we 24 

developed were micro processor based.  They had real 25 
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time programming, but not real time clocks.  I mean, 1 

they obviously have to have a clock to make the 2 

processor work. 3 

  MR. CARTE:  Right, they have a clock.  4 

They have a clock, but that is just a function of -- 5 

but it doesn't have the real world time.  It doesn't 6 

have the time of day on it. 7 

  CHAIRMAN BROWN:  But you don't need -- 8 

Okay, I guess maybe I am -- I am looking at it from 9 

the standpoint of developing a safety or protection 10 

signal.  If you want to have a log -- 11 

  MR. CARTE:  Right. 12 

  CHAIRMAN BROWN:  -- of the time, the 13 

actual real world time, then you have to introduce 14 

some other methodology or you have to have this other 15 

clock function that -- I am not sure I -- I don't 16 

know.  We did designs where we didn't have to deal 17 

with that, but we got message tags, and we got time 18 

tags, and we didn't have to worry about the real world 19 

that is, still operated on an operating loop.  So you 20 

fogged that one right by me with that comment.  I 21 

didn't quite understand it.   22 

  We don't have to go on.  I understand your 23 

point.  You can go on with the rest of it.  Did you 24 

finish your FPGA part? 25 
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  MR. CARTE:  Well, so part of the 1 

determinism -- This ISG might be a little light on 2 

determinism, in part because we rely on the platform 3 

to provide a lot of that, and in general, what that 4 

means is that all the algorithms are run all the time. 5 

 All communication messages are sent all the time.  6 

There is no event or state based changes in the 7 

processing or communication.  So that won't give -- 8 

  CHAIRMAN BROWN:  This is FPGA still? 9 

  MR. CARTE:  Both, PLCs. 10 

  CHAIRMAN BROWN:  Oh, gee, that is not how 11 

the common queue platform operates.  It runs on a task 12 

schedule, and it can run priority modules at different 13 

times.  You stop one and start.  So that is -- It is 14 

not event based, but it is priority based.   15 

  MR. CARTE:  Right. 16 

  CHAIRMAN BROWN:  You may not execute every 17 

module when you think you may need it.  it can be 18 

stopped right in the middle of the -- Now I was told 19 

it can't do that, but yet if you go read the Topical 20 

Report, it says very clearly that it can.  So I 21 

haven't resolved the dichotomy between the explanation 22 

and the application. 23 

  A main operating loop just starts, and you 24 

start some time.  It executes, and it just runs 25 
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through every sub-routine, finishes, comes back and 1 

starts over again.  It never deviates, never does any, 2 

just always runs, starts again, and you do every 3 

function, every process.  Every alarm is sent out 4 

every time, every trip signal every time, regardless. 5 

 It is totally un-event based.  That is the ideal main 6 

operating loop, and unfortunately, none of the 7 

platforms operate that way. 8 

  MR. CARTE:  Yes, you are right. 9 

  CHAIRMAN BROWN:  Thank you. 10 

  MR. CARTE:  There are interrupts, but the 11 

point is that there are program modules, and you don't 12 

turn on or turn off programs.  All the function blocks 13 

are executed every cycle in a sense, and there are -- 14 

So in that sense, there aren't processes that start up 15 

and turn on and turn off.   16 

  So if you run one of these systems that 17 

have -- everything is executed multiple times per 18 

second.  If you run them for hours, and you don't see 19 

any pick-ups in the process loading, you won't expect 20 

pick-ups in the process loading, because any of these 21 

events that these interrupts are occurring.  22 

  So it is not a question of -- The issue 23 

you have in a non-safety system that does event 24 

logging, you have a trip.  Everything in the process 25 
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is changing states.  All the contacts are changing 1 

states.  You are having an in-rush of messages, and 2 

then you have a sudden load on your processing, and 3 

because your processor is loaded, you start to lose 4 

real time, actually, sometimes because you are 100 5 

percent -- four percent loaded.  But anyway -- 6 

  So that type of thing does not occur.  7 

Just a point -- and, yes, there are interrupts. 8 

  CONSULTANT HECHT:  Can I also amplify that 9 

point.  In fact, I think what you and Charlie have 10 

agreed to is that in software there are no absolute 11 

deterministic systems.  Right?  Isn't that basically 12 

the result?  I mean, even in Charlie's idealistic 13 

example where you just execute the loop every time, 14 

there is, in fact, a timer interrupt. 15 

  In the example that you were talking about 16 

that there is no central time synchronization, because 17 

you want to reduce common mode failures, well, if you 18 

have multiple channels working where each channel has 19 

its own independent time source, this is going to be 20 

clock drift.  So you aren't quite sure when you are 21 

going to get all of the signals to vote on. 22 

  MR. CARTE:  Right.  But what generally 23 

occurs is there is a timing analysis that is done, and 24 

there is testing to verify that the timing is not 25 
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worse in the worst case timing analysis, and then that 1 

worst case timing analysis generally shows that the 2 

system meets the response time characteristics of the 3 

plant. 4 

  So there is a response time criteria for 5 

most trip systems.  Thee is an analysis, a worst case 6 

timing analysis that demonstrates that the system 7 

meets those criteria, and then there is testing to 8 

back up that the system does not exceed the 9 

calculations. 10 

  CONSULTANT HECHT:  Okay.  So, basically, 11 

the worst case timing analysis has associated with it 12 

a set of assumptions, and the set of assumptions, I 13 

guess, can be somewhat verified through testing, but 14 

testing doesn't -- I mean, testing could show a 15 

violation of those assumptions, but I don't think it 16 

would necessarily prove that those assumptions were 17 

violated -- were never violated. 18 

  So I guess we have to back that up with 19 

something else, maybe failure reporting and maybe even 20 

the dreaded software FMEA to enhance our assurance 21 

about the -- I won't call it deterministic behavior, 22 

but behavior within the design tolerances. 23 

  CHAIRMAN BROWN:  We are going to have to 24 

move along here, because we got about six slides to 25 
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go, and there is some programmatic stuff we got to 1 

get.   2 

  Same wave length.  My interest is -- and 3 

note that statement -- that they have got to 4 

demonstrate that you get a deterministic performance; 5 

in other words, it is repeatable and predictable, and 6 

that the boundary conditions aren't outside the bounds 7 

of your safety analysis.  In other words, the worst 8 

case response shouldn't exceed that, no matter how you 9 

design the system.  That should -- If you actually ask 10 

them to implement and execute, that should produce the 11 

desired result, and it should be documented.  12 

Hopefully, that is what you intend to get out of this. 13 

  MR. CARTE:  Right.  We believe that they 14 

will demonstrate that they meet their response time 15 

criteria. 16 

  CHAIRMAN BROWN:  That has not been in some 17 

of the documents that we have gotten so far that we 18 

have been asked to review.  Not on your watch.  I am 19 

talking about some other watches.  So let's go ahead 20 

and get moving. 21 

  MR. CARTE:  Okay.  So with respect to 22 

determinism, I reference two quotes that explicitly 23 

talk about -- make reference to this.  The software 24 

architecture description -- it actually says SAD -- 25 
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  CHAIRMAN BROWN:  I am going to let you 1 

speed up.  You can skip this. 2 

  MR. CARTE:  Okay. 3 

  CHAIRMAN BROWN:  I read this.  I'm happy. 4 

  MR. CARTE:  On the next slide I talk about 5 

complexity.  I give several quotes.  There are more 6 

instances about complexity.  What is interesting about 7 

the last two quotes of these is that the complexity, 8 

as stated in the ISG, will force a more detailed 9 

review. 10 

  So if you make it more complex, not only 11 

will it be harder to review just because of the 12 

volume, but it will receive more scrutiny, because it 13 

shouldn't be complex, and you should assure that what 14 

you achieve by incorporating complexity is worth it. 15 

  CHAIRMAN BROWN:  Okay.  Now you got a 16 

metric for complexities?  I am not going to ask you, 17 

but you have got to keep that in mind.  That was the 18 

one piece of this whole thing.   19 

  Complexity exists in the eyes of the 20 

beholder, and so I don't know how you execute that, 21 

other than just very subjective, and you are just 22 

going to kind of wing it and use -- If you have got a 23 

metric in terms of millions of lines of code or 24 

whatever, number of sub-routines that have to get 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 124 

executed, event driven system, blah, blah, whatever it 1 

is, you ought to identify some metrics that help 2 

define what is not complex or what is complex, that is 3 

potentially complex.  That is the only suggestion I 4 

would make.  Do you understand the point? 5 

  MR. CARTE:  Yes.   6 

  CHAIRMAN BROWN:  Did you understand the 7 

point? 8 

  MR. ARNDT:  Very much. 9 

  CHAIRMAN BROWN:  Thank you. 10 

  MR. CARTE:  It is a challenge, though. 11 

  CHAIRMAN BROWN:  I know it.  It is just 12 

that it is so vague that it is difficult to establish 13 

compliance in a manner in which you might like to do 14 

it.  So -- 15 

  MR. CARTE:  Okay.  Then we can talk about 16 

the stakeholder involvement.   17 

  MR. MILLER:  So I can speed up here a 18 

little bit, too, if you like.  But just to recap our 19 

interactions with the stakeholders, we have had 20 

approximately nine public meetings on ISG-6.  These 21 

were ranging from, I think, a half-day to even a full 22 

day, day and a half meeting where we would put out a 23 

version of the draft, where we were at the time, get 24 

comments back, and spend that amount of time 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 125 

discussing with the industry. 1 

  Gordon Clefton was a very good lens for 2 

focusing the stakeholder comments, bringing them to 3 

the table, and helping us get into this discussion.  4 

We ended up receiving over 200 comments at various 5 

points throughout the process. 6 

  Just to note a few of the notable ones, 7 

really a lot of them centered around clarifying 8 

descriptions of the information to be provided.  We 9 

would spend a large amount of time discussing 10 

documents, only to realize we were talking about the 11 

same thing.  We just didn't describe it in a way that 12 

they understood.  So I think we really benefitted from 13 

the interactions, and we have a document that is very 14 

clear to them now as to what we are interested in 15 

getting. 16 

  Some of the items that we weren't able to 17 

incorporate in ISG really were due to incorporation in 18 

the ISG would have required a revision to the SRP, and 19 

as we had stated before at the beginning of this 20 

presentation, that was not our intent.  That is not 21 

our ability to do through the ISG. 22 

  Just an example of a few of those were,  23 

you know, where does the licensing review stop?  We 24 

had a lot of discussions about that, but we can't 25 
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change that by the ISG fixed process.  Also, you know, 1 

using license conditions that implement some of the 2 

end parts of the review -- again, that would have 3 

required revision to the SRP to do.   4 

  So we preserved those comments and, when 5 

we go back to look at the SRP, we will certainly keep 6 

those in mind, because we think they are good comments 7 

to be considered.  We just were unable to implement 8 

them by the ISG-6. 9 

  Lastly, the portal technology came out of 10 

these interactions, or the potential to use portal 11 

technology, I should say. 12 

  So going forward, we have included on the 13 

schedule to present to the ACRS full Committee October 14 

2010.  After that, we will have the digital I&C 15 

Steering Committee review how we have addressed your 16 

comments that we receive, and we are scheduled to get 17 

the ISG-6 issued in November of 2010. 18 

  Diablo Canyon is signed up to be the pilot 19 

for the use of ISG-6.  As I said before, we will take 20 

whatever we can, lessons learned from that and going 21 

forward, and eventually we hope to incorporate this as 22 

a review standard and put some of our efforts in 23 

updating the SRP as well. 24 

  MEMBER BLEY:  When do you expect the pilot 25 
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to -- Do you have a schedule for the pilot? 1 

  MR. MILLER:  I think we do.  I would have 2 

to default to Pat or Norbert or Steve. 3 

  MR. ARNDT:  The current plan is for the 4 

license amendment application to come in in May.  We 5 

have already had pre-application reviews with Diablo, 6 

and they have submitted some preliminary documentation 7 

as well for the D3 review. 8 

  CONSULTANT HECHT:  With Charlie's 9 

indulgence, I would like to ask questions in general 10 

about two public comments that I saw in your CRM.  One 11 

of them was 86.  The other one was 87.  They both 12 

dealt with FMEAs. 13 

  The industry position was that it is wrong 14 

to state the software -- Basically, the industry 15 

position was that it was wrong to include software in 16 

FMEAs.  In fact, with respect to comment 86, I guess 17 

the references change, because there is no longer a 18 

D4-419, but it said the FMEA's method of analysis 19 

within a system for determination of the effects on 20 

the system, information can then be used to assess the 21 

impact of an undetectable failure.  The overall staff 22 

expectation is that each potential hardware failure 23 

mode will be identified, and effects will be 24 

determined.  That was in response to that comment. 25 
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  I am just wondering, is it the position of 1 

the staff now that software failures don't need to be 2 

covered in an FMEA? 3 

  MR. CARTE:  Traditionally, there is no 4 

requirement for an FMEA document.  What traditionally 5 

has been done is an FMEA is generally used to address 6 

the single failure criteria.  So when you look at the 7 

single failure criteria, you use generally Reg Guide 8 

1.1, Reg Guide 1.53 which endorses IEEE 379 which 9 

specifically excludes design errors from single 10 

failures. 11 

  So software is considered to be a design. 12 

 Software does not fail and, therefore, software is 13 

generally not addressed by industry in their FMEAs.  14 

So the way the NRC has partitioned addressing software 15 

failures is one of two types of failures. 16 

  If it is a single failure within a box, 17 

that would be enveloped by the worst case failure of 18 

the hardware of that box.  If it is a failure of a 19 

type that would cause multiple boxes to fail at the 20 

same time, then that is addressed by the D3 analysis 21 

of the common cause software failure. 22 

  So the NRC has made a decision in the SRM 23 

to the SECY that that is not a design basis event.  It 24 

is not a design basis analysis, but a somewhat relaxed 25 
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criteria.  But that is how we deal with software. 1 

  We don't -- We generally have not looked 2 

at and received FMEAs on software. 3 

  MEMBER STETKAR:  I understand what you 4 

haven't traditionally received.  The thing that 5 

bothers me is that the D3 analysis typically is done 6 

from the perspective that, I think, software common 7 

cause failures prevent a protection or safeguards 8 

actuation system from doing what it is supposed to do. 9 

  In other words, it would be the equivalent 10 

of turning power off to something.  I am not sure that 11 

they look at failures where software failures, either 12 

common cause or individual channel failures, make the 13 

thing do something that it wasn't supposed to do at 14 

all.  I am not sure.   15 

  I just don't -- because I haven't seen any 16 

of those analyses either.  But going back to this sort 17 

of subtle -- I think I need to understand better this 18 

sort of subtle distinction that, because software is 19 

design, you don't need to look at it; but if I did the 20 

same thing with a couple of old fashioned relays that 21 

said, you know, if I did A and B and not C, click, 22 

click, click, then D occurs, that would be subject to 23 

a failure modes and effects analysis.  Right?  But 24 

simply because software is doing the same thing -- 25 
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  MR. CARTE:  Well, designs are reviewed, 1 

and reviewed to ensure that they work.  Single failure 2 

is, in general -- No, I guess that the design of that 3 

system would not be considered to fail, but generally, 4 

 you postulate any component and all -- well -- 5 

  MEMBER STETKAR:  No, no.  No, I 6 

understand, but I don't understand the subtle 7 

distinction that, just because software -- in some 8 

sense, because a hardware component could have done 9 

it, I need to postulate that failure in an FMEA, but 10 

because some lines of code could do the same thing, I 11 

don't need to postulate that? 12 

  MR. CARTE:  Well, the FMEAs generally are 13 

at the box level.  So if this box fails, these are the 14 

results.  You will have a failure, fail fixed on 15 

inputs, fail high, fail low; on outputs, fail fixed, 16 

fail high, fail low. 17 

  So when you look at those failure modes of 18 

the different boxes or the system, whether that is a 19 

hardware caused failure or a software caused failure 20 

is not explicitly stated.  In general, a lot of the 21 

failures look at the mechanism or the mode of the 22 

failure rather than the individual failure such as 23 

this resistor fails high, this resistor fails -- 24 

  MEMBER STETKAR:  Let me ask you this.  We 25 
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have seen actual failures in the real world where 1 

input parameters have failed high or low out of their 2 

expected tolerance range, and the software has 3 

responded in an unexpected manner, just because it 4 

wasn't written in a way that it anticipated that the 5 

input parameter would have been outside of that 6 

tolerance range. 7 

  In your box analogy, I could fail the 8 

output of my input sensor, you know, high, outside of 9 

this expected range.  It is all the pressure in the 10 

world or something like that.  How does the failure 11 

modes and effects analysis identify the fact that the 12 

software might behave in an unexpected manner to that? 13 

  MR. CARTE:  Well -- 14 

  MEMBER STETKAR:  Traditionally, they 15 

haven't.   16 

  MR. CARTE:  Right.  Well, it is 17 

interesting what you have to postulate.  So if one -- 18 

If you have a four-division system, and one input 19 

fails high and the software in that one division 20 

behaves in appropriately, it is a single failure of 21 

that division. 22 

  MEMBER STETKAR:  Yes, but I know -- But 23 

having done the failure modes and effects analysis, if 24 

I am an engineer and I say, gee, this is kind of 25 
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interesting that it did it in this division -- okay, 1 

in licensing space, it is only that division; I know 2 

that I wrote that software the same way for all four 3 

divisions.  So they are all going to do the same 4 

thing, given two. 5 

  MR. CARTE:  Right, but so then -- 6 

  MEMBER STETKAR:  I have identified a 7 

vulnerability in my system. 8 

  MR. CARTE:  Right.  That is an interesting 9 

area to think about, because what you are postulating 10 

then would be at least two concurrent failures in 11 

order for you to -- 12 

  MEMBER STETKAR:  That is right, and we are 13 

not -- 14 

  MR. CARTE:  -- beyond design basis. 15 

  MEMBER STETKAR:  We are not doing a risk 16 

assessment here, obviously, but on the other hand, 17 

part of the reason for doing a failure modes and 18 

effects analysis, an engineering evaluation of the 19 

response of the system to failure is indeed to 20 

identify vulnerabilities. 21 

  Now from a deterministic design licensing 22 

perspective, I only need to postulate those failures 23 

in a single division, but it is kind of useful to find 24 

that stuff by doing that systematic process, certainly 25 
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early on in the design phase. 1 

  MR. CARTE:  Right.  I know -- In my 2 

recollection of the FMEAs that I have seen, I know 3 

that fail high/fail low has been considered on inputs 4 

and outputs.  I don't remember specifically how they 5 

were resolved. 6 

  What we look for is the -- A lot of things 7 

we look for is the identification of the undetectable 8 

failures that the FMEA produces and any 9 

recommendations out of the FMEA, and also how the 10 

function blocks are done.  In general, they consider 11 

that.  These PLCs, they generally have a range at 12 

which, once it goes high, it gets marked invalid. 13 

  So how the signals are treated once they 14 

are invalid is explicitly addressed in most of the 15 

application programming.  So that is a program 16 

specific thing, but how that software would fail is 17 

generally not considered. 18 

  So it is generally explicitly addressed in 19 

the programming.  If that function block which 20 

addressed the over-range condition failed, that is not 21 

considered in the FMEAs. 22 

  CONSULTANT HECHT:  Can I just make an 23 

observation here, that there seems to be a logical 24 

flow which doesn't -- which is flaws.  Let me put it 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 
 1323 RHODE ISLAND AVE., N.W. 
(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 134 

that way, and the logical flow is that IEEE 379 says 1 

that FMEAs are a way to address the single failure 2 

criterion.  Of course, IEEE 379 was written at a time, 3 

really, I think, prior to digital control systems 4 

really becoming so important as they are now. 5 

  Let me also say that an FMEA can be used 6 

for more than just a single failure criterion.  What 7 

about the IEEE 603 criterion, completion of protection 8 

action?  That would be another area. 9 

  So I guess the problem here is that the 10 

application of the FMEA to the single failure 11 

criterion may or may not be appropriate, but then 12 

there is a larger issue of whether the FMEA is a 13 

useful tool more generally for -- and you can call it 14 

software; you can call it design complexity, whatever 15 

-- dealing with the fact that our systems, through 16 

either software FPGAs or actual hardware or what we 17 

call hardware which is a combination of firmware and 18 

cables in communication systems, gets to be about the 19 

level that 379 has dealt with. 20 

  MR. ARNDT:  Yes, you are correct, but you 21 

have to remember, that is not the only place that we 22 

look at software.  There's a number of other areas we 23 

look at software, including the software safety 24 

analysis, which is one of the things we ask the 25 
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licensees to provide, to look at these kinds of 1 

things. 2 

  CONSULTANT HECHT:  So maybe a software 3 

FMEA would be appropriate in the software safety 4 

analysis? 5 

  MR. ARNDT:  I don't remember off the top 6 

of my head whether that is explicitly discussed, but 7 

looking at how the system will fail is part of the 8 

software safety analysis. 9 

  CONSULTANT HECHT:  And there have been 10 

software hazard analyses documented in the past.  11 

Typically, those have been at a fairly high level 12 

rather than at the design level or at the 13 

implementation level.   14 

  CHAIRMAN BROWN:  Okay.  let me -- 15 

  CONSULTANT HECHT:  I'm sorry. 16 

  CHAIRMAN BROWN:  No, that is okay.  One 17 

last, and then I am going to call for any comments. 18 

  One section in one of your Section, 19 

D4.4.4.1.3.  In the earlier version we reviewed, that 20 

is under software quality assurance.  There was a 21 

statement in the version we reviewed a year ago in 22 

August that stated that, while 10 CFR Part 50, 23 

Appendix B, allows a licensee to delegate the work of 24 

establishing and executing this quality assurance 25 
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program, and if this is done, the SQAP should show the 1 

licensee retains the overall responsibility for system 2 

and software and how he determines that the quality of 3 

the software is sufficient. 4 

  That was a statement in your previous 5 

version back in August.  That was deleted from this 6 

version.  So I am taking at face value that there is a 7 

rule that says, if you say so, Appendix B, 10 CFR  8 

Part 50 says you can delegate software -- no, general 9 

quality assurance programs, because that is what it 10 

addresses.   11 

  It seemed important to me to emphasize 12 

that the guy you delegate, a contractor, can't have 13 

the licensee's responsibility, and you deleted that 14 

two sentences or that full sentence.  That just goes 15 

beyond my comprehension that we don't somehow push 16 

back that responsibility to the licensee for -- in 17 

this case, it is for the software quality assurance 18 

program.  19 

  So somebody has got to be independent in 20 

overall responsibility, and it has to be somebody 21 

other than a delegated contractor.  So I am just 22 

making that -- That is a concern, and it will probably 23 

be brought up.  I would like that addressed, if you 24 

can, to make sure.  QA is a big issue relative to 25 
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software. 1 

  MR. HILAND:  This is Pat Hiland.  Let me 2 

just real quick.  The quality assurance program is 3 

under my division also, Mr. Brown, and I will make 4 

sure we get back to you on a response to that.  5 

Obviously, the licensee is ultimately responsible, and 6 

the quality assurance program manuals or plans are 7 

approved by the NRC, and any significant changes to 8 

those plans are again approved by the NRC. 9 

  So I will get back to you on that. 10 

  CHAIRMAN BROWN:  All right.  This is a 11 

matter of who is responsible for QA, and in this case 12 

the QA of the software here.  You all had looked like 13 

you said, fine, you can go do that, but for the 14 

software QA plan, you are going to have to show us how 15 

you retain responsibility and make sure it comes out 16 

right, and then all of a sudden it disappeared.  That 17 

was back in Rev. 40 or 45.  I could look that up, if I 18 

needed to, anyway. 19 

  I am going to take -- shift the floor to 20 

Gordon.  Would you like to give your points now? 21 

  MR. CLEFTON:  Thank you, sir. 22 

  CHAIRMAN BROWN:  You've got five minutes. 23 

  MR. CLEFTON:  Back on schedule.  I have, 24 

in fact, eight minutes, but I can cut it down to two 25 
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or three. 1 

  My name is Gordon Clefton.  I work with 2 

Nuclear Energy Institute. 3 

  CHAIRMAN BROWN: His stuff will be on the 4 

screen also. 5 

  MR. CLEFTON:  Yes, we have got the 6 

information up there.  You can go ahead and flip to 7 

the next one. 8 

  A couple or three points I wanted to take 9 

just a minute to talk about was the collaboration that 10 

the industry and NRC did in producing this document; 11 

point out some of the highlights of the pilot testing 12 

that we are looking for; and to point out appreciation 13 

for the opportunity to revise this on lessons learned. 14 

  Next slide, please.  If you notice, we are 15 

the revision number 50.  We will probably be up around 16 

50-55 by the time it actually gets issued in November. 17 

 I think that is a plus in the fact that Norbert and 18 

Ed and Phyllis have all been very receptive to our 19 

input, and it is collaboration. 20 

  We recognize that not everything that we 21 

submit is going to be approved and implemented, but we 22 

would certainly like to put it on the table or on the 23 

white board for consideration, and we appreciate 24 

considerably the matrix demonstration of what they did 25 
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with each of our comments. 1 

  History has it back in the dark ages when 2 

we used to bring rocks of blue and green in different 3 

sizes that we never, ever heard any feedback on what 4 

our inputs were.  The feedback that comes back allows 5 

us to share it with the stakeholders, and 6 

explanations.  We still have some very unhappy 7 

stakeholders.  I think you can appreciate that, but we 8 

also have a document that we can move forward with. 9 

  We had multiple public meetings, and we 10 

encourage those.  Times are tough economically, but we 11 

have used webcasts, teleconferences and e-mails to a 12 

good extent, and in that way we hope to consider that 13 

we can do that. 14 

  A general concern that has been echoed 15 

throughout the halls here this morning is it is a 16 

challenge to come up with what is a design review and 17 

when it is appropriate.  The concern that we have is 18 

that the NRC has the responsibility for reasonable 19 

assurance for the safety and such of the health, 20 

welfare of the public.  What do we call it, equitable 21 

protection of public health and safety, promote the 22 

common defense and security, and protect the 23 

environment. 24 

  Those are key words.  We may be getting 25 
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into such a detailed level here that the NRC 1 

evaluators are doing the work that should have 2 

occurred long before it got to the NRC.  I think, in 3 

our discussions here recently, that there is 4 

responsibility at the licensee to ensure that his 5 

specifications are accurately met by the vendors and 6 

the platforms that are out there, and I encourage you 7 

to look to ensure that the licensee is taking 8 

appropriate action rather than stepping over the 9 

licensee and doing the action that you expected the 10 

licensee to do by himself. 11 

  The advantage of having it identified that 12 

the action is necessary in the guidance document and 13 

clarifying that it needs to be done, licensee is 14 

responsible, and who actually does it, is some of the 15 

things that came out in the comments that we have put 16 

in there.   17 

  I think you have done a good job so far in 18 

encouraging that flow of responsibility.  I don't see 19 

needs for specific changes to it, but that is a big 20 

concept that can come up in the early stages as we 21 

talked about categorizing the stages and aspects.  I 22 

was reminding folks that perhaps the responsibility is 23 

the licensee to do the design review with the vendors, 24 

and Topical Reports bring in the design reviews. 25 
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  When you bring your I&C group to review 1 

the packages, we think it is beyond your 2 

responsibility, if you will, to go all the way into a 3 

design review.   Next slide, if you would, please. 4 

  We talked about Diablo Canyon, and we are 5 

proud of the fact that they are stepping up as a 6 

digital upgrade to be the pilot.  Their submittal, as 7 

Steve mentioned, is expected to be in May of 2011.  We 8 

have slipped that several months now in order to keep 9 

going with the progress of the ISG, and as was done on 10 

previous submittals, we would be looking at a 24 month 11 

SER after that. 12 

  The Phase 0 meetings that were 13 

implemented:  We have two of those already.  They were 14 

very successful.  The documentation associated with it 15 

has adjusted the design at Diablo Canyon.  It has 16 

adjusted the calendar effects.  It has had a great 17 

impact on the licensing progress and processes 18 

involved.  So we certainly -- Early feedback is Phase 19 

0 meetings worked better than they have ever were 20 

estimated to be.  So that is something we want to 21 

encourage. 22 

  MEMBER STETKAR:  Gordon, do you anticipate 23 

additional Phase 0 meetings for Diablo? 24 

  MR. CLEFTON:  Yes. 25 
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  MEMBER STETKAR:  You do? 1 

  MR. CLEFTON:  Yes.  As we go along, 2 

because we are up to -- Well, the last submission we 3 

looked at was Rev. 44. 4 

  MEMBER STETKAR:  Oh, okay. 5 

  MR. CLEFTON:  And we are doing editorial 6 

changes now, but there are some subtle things that go 7 

in there.  So we expect, by the time we get up to Rev. 8 

55 or something, we might have an opportunity for 9 

another face to face or another question. 10 

  The package that Scott Patterson at Diablo 11 

is working on is solidified.  It is getting pretty 12 

good.   13 

  MEMBER STETKAR:  I was going to say that, 14 

but what you just said sounds like there aren't large 15 

fundamental gaps in understanding.  Is that true? 16 

  MR. CLEFTON:  That is true.  But it is 17 

great for them to be able to come up and use the Phase 18 

0 meeting as a sounding board of ideas going forward, 19 

to know if it is a low hurdle or a high hurdle, what 20 

needs to be adjusted, what needs to be -- because if 21 

you read into the ISG, it says this is what you call 22 

the fast lane.  This is the approved path forward. 23 

  If you choose to do something different, 24 

expect to bring a good explanation and take the time 25 
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to do it thoroughly.  So that is a well recognized 1 

process.  So the Phase 0 makes high hurdles into low 2 

hurdles.  That is what we are intending. 3 

  Those other items, you can read faster 4 

than I can talk about them, but that is the strategic 5 

approach, that they are through process of developing 6 

non-safety system digital applications.  Those are the 7 

key pointers that we used with Diablo Canyon. 8 

  Next slide, please.  A key aspect here is 9 

the opportunity to revise this document as we learn 10 

lessons learned.  That is something that we encourage, 11 

and we will be working with Lois and Ed and Norbert to 12 

ensure that that goes on. 13 

  The lessons learned, as we apply this, we 14 

expect to bring back on a regular basis, and hope to 15 

see revisions as necessary so that, before this goes 16 

out to a regulatory document of durable guidance, that 17 

it is as smooth as we can make it so that we can all 18 

use it in the future. 19 

  Just as a side note that is not up on the 20 

slides is the fact that INPO coordinated a digital 21 

annual meeting.  We had the largest turnout in Texas 22 

two weeks ago.  We had 101 people from the industry 23 

there.  We had a number of slides and presentations. 24 

  We talked about Wolf Creek's experience, 25 
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Diablo Canyon's experience, Luminant's progress with 1 

their assessment center, and what we are trying to do 2 

is to listen to the input of the industry and seeing 3 

what their perception is of the regulatory barriers in 4 

front of them. 5 

  Right now, I think the confidence is 6 

coming back.  The previous years, we had had two-7 

thirds of that population showing up at the meeting.  8 

So there is significant interest in the industry to 9 

beat down the obsolescence challenge that we have with 10 

analog systems, develop the new program, and then 11 

bring the digital that is now being used in the non-12 

safety systems into the world of safety systems. 13 

  So there is a significant interest out 14 

there, and I think it is appropriate that Pat and his 15 

staffing plan be ready to respond to applications.  I 16 

don't know that we are going to have a flood of 17 

applications soon, but there are several that are 18 

percolating in the woods right now.  So we do have 19 

forward progress. 20 

  Again, thank you for the cooperation, and 21 

we look forward to make this the best document we can 22 

do. 23 

  CHAIRMAN BROWN:  Thank you, Gordon.  Ont 24 

last comment before I touch the members, or a 25 
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question.  There is more to come.  You've got the I&C 1 

Steering Committee.  You have got additional input 2 

coming from these other sources and other meetings. 3 

  We are looking forward -- let me phrase 4 

this positively.  We are looking forward to seeing the 5 

final final after you have got everything the Steering 6 

Committee has done, so that the Committee will have a 7 

chance to understand what additional changes, unless 8 

they are insignificant; but if there are significant 9 

changes into this thing, I would suspect we would be 10 

interested in seeing this again. 11 

  I don't know what that runs into your 12 

schedule, but I don't want this getting out without 13 

having to -- ensuring that the Committee has their 14 

opportunity to agree with anything other than what we 15 

end up with after October -- the October full 16 

Committee meeting. 17 

  Steve, you are breathless. 18 

  MR. ARNDT:  Steve Arndt.  Let me remind 19 

you of the agreement we reached with the Committee 20 

three years ago when we started the ISG process, that 21 

we would continually and frequently update the 22 

Committee on progress and documents as we prepared 23 

them, and take their comments and integrate them into 24 

the process. 25 
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  Since these are not permanent documents, 1 

the agreement was that we would not necessarily wait 2 

for final to do a formal review of the final out-the-3 

door document.  However, understanding your concern, 4 

we would like to take into consideration all your 5 

comments and resolve them as well and as completely as 6 

we can. 7 

  So the issue was that, when these became 8 

permanent documents, then it would go through the 9 

formal process that we traditionally do with Reg. 10 

Guides or SRP updates. 11 

  CHAIRMAN BROWN:  I am taking that under 12 

advisement.  I was not here three years ago.  I have 13 

heard this before in various forms.  It is a very 14 

important ISG and in how it goes forward and its use, 15 

and I understand the path you are looking for to using 16 

it.   17 

  MR. ARNDT:  We appreciate that. 18 

  CHAIRMAN BROWN:  We do not want to be 19 

coming from the back end of this.  We would rather be 20 

ahead of the bow wave, if something significant gets 21 

changed.   22 

  Now addressing the comments, we would like 23 

to know how all of the comments and observations were 24 

addressed that we have made today.  Hopefully, there 25 
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has been enough notes taken.  I can't write that fast, 1 

and we will have those addressed or incorporated for 2 

something that we review for the full Committee. 3 

  MR. ARNDT:  We will try to address as many 4 

of those comments as possible in the full committee 5 

meeting. 6 

  CHAIRMAN BROWN:  Thank you.   7 

  MR. ARNDT:  And, obviously, it is your 8 

letter to write, but we would encourage phraseology 9 

that would allow us to move forward and get it out to 10 

Diablo Canyon and others to use.  So o-- 11 

  CHAIRMAN BROWN:  Well, that is obviously 12 

subject, Steve, to the resolution of some of the 13 

observations made today. 14 

  MR. ARNDT:  We understand that, but -- 15 

  CHAIRMAN BROWN:  All right.   16 

  MR. ARNDT:  We want to use the document.  17 

We want to get it out there.  We want to get it out 18 

there. 19 

  MEMBER BLEY:  Let me ask Steve a quick 20 

question.  Is the intent, once you have this, this 21 

fall, that you will go through the effort with Diablo 22 

Canyon, and then following that there will be a final 23 

revision to the guidance, assuming we learn something 24 

while we go through Diablo Canyon? 25 
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  MR. ARNDT:  Whether we will revise the 1 

guidance again and rev. it or whether we will go 2 

directly into integrating it into the final documents, 3 

in this case a review standard reference by the 4 

standard review plan, depends a little bit on timing 5 

and how extensive the revisions are. 6 

  As you may recall, we were on Rev. 2 of 7 

ISG-5 before it started getting integrated into 8 

Chapter 18.  So it is really dependent on timing and 9 

how large the revisions are, but the intent is to move 10 

forward to the final document that would be a revision 11 

by reference to the SRP as quickly as possible. 12 

  CHAIRMAN BROWN:  Well, we are still 13 

waiting on Appendix 18A, which is ISG-5. 14 

  MR. ARNDT:  Right. 15 

  CHAIRMAN BROWN:  Let me, if I can -- 16 

Dennis?   17 

  MEMBER BLEY:  I am pleased by the things 18 

we have seen in this one, agree with most of the 19 

comments that have been made along the way. 20 

  The one thing that I didn't catch going 21 

through was this thing on the no software FMEA.   22 

Steve's comment that the software safety analysis 23 

covers kinds of things we are interested in is  24 

comforting.  There is, clearly, not enough information 25 
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in the ISG to -- I need to go look. 1 

  So I really hope something like that is 2 

covered well.  So I have to go back to the branch 3 

technical position and the other references you give 4 

for the software safety analysis, because I am just 5 

not sure it goes to the level of depth we were 6 

talking, and I hope it does.  That is my one and 7 

remaining gap. 8 

  CHAIRMAN BROWN:  Okay.  Sam? 9 

  MEMBER ARMIJO:  I think a lot of progress 10 

has been made since the April 2009 letter in this 11 

document.  I think the response to the Subcommittee's 12 

recommendation has been -- It is clearly in there.  13 

  I agree with the comments made earlier 14 

that the introductory portion of the ISG doesn't 15 

really reflect what the bulk of the -- reflect what 16 

you really are going to do, and that could be improved 17 

by -- Some wording would help a lot. 18 

  So I think -- and I expect there are no 19 

further major issues that should creep into this 20 

thing.  We are kind of at the point of minor things 21 

being changed, but wait to see what happens in October 22 

what the document looks like then.  23 

  That is all I have. 24 

  CHAIRMAN BROWN:  John. 25 
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  MEMBER STETKAR:  Yes.  I think this is not 1 

-- It kind of echoes Sam's statement about perhaps the 2 

introduction or the context -- I mentioned it earlier 3 

-- that if I read through the ISG, it sounds like it  4 

is a very comprehensive review, and yet when I read 5 

parts of it, and especially some of the introduction 6 

and some of the presentation that we had this morning, 7 

indeed some of the presentation this morning confused 8 

me a little bit because of what may be a subtle 9 

difference in interpretation among hardware, software 10 

functions. 11 

  In other words, stepping way back from 12 

this process, what the agency should be doing is 13 

reviewing an integrated design and developing 14 

assurance that it indeed functionally satisfies the 15 

requirements for protecting health and safety.   16 

  How it does that, whether it is relays or 17 

knife switches or software or hardware or whatever you 18 

call that stuff is a matter of detail, and at times 19 

reading through this I got a little bit confused. 20 

  So if you can -- Take read through it.  21 

This is just sort of -- I don't know whether it is 22 

editorial or whether it is some sort of deeper, 23 

fundamental, philosophical difference.   24 

  Read it from that perspective, and be a 25 
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bit sensitive, because again, I think everyone in this 1 

room and probably everyone who has worked on it knows 2 

precisely what every word means to them.  Someone who 3 

picks it up six months from now who -- in my time 4 

frame, that is a long time.  I have forgotten what the 5 

word meant to me six months ago, and certainly a new 6 

person might not have the same interpretation.  So be 7 

aware of that. 8 

  I would echo Dennis' concern, if you want 9 

to put it that way, regarding the extent of the 10 

failure modes and effects analyses, evaluation of 11 

software failure modes.  I think perhaps I read -- 12 

when I read through it, I got the impression that the 13 

guidance was requiring more evaluation than what I 14 

heard this morning, which is one of my original 15 

concerns about at least having an early look at what 16 

was being done. 17 

  From what I heard this morning, I perhaps 18 

overextended my understanding of what might be in 19 

there, and I didn't see anything about failure modes 20 

and effects analyses in the software safety assessment 21 

or whatever it is called.  Well, I didn't go through 22 

all the details, but I didn't see it. 23 

  CHAIRMAN BROWN:  Michael? 24 

  MEMBER RYAN:  I would just like to note 25 
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the industry perspective in Gordon's comments today.  1 

That has been an interactive and productive process 2 

from industry's point of view to move this guidance 3 

along.  It will be interesting to see if you really 4 

get going. 5 

  I am sure, like all guidance, there is 6 

going to be changes as it really gets down to the 7 

details and the nitty gritty, which is fine.  That is 8 

appropriate, but I commend the staff for that ongoing 9 

interaction with industry to make this as good as it 10 

can be at this stage, and be committed to continued 11 

improvements going forward.  So I am glad to hear that 12 

reflected in your comments, Gordon. 13 

  CHAIRMAN BROWN:  Myron? 14 

  CONSULTANT HECHT:  Well, the only point 15 

that I would like to raise that I didn't hear raised 16 

earlier was the whole issue of configuration 17 

management on the part of the platform vendors and the 18 

commercial software providers.  That seems to be an 19 

area where there is general agreement that we need to 20 

do the right thing, but I didn't quite hear enough 21 

about how that would be done. 22 

  The other concerns or observations that I 23 

had, I think, were made earlier. 24 

  CHAIRMAN BROWN:  Okay.  I think I have 25 
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covered -- Well, I am not going to reiterate the 1 

emphasis points I have made in several of the 2 

different sections.  They are, I guess, similar to 3 

some of the thoughts from Dennis, John, and Myron 4 

also.  So I will not say anything else on those. 5 

  Do you all have any comments that you 6 

yourself are unsure about? 7 

  MS. JAMES:  No.  I took a lot of notes.  I 8 

am going to have to go read and think, and we will be 9 

interacting.  Steve has something? 10 

  MR. ARNDT:  If the Committee or 11 

Subcommittee could provide us some insights on the 12 

most productive use of our time at the full Committee, 13 

review, oversight, your specific comments. 14 

  CHAIRMAN BROWN:  I think some of the stuff 15 

that came out today would be the best things to 16 

address.  I mean the philosophical bent, the idea of 17 

really emphasizing the fundamentals and getting that 18 

up front, and then seeing how that flows through the 19 

rest of the details. 20 

  The FMEA issue -- The software issue has 21 

always been an issue, and you are probably going to 22 

get additional questions on that.  So I would suggest 23 

you be prepared, now that you know where it is coming 24 

from, to get a little bit more crisp answer on how 25 
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that is done or where it is done or where there is 1 

something similar done. 2 

  I was pleased to see the expansion of a 3 

number of the areas relative to detail that comes in 4 

here.  I hear Gordon's comments relative to the 5 

extensive detail that is part of this, but you are 6 

reviewing the design, whether you like it or not.  It 7 

is not just a process issue. 8 

  In order to assure that you have a safe 9 

design in the major areas, you are not going to catch 10 

everything.  You are not going to do a complete line 11 

by line independent design review, but for the basic 12 

fundamentals of independence, redundancy, diversity, 13 

defense-in-depth, deterministic behavior, etcetera, 14 

common cause failure -- you know, some of those things 15 

like that, they are all related -- you got to do a 16 

detailed review.   17 

  You got to have the documentation.  if you 18 

don't have it, you can't do it, and I didn't say one 19 

thing that we caught in some of the other earlier 20 

reviews, and I was going to ask you put it in the ISG, 21 

but an unacceptable response from anybody that is "we 22 

will meet the requirements" -- okay, trust us, in 23 

other words -- a single statement that we will do our 24 

design and we will meet the requirements is not a 25 
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satisfactory response to verifying the design. 1 

  So other than that, if there is no more, I 2 

will call the meeting adjourned. 3 

  Thank you very much, gentlemen.  You all 4 

were very good. 5 

  (Whereupon, the foregoing matter went off 6 

the record at 12:08 p.m.) 7 

 - - - 8 
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Introduction - Purpose

• Purpose of ISG-6  
– Describe the Part 50 licensing process

(per  current SRP guidance)
• Provide consistency in LAR submittals
• Provide consistency in LAR approval

– Describe the expectations for information to be docketed 
needed to support the SRP criteria

– Knowledge management
• Lessons learned from recent I&C amendment 

reviews
• “Fast Lane” approach
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Introduction – ACRS Comments

• April 2, 2009 – Full Committee
• April 21, 2009, Recommendation

“Draft ISG-6 should not be issued until Sections C and 
D are revised to specify that sufficient design detail be 
provided to ensure deterministic behavior and 
independence of each DI&C safety train.”

• August 21, 2009 – Subcommittee on Digital I&C
– Partially addressed ACRS recommendation
– Focus on integration various guidance documents
– Independence, Determinism, Complexity, Defense-in-

Depth and Diversity
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Introduction - Model for ISG6

• Characteristics of Extended Power Uprate (EPU) 
– Complex
– Large volume of material reviewed
– Challenging

• Licensing of Digital I&C
– Similar characteristics as EPU review

• EPU review standard (RS-001) used as a model 
for ISG6 format

• ISG6 planned to become a review standard



Slide 7

Introduction - Form of ISG-6

• Introduction
• Purpose
• Licensing Process

– Process Overview
– Pre-Application Meetings
– Initial Application
– Continued Review and Audit
– Implementation and Inspection

• Review Areas
• Scope of Review
• Information to be Provided
• Regulatory Evaluation
• Technical Evaluation
• Conclusion

• Enclosures (Example Formats)
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Introduction – Changes

• ISG6 Changes Include (Since Aug 2009):
– 3 new Enclosures added 

(e.g., Sample SE & LAR Table of Contents)
– Cross Referencing Enclosure B and Body of ISG
– Addition of Table of Regional Inspection items
– Four software development plans addressed by 

the regions (SInstP, SOP, SMaintP, & STrngP)
– Significant detail added to the body of the ISG
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Licensing Process

• Section C – Licensing Process
– Licensing under Part 50
– Timing of Information to be Provided
– Timing of Staff Activities

• Request for Additional Information
• Review
• Audit
• Inspect
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Process Overview
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Pre-Application (Phase 0)

• Encourage discussion of significant topics 
(defense-in-depth & diversity, variances from 
guidance, unique or complex aspects, etc.)  

• Document meeting summaries
– Can provide initial assessments and understanding 

of system concepts
– Will document aspects that are important to the NRC 

staff decision
• Phase 0 ends with submittal of an LAR
• Currently being embraced by industry

– Clearly articulate what is needed and why
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Initial Application (Phase 1)

• Staff will perform acceptance review in accordance 
with NRR Office Instruction, LIC-109

• Allowances are made for promised information
– Appropriate to align staff review with system development 

lifecycle
– Schedule for promised information defined at acceptance

• Staff can use RAI process to communicate those 
areas where the staff has no further questions

• Phase 1 ends when licensee submits all promised 
information
– May overlap with Phase 2
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Continued Review & Audit (Phase 2)

• Staff will continue the in-depth review 
• Staff will perform audit(s) of licensee design 

development process implementation
• Phase 2 ends with the conclusion of the NRC staff 

review
• Use of Portal Technology

– Can use remote access to view supporting documents
– Any information needed to support NRC staff safety 

conclusion would need to be docketed
– Guidance for use of this technology is planned for 

development
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Implementation & Inspection 
(Phase 3)

• Phase 3 begins with the issuance of the amendment 
and associated Safety Evaluation.  

• Licensee implements upgrade
– Installation of system
– Amend Technical Specifications & update UFSAR
– Procedure changes

• Licensee will conduct startup testing
• Inspection of activities is governed by IP-52003, 

“Digital I&C Modification Inspection”
– Oconee RPS/ESPS Digital Upgrade
– Supported by Headquarters personel
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Tiers of Review

• Each Tier corresponds to an expected 
review complexity:
– Tier 1:  Previously approved system, no 

deviations from topical report, review to focus on 
plant specific aspects, least review effort 
expected.  

– Tier 2: Previously approved system, with 
deviations, moderate review effort expected.  

– Tier 3: Totally new system, extensive review 
effort expected.  Thorough review of all technical 
areas.  



Section D - Review Areas

• Reviews involve understanding the digital system 
(process, conformance to process, and product) 
– What will be done? – Review Planning Documentation
– How was it done? – Review Implementation
– Was it done correctly? – Perform Requirements Traceability 

(Thread) Audit
– Is the product good enough/safe? – Ensure Verification & 

Validation / Testing is performed correctly

Slide 16
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Section D - Review Areas

• System Description
• Hardware Development Process
• Software Architecture
• Software Development Process
• Environmental Equipment Qualifications
• Defense-in-depth & Diversity
• Communications 
• System, Hardware, Software, and Methodology Modifications 
• IEEE 603 Compliance
• IEEE 7-4.3.2 Compliance
• Technical Specifications
• Secure Development and Operational Environment (SDOE)
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ACRS Comments

• Defense-in-Depth and Diversity ( D.6: D3 - ISG2)
• Independence (D.7: Communication - ISG4)
• Determinism

– Platform
– D.4.4.3.2: “The [software architecture description] must 

explain how the software works, the flow of data, and the 
deterministic nature of the software.”

– D.9.4.3.1: “The description should confirm that the system’s 
real-time performance is deterministic and known.”

• Complexity 
– Explicitly addressed in various places



Introduction – ACRS Comments

• Greater complexity will require greater depth of review.
– D.4.4.1.2: “Risks that should be specifically discussed are those 

associated with risks due to size and complexity of the product, and 
those associated with the use of pre-developed software. Complexity of 
the product should be addressed.”

– D.4.4.1.4: “Multiple levels of integration may be necessary, depending on 
the complexity of the software system that is being developed.”

– D.4.4.3.1: “The complexity of the SRS is, of course, dependant on the 
complexity of the system being proposed, and the level of detail should 
reflect the level of complexity.”

– D.7.2: “Depending on the complexity of the proposed communications, 
the NRC staff also may have to examine the actual circuitry as described 
in the final circuit schematics and in the software code listings, and in 
detailed system and hardware drawings.”

– D.9.4.2.2: “Depending on the complexity of the proposed seal-in 
features, the NRC staff may also have to examine (audit) the actual 
circuitry as described in the final circuit schematics and in the software 
code listings, and in detailed system and hardware drawings.”

– … Slide 19
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Stakeholder Involvement

• 9 Public Meetings held to develop ISG-6.  
• Over 200 Industry comments have been compiled 

by NEI and resolved by the NRC staff. 
• Comments received:

– Clarification of description of information to be provided
– Licensing process change retained for consideration

• Reducing Regulatory Burden
– Level of detail required
– Where does licensing stop

• Adopting licensing condition to complete review
• Portal Technology
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Path Forward (Deliverables)

• ISG-6 Presentation to ACRS Full Committee 
– October 2010

• Digital I&C Committee will review ISG6 after 
ACRS comments are addressed

• Currently scheduled issue date for ISG6
– November, 2010

• Diablo Canyon is the pilot plant for use of ISG6
• ISG6 may be updated as a result of the pilot
• ISG6 planned to become a review standard 

referenced in the SRP
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Summary

• Tiers of review address differences in 
complexity

• Phases of review adapt licensing process to 
digital I&C system development lifecycle

• Review areas identify major aspects of a 
digital I&C review

• Path Forward
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