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Dear Mr. Chgifnan:

Richard Meserve

December 23, 1999

egulatory Commission

{uriting to protc:
two days agq {p operators of
heightened sctjirity measures 1o
d.

millennial peti

We ask

in the strongest terms an unannounced NRC “advisory" issued
uclear power reactors that there is no need for them to take
protect their plants against terrorist attack during the immediate

intervention to countermand this NRC staff advisory, given the

ki for your personz
elaborate secutj}y precautions npw being taken by other Federal, state and municipal authorities,

and also giver fhe generally lacl
mock terrorist Hittacks organizeg
Ky period, as spec

Operational §
above) withol
ordered the pt

guards Respon
informing the :
ram reinstated:

uster performance of nuclear power plant security forces against
by the NRC. We further ask that you order enhanced security
fied below.

NRC staff has taken highly questionable and imprudent action
powecr plants; nor would it be the first time that such action was

%, Just a litle more than one year ago, NRC staff cencelled the

¢ Evaluation (OSRE) program (the mock attack program noted
E“mmlssion of its action, and then-Chairman Shirley Jackson
ithin two days after the cancellation became publicly known.

flsive action in response to the cwirent staff advisory because in
. dults of mock attacks but the risk of real attacks that potentially
of] American lived
blint near a majorjmetropolitan area like New York City, Chicago or Los Angeles.

at risk if terrorists gained access to and caused radiological

$taXT responsible fe
ig ice information
need for licenkér q
advisory statebithe NRC will rel
new informatj

The log

i to licensees.

the advisory have told us the advisory states that in the absence
f a specific threat against nuclear plants or materials, there is no

durity precautions at nuclear power plants. We also were told the

ain in contact with intelligence authorities and will pass on any

e behind this aﬁvisory defies both common sense and the Commission’s own
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ption Covegtg the Use of and Reliability Placed in Information from the
IClY-78-158), quoted below.

knowledge, therg is now no known specific threat against any domestic target in

j;es, yet officialsjat all governmental levels (with the apparent exception of the

NRC) are actiy

fear is a great:
suspected tertq
indicates that;
commander a

planning to d
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| prudently to baef up security at critical infrastructure facilities against what they
[ likelihood of trrorist attack associated with Y2K. The Lwo recent arrests of
Hists at U.S.-Car border crossings, one of them transporting high explosives,
ach prudence isficlearly warranted. The recent arrest in Florida of the regional

"brigadier gendral® of the Southeastern States Alliance, a militia group allegedly
troy the Crystal River-3 nuclear power plant with stolen explosives, also suggests

there is a bag
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for heightened goncern by the NRC.

Exc unigue devilstation that would result from the release of the intensely

of

ents of the cot

: of a one-billion-watt nuclear power plant in the event of a
dd by sabotage,

is inexplicable that the only major Federal agency not increasing

security agains

are supposed

Beyornd:
10
: iiiven the dirc G
ISNM or sabotag
: MIRC staff to opdrate on the basis of a conservative assumption to

d terrorists durin the millenniel period is the NRC.
common sensc,:

PECY-78-158 provides guidance the Commission and NRC staff .
follow in avoi(

ing over-reliance on intelligence information. It states in part:

nsequences which could arise from the theft of
of a licensed facility, it will be necessary for
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efiance upon information from the U.S. intelligence

prudent, viable safeguards system should not rely for its
he accuracy end timely availability of intelligence

ormation congerning the plans, characteristics and intentions of

: |4 hostile adver afly.... Therefore, safeguards for licensed matcrial and
- facilities should| be structured to prevent theft and sabotage
- fegardless of whether or not such information is known. in

is operatingil assumption accommodates the conservative

erception that, given the manifestation of a significant threat to the
Iuclear industryy there is 2 possibility that the U.S. Intelligence

mmunity wo j d not be able to collect and report to the NRC in
afcurate and timely manner so that appropriate

s might be taken to thwart the threat.

, dnce, and the highly problematical state of physical protection at
$lants, the NRC]phould be ordering heightened security at these: reactors---and in
ifs that will be on line in the United States during the Y2K pcriod.
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plorganizations siccessfully petitioned the Commission to promulgate a truck-bomb
10 CFR 73.1(a)(1}) and 10 CFR 73.55(c)(7-9)], following the attack on the World

’ d the intrusion it the Three Mile Island-1 plant, but we have been unsuccessful
in pcrsuadin@ E ¢ Commission|to upgrade the rule to protect against the larger-sized bombs
subsequently | 5 d against the tafleral building in Oklahoma City and the U.S. Air Force barracks
in Saudi Arathil All of these aftacks occurred without prior warning. We also were successful
in helping to 9

ng to public attgntion the cancellation of the OSRE program and in winning the

reinstatement|

f that program:

But now NRC staff is engaged with industry in a highly -

questionable igfocess to replage the NRC-run OSRE program with an industry-run “Self-
Assessment Bxdgram" (SAP) for testing defenses at nuclear power plants. Absent. strong
regulatory ov ~f$ight and enforcement of physical-protection requirements, site security at these
plants will only] become weake} and nuclear power plants will be perceived as “soft targets.”
At pres t, these plantsfre potentially vulnerable to large-scale truck-bomb attacks, and
nearly half ofiflese plants havelfailed to repel mock terrorist attacks run by the OSRE program.
Under these clfdumstances, we go not believe existing physical protection is sufficient to warrant
the NRC staff; kl advisory to nudlear power plant operators to simply maintain security measures

ial period.

at current lev:é_ﬁ during the mil

hat you direct HRC staff to issue a new advisory, directing nuclear power plant
this period td) take extra measures to ensure denial of access to terrorists.
be directed tofjactivate their contingency plans for the next several weeks, and
upgraded secthfily measures shojild include, at a minimum, increasing the size of the guard force
and frequency fif armed patrols;jupgrading vehicle barrier systems, and suspending non-essential
visits end delivgries. ~
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We urg your immediaty attention to this urgent matter.
: Sincerely,
] Zé;
Daniel Hirsch
: President
[nstitute Committee to Bridge the Gap
cc: gson Clinton
tlatory Commission
ar, FBI Counterterrorism Division

tor, National Coordinator for Critical Infrastructure and

Minority Member, Senate Subcommittec on Nuclear Safety
Minority Member, House Subcommittee on Energy and Power
Aarkey




